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FCC WARNING

This equipment has been tested and found to cowifitythe limits for a class A
NI,

F@ device, pursuant to part 15 of FCC rules. Thesédiere designed to provide

o,

RAL ¢,
oF
&

“** reasonable protection against harmful interferanc& commercial installation.
This equipment generates, uses and can radiate festjuency energy and, if not
installed and used in accordance with the instoasti may cause harmful interference to
radio communication. Operation of this equipmenairesidential area is likely to cause
harmful interference, in which case, the user beéllrequired to correct the interference at

the user’s own expense.
CE

c This is a Class A product. In a domestic envirorinéns product may cause
radio interference in which case the user may lpired to take adequate

measures.

Take special care to read and understand all thiecbin the warning boxes:

A Warning
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1. About this Manual

1.1. Welcome

The SWITCH is an industrial switch specifically dpged to suit your heavy industrial
environments and contains all the standard feattwesleploy in automation systems.
Engineered with hardened components and enclosed ingged IP30 metal case, the

SWITCH can operate in wide temperatures rangingnfrd0C to 75Cand has excellent

tolerance capability to high vibration and shock.

The SWITCH is perfectly designed to operate inexite industrial conditions, equipped with
variety of management functions which let you cgmfe communication parameters as you
desire, monitor the network behavior in number dfecent simple ways. In addition, the

switch is built with dual redundant power inputsetasure reliability and maximize network

up time. Other integrated features of the switathsas Auto-negotiation, Rate limitation, Port
Isolation etc., optimizes your network performamcel provide a secure network, offering a
cost-effective solution in a small but powerful kage.

1.2. Purpose

This manual describes how to install and configheeSWITCH Industrial Managed Switch.

1.3. Terms/ Usage

In this manual, the term “Switch” (first letter ugpcase) refers to the SWITCH, and “switch”
(first letter lower case) refers to other switches.

GIGAMED:A
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2. About the SWITCH

2.1. Features
Network Functions
Port-based Mirroring
GARP/GVRP Support
Active VLAN Support 4k
IGMP Snooping v1/v2/v3
IGMP Querier
MVR
DHCP Relay/Option 82
Dual Homing
Link Aggregation
Link Layer Discovery Protocol
Loop Detection, Auto Recovery Timer
STP/RSTP
Xpress Ring
SFP DDMI Support
RMON Statistics
Network Security
Access Control List (L2/L3/L4)
ARP Inspection
Host Denial-of-Service
SSH viiv2
Port Security

2.2. Specifications
IEEE Standards
IEEE 802.3
IEEE 802.3u
IEEE 802.3z
IEEE 802.3ad
IEEE 802.3x
IEEE 802.1d
IEEE 802.1w
IEEE 802.1p
IEEE 802.1q
IEEE 802.1ab
IEEE 802.1x

GIGAMED:A
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10Base-T

100Base-TX/FX
1000Base-SX/LX

Port trunk with LACP

Flow Control

Spanning Tree Protocol

Rapid Spanning Tree Protocol
Priority Queues

VLAN Tagging

Link Layer Discovery Protocol
Port Authentication Network Cantr

BPDU Guard

BPDU Filter

Traffic management & QoS

Port Priority

Rate Limitation

Storm Control

Port Isolation

802.1Q Tag-based VLAN
Loopback Test

Abnormal Traffic Detection

Auto MDI/MDI-X

Network Management
Command Line Interface, Telnet
Web GUI

SNMP vil/v2c

Management VLAN

System log

Firmware Upgradable
Configuration Upload/Download
LED, SNMP trap, and email alarm
Administration User Management
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Performance

Throughput 14,880 pps to 10 Mbps ports
148,800 pps to 100 Mbps ports
1,488,000 pps to 1000 Mbps ports

Switch Fabric 5.6Gbps

L2 Forwarding 4.17Mpps

MAC Entries 16 K

Jumbo frame 10K

Ports

Uplink 2 x 100/1000 SFP
Downlink 8 x 10/100Base-TX (RJ-45)

1 x RJ-45 console

Mechanical & Environmental

Dimension 150x110x28mm (DxWxH)
Weight 7809

Operating temperature -40°C to 75°C

Storage temperature -40°C to 85°C
Operating humidity 10% to 95% RH

Storage humidity 5% to 95% RH

DIN RAIL Recommendation

Steel with Electrolytic Zinc Plating

Stand-Off Brackets: 4%Angle and Straight

Comply with DIN 50045, 50022 and 50035 Standards

Power
Input Voltage Isolation Primary inputs: 12~60VDC
Redundant inputs: 12~60VDC
Connection One removable 6-pin 90 degree texhhilock

Power input polarity protection
Power voltage drop alarm
Power consumption: 12W Max
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3. Hardware Description

SWITCH Front Panel

8-port 10/100Base-TX + 2-slot Gigabit Multi-rate ’SF
Managed Industrial Switch
3.1. Connectors

The Switch utilizes ports with copper and SFP fipert connectors functioning under
Ethernet/Fast Ethernet/Gigabit Ethernet standards.

3.1.1. 10/100Base-TX Ports

The 10/100Base-TX ports support network speed#luérel OMbps or 100Mbps, and can
operate in half- and full-duplex transfer modes.e3é ports also offer automatic
MDI/MDI-X crossover detection that gives true “plagplay” capability — just plug the
network cables into the ports and the ports wijuatdaccording to the end-node devices.
The following are recommended cabling for the REdbnectors: (1) 10Mbps — Cat 3 or
better; (2) 100Mbps — Cat 5 or better.

3.1.2. SFP Slots for SFP modules

The two SFP slots are designed to house Gigabin&reRiles that support network speed
of 100/2000Mbps.

3.2. Installation

The location chosen for installing the Switch magatly affect its performance. When
selecting a site, we recommend considering thewviafig rules:
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* Install the Switch in an appropriate place. Seehii@mal Specifications for the
acceptable temperature and humidity ranges.

* Install the Switch in a location that is not affettby strong electromagnetic
field generators (such as motors), vibration, daist] direct sunlight.

» Leave at least 10cm of space at the front andafeiue unit for ventilation.

3.2.1. Desktop Installation
Follow the instructions listed below to install tBeitch in a desktop location.
1. Locate the Switch in a clean, flat and safe pasitio

2. Apply the power to the Switch (The green PWR LEDtle front panel should
light up).

3. Connect cables from the network partner devicethaoports on the front panel
(The green Link/ACT LED on the upper right of thertpshould light).

This Switch can also be mounted on a vertical setf&imply use the underside of the
unit as a template to measure and mark out thdi@osif the holes on to the surface
where the unit is to be installed. Then use the farews provided to mount the Switch
firmly in place.

Warning: Because invisible laser radiation may be emitted from the aperture of the port
when no cable is connected, avoid exposure to laser radiation and do not stare into open
apertures.

3.2.2. DINrail
The SWITCH has a DIN rail bracket on the back af 8witch.

3.2.3.  Getting Connected

The Switch is capable of connecting up to 8 dowRk-and 2 up-link network devices
employing a combination of twisted-pair and fibeabling paths at Ethernet, Fast
Ethernet, or Gigabit Ethernet speeds.

3.2.4. Powering On the Unit
The Switch accepts the power input voltage fromGIRADC.
v"Insert the power cables into the terminal bloclated on the top of the device.
v" Plug the power adapter into an available socket.

v' Check the front-panel LEDs as the device is powenmedo verify that the Power
LED is lit. If not, check that the power cable @ectly and securely plugged in.
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3.3. LED Indicators

This Switch is equipped with Unit LEDs to enableuym determine the status of the
Switch, as well as Port LEDs to display what isgepng in all your connections. They
are as follows:

System LEDs

PWR LED llluminated | Primary Power on
(Green) Off Primary Power off or failure

RPS LED llluminated | Redundant (secondary) Power on
(Green) Off Redundant Power off or failure

Alarm for following conditions
v" Power lost

ALM LED lluminated | iy jost
(Red) v Abnormal voltage input
Off Normal operation or DIP function is
disabled
POST LED IIIl_Jml_nated System is ready to use
(Green) Blinking Power on self-test _
Off Power off or test fall
. Fiber transceiver is plugged into port 9
LASER ON LED llluminated | ;g
(Yellow) Off Both fiber transceivers are not ready [on

port 9 and 10
Port Number 1-8 Copper port LED (10/100Mbps)

100 LED llluminated | Link speed at 100Mbps
(Green) Off Link speed at 10Mbps
LNK/ACT LED IIIl.Jml.nated Ethe_rnet I|nk.-u.p _
(Green) Blinking Act|V|t_y (receiving or transn"_nttlng data)
Off Port disconnected or link failed
Port number 9-10 SFP slot LED (Multi-rate)
1000 LED llluminated | 1000Mbps
(Green) Off 100Mbps
LNK/ACT LED Illgm!nated Ethe.rnet Imk_-u_p _
(Green) Blinking Act|V|t_y (receiving or transmlttlng data)
Off Port disconnected or link failed
OFF LINE LED llluminated | No fiber transceiver insertion
(Red) Off Fiber transceiver is ready on port
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4. System Status

4.1. Console Port

® Connect the computer to the console port on theécBwising the appropriate
cable.

® Use terminal emulation software with the followisgttings:

Default Settings for the Console Port

Setting Default Value
Terminal Emulation VT100
Baud Rate 38400
Parity None
Number of Data Bits 8
Number of Stop Bits 1
Flow Control None

® Press [ENTER] to open the login screen.

Setting Default Value
Default Username Admin
Default Password Admin

4.2. Telnet
® Connect the computer to one of the Ethernet ports.

® Open a Telnet session to the Switch’s IP addréssislis the first login, use
the default values.

Default Management IP Address

Setting Default Value
IP Address 192.168.0.254
Subnet Mask 255.255.255.0
Default Gateway 0.0.0.0
Management VLAN 1
Default Username admin
Default Password admin

® Make sure the computer IP address is in the sarbaesuunless you are
accessing the Switch through one or more routers.

4.3. How to enter the CLI?
Press [Enter] key to enter the login command prowipn below message is displayed
on the screen.

Please press Enter to activate this console

Input “admin” to enter the CLI mode when below message is disga on the screen.
L2SWITCH login:
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You can execute a few limited commands when CLinpis displayed as below.
L2SWITCH>

If you want to execute more powerful commands, yust enter the privileged mode.
Input command énablé
L2SWITCH>enable

Input a valid username and password when below prrane displayed.
user:admin
password:admin

L2SWITCH#

4.4. CLI command concept

Node Command Description

enable show hostname This command displays themigshetwork name.

configure | reboot This command reboots the system.

ethO ip address A.B.C.D/M This command configuretaéic IP and subnet
mask for the system.

interface | show This command displays the currertt po
configurations.

acl show This command displays the current acamsisat
profile.

vlan show This command displays the current VLAN
configurations.

The Node type:
® enable
Its command prompt iL2SWITCH#".
It means these commands can be executed in thisyaothprompt.

® configure
Its command prompt i 2SWITCH(config)#".
It means these commands can be executed in thisyaothprompt.
In Enable code, executing commanddnfigure terminal’ enter the configure
node.
L2SWITCH# configure terminal

® ethO
Its command prompt idL2SWITCH(config-if)#".
It means these commands can be executed in thisyaothprompt.
In Configure code, executing commandnterface ethO enter the ethO
interface node.
L2SWITCH(config)#interface ethO
L2SWITCH(config-if)#
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® interface
Its command prompt iL2SWITCH(config-if)#".
It means these commands can be executed in thisyaothprompt.
In Configure code, executing commanahterface gigaethernetl/0/5enter the
interface port 5 node.
Or
In Configure code, executing commandhterface fastethernetl/0/5enter the
interface port 5 node.
Note: depend on your port speed, gigaethernetIdd/gigabit Ethernet ports
and fastethernet1/0/5 for fast Ethernet ports.

L2SWITCH(config)#interface gigaethernet1/0/5
L2SWITCH(config-if)#

® vian
Its command prompt idL2SWITCH(config-vlan)#”.
It means these commands can be executed in thisyaothprompt.
In Configure code, executing commanglan 2’ enter the vlan 2 node.
Note: where the “2” is the vlan ID.

L2SWITCH(config)#vlan 2
L2SWITCH(config-vlan)#

® acl
Its command prompt idL2SWITCH(config-acl)#”.
It means these commands can be executed in thisyaothprompt.
In Configure code, executing commandccess-list tesenter the access-list
test node.
Note: where thetest is the profile name.

L2SWITCH(config)#access-list test
L2SWITCH(config-acl)#

4.5. Login
Switch
User Name: ||
Password:
Parameter Description
User ID Enter the user name.
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Password Enter the password.
Default:
User name: admin
Password: admin

4.6. CLI Configuration

Node

Command

Description

enable

show hostname

This command displays thermsigshetwork name.

enable

show interface ethO

This command displaystinrent EthO
configurations.

enable

show model

This command displays the systEmmation.

enable

show running-config

This command displagsciirrent operating
configurations.

enable

show system-info

This command displays yees’s CPU loading
and memory information.

enable

show uptime

This command displays the sysfetime.

4.7. System Information

System Information

Systermy Information

Model Nam:s
Host Name LISWITCH
Bool Code Version 8528-000-1.0.6.50

Firmware Version
Built Date

DHCP Cliamt

IP Address

Subnet Mask
Defaull Gateway
MAC Address
Serial Number
Management VLAN
CPU Loading
Maemory Information
Current Time
DHCPvE Cllent
P Link Local
IPvii Global

Parameter
Model Name

GIGAMED:A

8528M-000-1.1.1.50
Wed Sep 24 02:04:44 CST 2014
Enabled
192.168.1.164
255 255 128.0
152.168.0.1
00:50:43:61:10:1¢c
ADDOGOO000001
1
"] ] 6%
Total: 53956 KB, Free: 29376 KB, Usage 4556 %
2014-1-1, 0259
Disabled
fe80:0000: 0000 00000250437 feb 1 101c/04

Refresh

Description

This field displays the model name of the Switch.

GGM INS8R2LCA
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Host name

Boot Code Version

Firmware Version

Built Date

DHCP Client

IP Address
Subnet Mask
Default Gateway

MAC Address

Serial Number

Management
VLAN

CPU Loading

Memory
Information

Current Time

DHCPv6 Client

IPv6 Link Local
IPv6 Global
Refresh

GIGAMED:A

This field displays the name of the Switch.

This field displays the boot code version.

This field displays the firmware version.

This field displays the built date of the firmware.

This field displays whether the DHCP client is dedton the
Switch.

This field indicates the IP address of the Switch.
This field indicates the subnet mask of the Switch.

This field indicates the default gateway of the tStvi

This field displays the MAC (Media Access Contrafjdress of
the Switch.

The serial number assigned by manufacture for ifileation of
the unit.

This field displays the VLAN ID that is used foretliswitch
management purposes.

This field displays the percentage of your Switcdystem load.
This field displays the total memory the Switch has the
memory which is currently availablEree) and occupiedsags.

This field displays current date (yyyy-mm-dd) aimde
(hh:mm:ss).

This field displays whether the DHCPV6 client igbled on the
Switch.

This field displays the network address for IPv6.
This field displays the global network addressIRyr6.

Click this to update the information in this screen
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5. Basic Settings
5.1. General Settings

5.1.1.

System

Management VLAN

To specify a VLAN group which can access the Switch

® The valid VLAN range is from 1 to 4094.

® If you want to configure a management VLAN, the agement VLAN should
be created first and the management VLAN shoulce letvieast one member
port.

Host Name

The hostnameis 16 alphanumeric characters for the name ofSth#ch. The hostname
should be the combination of the digit or the algtaor hyphens (-) or underscores ().

Default Settings
The default Hostname is L2SWITCH
The default DHCP client is disabled.
The default Static IP is 192.168.0.254
Subnet Mask is 255.255.255.0
Default Gateway is 0.0.0.0
Management VLAN is 1.

5.1.1.1. CLI Configuration

Node

Command

Description

enable

ping IPADDR [-c COUNT

This command sendgemo request to the
destination host. The —c parameter allow use

specific the packet count. The default count is

4.

enable

ping IPADDR [-s SIZE]

This command sends@ro request to the
destination host. The —s parameter allow use
specific the packet size. Valid range: 0 ~ 104
bytes.

enable

ping IPADDR [-c
COUNT -s SIZE]

This command sends an echo request to the
destination host. The —c parameter allow use
specific the packet count. The default count i
4. The —s parameter allow user to specific the
packet size. Valid range: 0 ~ 1047 bytes.

rto

rto

rto

D

enable

ping IPADDR [-s SIZE —c
COUNT]

This command sends an echo request to the
destination host. The —c parameter allow use
specific the packet count. The default count i
4. The —s parameter allow user to specific the
packet size. Valid range: 0 ~ 1047 bytes.

rto

3%

configure

reboot

This command reboots the system.

configure

hostname STRINGS

This command sets the systemi®riehame.

GIGAMED:A
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configure| interface ethO This command enters the ethO irdenfemde to
configure the system IP.
configure| configure terminal This command changes the moaendig
mode.
configure| interface ethO This command changes the mode @oretite.
ethO show This command displays the ethO configurat
ethO ip address A.B.C.D/M This command configurssatic IP and subnet
mask for the system.
ethO ip address default-gateway This command configures the system default
A.B.C.D gateway.
ethO ip dhcp client This command configures a DHCP client
(disable|enable|renew) function for the system.
Disable: Use a static IP address on the switc
Enable & Renew: Use DHCP client to get an|l
address from DHCP server.
ethO management vlan VLANID This command configuhesmanagement
vlan.
ethO ip ipv6-address This command configures a global scope of
AAAA:BBBB:CCCC:DDD | IPv6 address and subnet mask for the systen
D:EEEE:FFFF.GGGG:HH
HH/M
ethO ip ipv6-dhcp client This command configures a DHCPV6 client
(disable|enable|renew) function for the system.
Disable: Use a static IP address on the switc
Enable & Renew: Use DHCPV6 client to get
IP address from DHCPV6 server.
GIGAMED:A GGM INS8R2LCA 13



5.1.1.2. Web Configuration

General Settings

Jumbo Frame SNTP Management Host

Hostname

DHCP Client
Static IP Address
Subnet Mask
Default Gateway

Management VLAN

IL2SWITCH

|Enable ~ | Renew |

{192.168.1.164

[192.166.0.1

1

IPvG Settings

DHCPv6 Client

Stafic IPv6 Address

Parameter

Hostname

Management
VLAN

IPv4 Settings

DHCP Client

Static IP Address

Subnet Mask

Default Gateway

IPv6 Settings

DHCPV6 Client

GIGAMED:A

Disable ¥ || Renew |

| Apply | | Refresh |

Description

Enter up to 64 alphanumeric characters for the nafmgour
Switch. The hostname should be the combinatiomefdigit or
the alphabet or hyphens (-) or underscores ().

Enter a VLAN ID used for Switch management purposes
SelectEnableto allow the Switch to automatically get an IP

address from a DHCP server. CliRenewto have the Switch
reget an IP address from the DHCP server.

SelectDisable if you want to configure the Switch’s IP address

manually.

Configures a IPv4 address for your Switch in dottetimal
notation. For example, 192.168.0.254.

Enter the IP subnet mask of your Switch in dottedimal
notation for example 255.255.255.0.

Enter the IP address of the default outgoing gayewadotted
decimal notation, for example 192.168.1.1.

SelectEnable to allow the Switch to automatically get an IP
address from a DHCPvV6 server. ClRknewto have the Switch
reget an IP address from the DHCP server.
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SelectDisable if you want to configure the Switch’s IP address
manually.

Static IPv6 Address Configure a static IPv6 address for the Switch.

Apply Click this buttorto take effect the settings.

Refresh Click this button to reset the fields to the lasttisg.

5.1.2. Jumbo Frame

Jumbo frames are Ethernet frames with a payloaatgréhan 1500 bytes. Jumbo frames
can enhance data transmission efficiency in a né&twkhe bigger the frame size, the
better the performance.

Notice:

The jumbo frame settings will apply to all ports.
If the size of a packet exceeds the jumbo frame ¢$ie packet will be dropped.
The available values are 1522,1536,1552,9010,9228(1

Default Settings
The default jumbo frame is 10240 bytes.

5.1.2.1. CLI Configuration

Node Command Description
enable show jumboframe This command displays thectjumbo
frame settings.
configure | jumboframe This command configures the maximum
(10240]1522|1536|1552|901Pphumber of bytes of frame size for all ports.
9216)
config interface IFNAME This command enters theifdce
configure node.
interface | jumboframe This command configures the maximum
(10240|1522|1536]1552|9010humber of bytes of frame size.
9216)
config interface range This command enters the interface
(fastethernet1/0/ | configure node.
gigabitethernet1/0/)
PORTLISTS
if-range jumboframe This command configures the maximum
(10240]1522|1536|1552|901Phumber of bytes of frame size.
9216)
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5.1.2.2. Web Configuration
General Settings

System SNTP Management Host
Jumbe Frame Setting
Port frame size
From: |1 v| Toz|1 - 10240 v

| Apply | | Refresh |

Port Jumbo Frame Port Jumbo Frame
1 10240 2 10240
3 10240 4 10240
5 10240 6 10240
7 10240 8 10240
9 10240 10 10240
Parameter Description

Select the maximum number of bytes of a jumbo frdomeall

FEINE S ports. The bigger the frame size, the better tmopwance.
Apply Click Apply to commit the settings.
Refresh Click Refresh to display the current settings.

5.1.3. SNTP

The Network Time Protocol (NTP) is a protocol fgnshronizing the clocks of computer
systems over packet-switched, variable-latency da&works. A less complex
implementation of NTP, using the same protocolMatiiout requiring the storage of state
over extended periods of time is known as3iaple Network Time Protocol (SNTP).
NTP provides Coordinated Universal Time (UTC). Méormation about time zones or
daylight saving time is transmitted; this infornoetiis outside its scope and must be
obtained separately.

UDP Port: 123.
Daylight saving is a period from late spring to early fall whennypaountries set their
clocks ahead of normal local time by one hour t@gnore daytime light in the evening.

Notes:
1. The SNTP server always replies the UTC current.time
2.  When the Switch receives the SNTP reply time, téch will adjust the time
with the time zone configuration and then configine time to the Switch.
3. If the time server’s IP address is not configurthe, Switch will not send any
SNTP request packets.
4. If no SNTP reply packets, the Switch will retry ey&0 seconds forever.
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NTP server ever24 hours.

6.

the query process.

7.

No default SNTP server.

Default Settings
Current Time:

Time: 0:3:51 (UTC)
Date: 1970-1-1

Time Server Configuration:

Time Zone : +00:00
IP Address: 0.0.0.0

DayLight Saving Time Configuration:

State

: disabled

Start Date: None.
End Date : None.

5.1.3.1. CLI Configuration

If the Switch has received SNTP reply, the Swital re-get the time from

If the time zone and time NTP server have beengddythe Switch will repeat

Node Command Description
enable show time This command displays current tame time
configurations.
configure | time Sets the current time on the Switch.
HOUR:MINUTE:SECOND| hour: 0-23
min: 0-59
sec: 0-59
Note: If you configure Daylight Saving Time
after you configure the time, the Switch will
apply Daylight Saving Time.
configure | time date Sets the current date on the Switch.
YEAR/MONTH/DAY year: 1970-
month: 1-12
day: 1-31
configure | time daylight-saving-time | This commandalgles the daylight saving
time.
configure | time daylight-saving-time | This command sets the start time of the
start-date (first | second | | Daylight Saving Time.
third | fourth | last) (Sunday
| Monday | Tuesday |
Wednesday | Thursday |
Friday | Saturday) MONTH

GIGAMED:A
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HOUR

configure

time daylight-saving-time
end-date (first | second |
third | fourth | last) (Sunday
| Monday | Tuesday |
Wednesday | Thursday |
Friday | Saturday) MONTH
HOUR

This command sets the end time of
Daylight Saving Time.

the

configure

no time
daylight-saving-time

This command disables daylight saving on
Switch.

the

configure

time ntp-server
(disable|enable)

This command disables / enables the NTP
server state.

configure | time ntp-server This command sets the IP address of your time
IP_ADDRESS server.
configure | time timezone STRING Configures the tith#ference between UTC
(formerly known as GMT) and your time zone.
Valid Range: -1200 ~ +1200.
Example:

L2SWITCH(config)#ime ntp-server 192.5.41.41

L2SWITCH(config)#ime timezone + 0800

L2SWITCH(config)#ime ntp-server enable

L2SWITCH(config)#time daylight-saving-time starttddirst Monday 6 0
L2SWITCH(config)#time daylight-saving-time end-déast Saturday 10 0

GIGAMED:A
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5.1.3.2. Web Configuration

General Settings

System Jumbo Frame “ Management Host
Current Time and Date
Current Time 00:38:21 {UTC)
Current Date 2014-01-01

Time and Date Settings

@ Manual

Hewr Time |2[|14 ||1 ||1 L‘ln |: |3B |: |21 |ﬂryyy.mm.dd."hh:mm:ss:|

() Enable Network Time Protocol

NTP Server @
ol |
TmeZoe [0
Start Date of at |:|o'unut
End Date of at I:lu'dm:l
Refrash
Parameter Description
Current Time and Date
Current Time This field displays the time you open / refresls timenu.
Current Date This field displays the date you open / refresh thenu.

Time and Date Setting
Select this option if you want to enter the systate and time

Manual
manually.
Enter the new date in year, month and day formdttane in
New Time hour, m.inute and second format. The new Qate and then
appear in theCurrent Date and Current Time fields after you
click Apply .
Enable Network  Select this option to use Network Time Protocol B Tor the
Time Protocol time service.
Select a pre-designated time server or type thedtRRess of the
NTP Server time server. The Switch searches for the timeseoreup to 60
seconds.
T Select the time difference between UTC (Universamer
ime Zone

Coordinated, formerly known as GMT, Greenwich M&ame)
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and the time zone from the drop-down list box.

Daylight Saving Settings

Select Enable if you want to use Daylight Saving Time.
Otherwise, seleddisableto turn it off.

Configure the day and time when Daylight Saving istarts if
you enabled Daylight Saving Time. The time is cagpd in the
24 hour format. Here are a couple of examples:

Daylight Saving Time starts in most parts of thetebh States on
the second Sunday of March. Each time zone in thiesd

States starts using Daylight Saving Time at 2 Addal time. So
in the United States you would sel&sgcond Sunday, March
Start Date and2:00.

Daylight Saving Time starts in the European Uniontloe last
Sunday of March. All of the time zones in the Ewwap Union
start using Daylight Saving Time at the same monfg&nA.M.
GMT or UTC). So in the European Union you woulcesélast,
Sunday, March and the last field depends on the time zone. In
Germany for instance, you would sel@dd0 because Germany's
time zone is one hour ahead of GMT or UTC (GMT+1).
Configure the day and time when Daylight Saving &emds if
you enabled Daylight Saving Time. The time fiel@ésighe 24
hour format.

Here are a couple of examples:

Daylight Saving Time ends in the United Statestanlast
Sunday of October. Each time zone in the UniteteStstops
using Daylight Saving Time at 2 A.M. local time. Bahe

United States you would seldeitst, Sunday, Novemberand
2:00.

Daylight Saving Time ends in the European Uniontloa last
Sunday of October. All of the time zones in thedp@an Union
stop using Daylight Saving Time at the same monfg&nA.M.
GMT or UTC). So in the European Union you woulcesélast,
Sunday, October and the last field depends on the time zone. In
Germany for instance, you would sel@dd0 because Germany's
time zone is one hour ahead of GMT or UTC (GMT+1).

Apply Click Apply to commit the settings.

State

End Date

Refresh Click Refresh to display the current settings.

5.1.4. Management Host

The feature limits the hosts which can manage thatcB. The default has no
management host. That is, any host can managentitéhSriatelnet or web browser. If
user has configured one or more management hes§wlitch can be managed by these
hosts only. The feature allows user to configur@agament IP up to 3 entries.
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Default Settings
This feature allows user to configure managemest tip to 3 entries.

The default is none, any host can manage the Swigctelnet or web browser.

5.1.4.1. CLI Configuration

Node Command Description
enable show interface ethO The command displayaltiod the interfacethO
configurations.
ethO show The command displays the all of the fiaterethO
configurations.
ethO management host | The command adds a management host address.
A.B.C.D
ethO no management host The command deletes a management host addre
A.B.C.D
Example:

L2SWITCH#configure terminal

L2SWITCH(config)#interface ethO
L2SWITCH(config-ifyf#management host 192.168.200.106

5.1.4.2. Web Configuration

System Jumbo Frame

Management Host

General Settings

Management Host Settings

]

Management Host List

No.
1

2

3

Management Host

192.168.
192.168.
192.168.

Parameter Description
Management Host This field configures the management host.

Apply
Refresh

20016

20017

20018

Click this button to take effect the settings.

Click this button to begin configuring this scresnesh.

Management Host List
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No. This field displays a sequential number for eaclmagament host.
Management HOs Thjs field displays the management host.

Action Click the Delete buttoto remove the specified entry.

5.2. MAC Management

Dynamic Address:

Learned by the switch, when the switch receivemés it will record source MAC,
received port and the VLAN in the address tabldnaih age time. When the age time is
expired, the address entry will be removed fromatigress table.

Static Address:

Configured by users, the static addresses willogoaged out by the switch. The static
address can be removed by user only. The switchostgoup to 16K address table. The
static address and the dynamic address sharertieetalle.

The MAC Table (a MAC table is also known as a filtering databade)ws how frames
are forwarded or filtered across the Switch’s pditien a device (which may belong to
a VLAN group) sends a packet which is forwardedatport on the Switch, the MAC
address of the device is shown on the Switch’'s MPgle. It also shows whether the
MAC address is dynamic (learned by the Switch)tatic(manually entered).

The Switch uses thlAC Table to determine how to forward frames. See the folfayvi
figure.

1. The Switch examines a received frame and learnsptne from which this
source MAC address came.
2. The Switch checks to see if the frame's destinaM#C address matches a
source MAC address already learned inN&C Table.
® |If the Switch has already learned the port for MiBC address, then it
forwards the frame to that port.
® |f the Switch has not already learned the porttidcs MAC address, then
the frame is flooded to all ports. Too much poobfling leads to network
congestion.
® |If the Switch has already learned the port for MIAC address, but the
destination port is the same as the port it cameninthen it filters the
frame.
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Is destination
MAC address
in the MAC Table?

Yes

Forward to
all ports.

Is the outgoing
port different from the
incoming port?

Filter this Forward to
frame. outgoing port,

Figure: MAC Table Flowchart
Default Settings
The default MAC address table age time is 300 s#ston
The Maximum static address entryis 256.

5.2.1. CLI Configuration

Node Command Description

enable show mac-address-table | This command displays the current MAC
aging-time address table age time.

enable show mac-address-table | This command displays the current
(static|dynamic) static/dynamic unicast address entries.

enable show mac-address-table mathis command displays information of a
MACADDR specific MAC.

enable show mac-address-table ppithis command displays the current unicast
PORT_ID address entries learnt by the specific port.

configure | mac-address-table static | This command configures a static unicast
MACADDR vilan VLANID | entry.

port PORT_ID
configure | no mac-address-table stati¢ This command removes a static unicast entry
MACADDR vlan VLANID | from the address table.

configure | mac-address-table aging-timehis command configures the mac table

VALUE aging time.
configure | clear mac address-table | This command clears the dynamic address
dynamic entries.

Example:
L2SWITCH(config)#mac-address-table static 00:1133244:55 vlan 1 port 1

5.2.2. Web Configuration

Static MAC
A static Media Access Control (MAC) address is adrass that has been manually
entered in the MAC address table. Static MAC addreslo not age out. When you set up
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static MAC address rules, you are setting staticQM&ddresses for a port. This may
reduce the need for broadcasting.

MAC Address Management

Static MAC Settings MAC Table Age Time Setting Refusal MAC Settings

Static MAC Settings

MAC Address VLAN ID Port
| | [ ]
Apply
Static MAC Table
MAC Address VLAN ID Port Action
00:0b:04:11:dc:ec 1 CPU
Total counts - 1
Parameter Description

Static MAC Settings
Enter the MAC address of a computer or device yhatwant to

MAC Address add to the MAC address table.
Valid format is hh:hh:hh:hh:hh:hh.

VLAN ID Enter the VLAN ID to apply to the computer or deazic

Port Enter the port number to which the computer or ckevis
connected.

Apply Click Apply to take effect the settings.

Refresh Click Refresh to begin configuring this screen sifte

Static MAC Table
This field displays the MAC address of a manuafiteeed MAC

MAC Address
address entry.
VLAN ID 'ermfyfleld displays the VID of a manually entered\® address
This field displays the port number of a manualiyeeed MAC
Port address entry. The MAC address with port CPU meaes

Switch’s MAC addresses itself.

Click Delete to remove this manually entered MAC address
Action entry from the MAC address table. You cannot deldéte
Switch’s MAC address from the static MAC addresdea
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MAC Table
MAC Address Management

Static MAC Settings MAC Table Age Time Setting

Show Type |MAC v | [ Apply | [ Refresh |

All

Static
Dynamic Type VLAN ID Port

Port 56 Dynamic 1 7

A Total counts : 1

= =

Parameter Description
Show Type SelectAll, Static, Dynamic, Port or MAC and then clickApply to
Apply display the corresponding MAC address entries ansitreen.

Refresh Click this to update the information in the MAC kab

MAC Address This field displays a MAC address.

Tvne This field displays whether this entry was enteneghually (Static)
yp or whether it was learned by the Switch (Dynamic).

VLAN ID This field displays the VLAN ID of the MAC addresatry.

This field displays the port number the MAC addresgry is
Port associated. It displays CPU if it is the entrytfoe Switch itself.

The CPU means that it is the Switch’s MAC.
Total Counts  This field displays the total entries in the MAGH&

Age Time Settings
MAC Address Management

Static MAC Settings MAC Table Age Time Setting Refusal MAC Settings
Age Time Setting
Age Time {sec) (Range:20-500)

Parameter Description

Age Time Configure the age time; the valid range is from t80500
9 seconds. The default value is 300 seconds.

Apply Click Apply to commit the settings.
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Refresh Click this to update the information in the MAC kab

5.2.3. Refusal (Black-hole MAC)

This type of MAC address entries are configured umadlg. A switch discards the packets
destined for or originated from the MAC addressast@ned in blackhole MAC address
entries. Blackhole entries are configured for filtg out frames with specific source or
destination MAC addresses

Notice: User can configure up to 20 entries.

5.2.3.1. CLI Configuration

Node Command Description
enable show This command displays the current refusal MAC
mac-address-table | address only.
refusal

configure | mac-address-table | This command configures a refusal MAC on a
refusal MACADDR | specific VLAN.
vlan VLANID

configure | mac-address-table | This command configures a refusal MAC.
refusal MACADDR

5.2.3.2. Web Configuration
MAC Address Management

Static MAC Settings MAC Table Age Time Setting Refusal MAC Settings

Refusal MAC Settings

MAC Address VLAN ID
| | [Any (v |
MAC Address VLAN ID Action
00:11:22:33:44:65 1
00:22:33:44:55:66 Any
Total counts : 2
Parameter Description

Enter the MAC address of a computer or device ybatwant to
MAC Address refusal.
Valid format is hh:hh:hh:hh:hh:hh.
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VLAN ID Enter the VLAN ID to apply to the computer or dexic
Apply Click Apply to take effect the settings.

Refresh Click Refresh to begin configuring this screen sifte
MAC Address This field displays a MAC address.

VLAN ID This field displays the VLAN ID of the MAC addresatry.

Click Delete to remove this manually entered MAC address

Action entry from the refusal MAC address table.

Total Counts This field displays the total entries in the refUdAC table.

5.3. Port Mirror
The Port Mirroring is used on a network switch end a copy of network packets
sent/received on one or a range of switch port tetavork monitoring connection on
another switch portMonitor-to Port). This is commonly used for network appliances
that require monitoring of network traffic, suchasintrusion-detection system.

Port Mirroring, together with a network traffic dyzer, helps to monitor network traffic.
Users can monitor the selected po8syrce Port9 for egress and/or ingress packets.

Source Mode:
Ingress: The received packets will be copied ¢ortionitor port.
Egress: The transmitted packets will be copietthéomonitor port.
Both: Both the received and transmitted packets$ lvél copied to the monitor
port.

Note:
1. The monitor port cannot be a trunk member port.
2. The monitor port cannot be ingress or egress port.
3. If a port has been configured as a source porttam user configures the port as
a destination port, the port will be removed frdra source ports automatically.

Default Settings
Mirror Configurations:
State : Disable
Monitor port 1
Ingress port(s) : None
Egress port(s) : None

5.3.1. CLI Configuration

Node Command Description
enable show mirror This command displays the ctipert mirroring
configurations.
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configure | mirror This command disables / enables the port mirrori
(disable|enable) on the switch.

configure | mirror destination This command specifies tmeonitor port for the
port PORT_ID port mirroring.

configure | mirror source ports | This commandadds a port or a range of ports as tf
PORT_LIST mode | source ports of the port mirroring.
(bothlingress|egress)

configure | no mirror source portsThis commandemoves a port or a range of ports
PORT_LIST from the source ports of the port mirroring.

Example:

L2SWITCH#configure terminal

L2SWITCH(config)#mirror enable
L2SWITCH(config)#mirror destination port 2
L2SWITCH(config)#mirror source ports 3-10 mode both

5.3.2.

Web Configuration

Port Mirroring

Port Mirroring Settings

State

Disable %

Monitor to Port 1 £

Source Port Mirror Mode

1

3

5

Disable +

Disable %

Disable ¥

Disable ¥

Parameter Description

State

Monitor
Port

All Ports

GIGAMED:A

All Ports : |- ¢
Source Port Mirror Mode
2 Disable ¥
4 Disable ¥
6 Disable ¥
8 Disable ¥
10 Disable ¥

SelectEnableto turn on port mirroring or seleBlisableto turn it off.

to

Select the port which connects to a network traffialyzer.

Settings in this field apply to all ports.

Use this field only
ports.

if you want to make some sejsithe same for all

Use this field first to set the common settings ahén make
adjustments on a port-by-port basis.
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Source Port This field displays the number of the source port.
Selectingress, Egressor Both to only copy the ingress (incoming),

Mirror egress (outgoing) or both (incoming and outgoimgffic from the

Mode specified source ports to the monitor port. Sel@stable to not copy
any traffic from the specified source ports to rtin@nitor port.

Apply Click Apply to commit the settings.

Refresh Click Refresh to display the current settings.

5.4. Port Settings

® Duplex mode
A duplex communication system is a system composed of twmected parties or
devices that can communicate with one another iih ivections.

Half Duplex:

A half-duplex system provides for communication in both diretsiobut only one
direction at a time (not simultaneously). Typicatiyce a party begins receiving a signal,
it must wait for the transmitter to stop transmidti before replying.

Full Duplex:

A full-duplex, or sometimesdouble-duplex system, allows communication in both
directions, and, unlike half-duplex, allows this b@appen simultaneously. Land-line
telephone networks are full-duplex, since theyvalbmth callers to speak and be heard at
the same time.

® | oopback Test

A loopback test is a test in which a signal in sieom a communications device and
returned (looped back) to it as a way to determihether the device is working right or
as a way to pin down a failing node in a networke@ype of loopback test is performed
using a special plug, callednaap plug, which is inserted in a port on a communications
device. The effect of a wrap plug is to cause tratted (output) data to be returned as
received (input) data, simulating a complete comigations circuit using a single
computer.
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® Auto MDI-MDIX

Auto-MDIX (automatic medium-dependent interface crossoveris a computer
networking technology that automatically detecte tlequired cable connection type
(straight-through or crossover) and configures tio@nection appropriately, thereby
removing the need for crossover cables to interecniswitches or connecting PCs
peer-to-peer. When it is enabled, either type dileacan be used or the interface
automatically corrects any incorrect cabling. FartéAMDIX to operate correctly, the
speed on the interface and duplex setting must dbetcs "auto”. Auto-MDIX was
developed by HP engineers Dan Dove and Bruce Melvin

The original "HP Auto-MDIX" invention was spawnededay when Bruce was looking
for a cross-over cable in the lab. His efforts wieeeng hampered and out of frustration
he asked Dan "Can't you invent a way so | don'driese “cross-over cables” His
inspiration led Dan to develop the method whicHiags a pseudo-random number
generator to decide whether or not a network pdHattach its transmitter, or its receiver
to each of the twisted pairs used to Auto-Negotiag¢dlink.

Subsequently, Dan went on to promote Auto-MDIX withthe IEEE-802.3ab
(1000BASE-T) standard and also develop patentedritigns for 'Forced Mode
Auto-MDIX " which allows a link to be automatically estabésgheven if the port does
not auto-negotiate.

® Auto Negotiation

Auto (auto-negotiation) allows one port to neg@iatith a peer port automatically to
obtain the connection speed and duplex mode thdah mds support. When

auto-negotiation is turned on, a port on the Switebotiates with the peer automatically
to determine the connection speed and duplex mode.

If the peer port does not support auto-negotiatorturns off this feature, the Switch
determines the connection speed by detecting thealsion the cable and usirwlf
duplex mode. When the Switch’s auto-negotiation is turreffl a port uses the
pre-configured speed and duplex mode when makic@naection, thus requiring you to
make sure that the settings of the peer port &edime in order to connect.

® Flow Control

A concentration of traffic on a port decreases pmnhdwidth and overflows buffer
memory causing packet discards and frame lossesv Elontrol is used to regulate
transmission of signals to match the bandwidtthefreceiving port.

The Switch uses IEEE802.3x flow control in full diexo mode and backpressure flow
control in half duplex mode. IEEE802.3x flow conti®used in full duplex mode to send
a pause signal to the sending port, causing grgpbrarily stop sending signals when the
receiving port memory buffers fill. Back Pressul@nf control is typically used in half
duplex mode to send a "collision" signal to thedseg port (mimicking a state of packet
collision) causing the sending port to temporastigp sending signals and resend later.

G’GAMEBEEA GGM INS8R2LCA 30



Note: 1000 Base-T doesn’t support force mode.

® Cable Test.
This feature is for debugging only which allow useidiagnostic the Ethernet cable and
shows the broken distance.

Default Settings
The default port Speed & Duplex is auto for alltpor
The default port Flow Control is Off for all ports.

5.4.1. CLI Configuration

Node Command Description

enable show interface IFNAME This command displéngscurrent
port configurations.

config interface IFNAME This command enters theifdce
configure node.

interface | show This command displays the current
port configurations.

interface | loopback (none | mac) This command testtoopback
mode of operation for the specific
port.

interface | flowcontrol (off | on) This command dikzh/ enables the
flow control for the port.

interface | speed (auto|10-full||10-half| This command configures the speed

100-full|100-half| 1000-full)

and duplex for the port.

interface | shutdown This command disables the specif
port.

interface | no shutdown This command enables thefgpec
port.

interface | description STRINGs This command conkgua
description for the specific port.

interface | no description This command configuresdéfault
port description.

interface | cable test This command diagnostics the
Ethernet cable and shows the brokge
distance.

config interface range (fastethernetl/0/ | | This command enters the interface

gigabitethernet1/0/) PORTLISTS configure node.

if-range | description STRINGs This command configuae
description for the specific ports.

if-range | no description This command configuresdéfault
port description for the specific
ports.

if-range | shutdown This command disables the specifi
ports.

if-range | no shutdown This command enables the peci
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ports.

if-range | speed (auto|10-full||10-half| This command configures the spee
100-full]100-half|2000-full) and duplex for the port.
Example:
L2SWITCH#configure terminal

L2SWITCH#show interface 1/0/1
L2SWITCH(config-ify#speed auto

5.4.2. Web Configuration
Port Settings
Information

Port State Speed/Duplex Flow Control
From: | 1 & | To:l 1 v | |Enable v | |f-\uto A |
Port State Speed/Duplex Flow Control Link Status
1 Enabled Auto Off Link Down
2 Enabled Auto Off Link Down
3 Enabled Auto Off Link Down
4 Enabled Auto Off Link Down
5 Enabled Auto Off Link Down
6 Enabled Auto Off Link Down
Parameter Description
Port Select a port or a range ports you want to conéigur this screen.
State SelectEnable to activate the port ddisableto deactivate the port.

Select the speed and duplex mode of the port. bEees are:

* Auto

* 10 Mbps / Full Duplex
Speed/Duplex « 10 Mbps / Half Duplex

* 100 Mbps / Full Duplex

* 100 Mbps / Half Duplex

* 1000 Mbps / Full Duplex

SelectOn to enable access to buffering resources for the thas
Flow Control  ensuring lossless operation across network switckberwise,

selectOff to disable it.
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Apply Click Apply to take effect the settings.

Refresh Click Refresh to begin configuring this screen sifte
Port This field displays the port number.
State This field displays whether the port is enabledisabled.

Speed/Duplex This field displays the speed eittiM, 100M or 1000M and the
duplex modd-ull or Half.

Flow Control  Thjs field displays whether the port's flow conti®On or Off.

This field displays the link status of the porttH& port is up, it

Link Status displays the port’s speed, duplex and flow corgetting. Otherwise,
it displaysLink Down if the port is disabled or not connected to any
device.

Information:

Port Settings

Port Description
From: To: |fastethernet1/0/1 |
Apply
Port Description Status Uptime Medium Mode
1 fastethernet1/0/1 Mormally 0 days 0:0:0 Copper
2 fastethernet1/0/2 Mormally 0 days 0:0:0 Copper
3 fastethernet1/0/3 MNormally 0 days 0:0:0 Copper
4 fastethernet1/0/4 Mormally 0 days 0:0:0 Copper
5 fastethernet1/0/5 Mormally 0 days 0:0:0 Copper
6 fastethernet1/0/6 Morrnally 0 days 0:0:0 Copper
Parameter Description
Port Select a port or a range ports you want to conéigur this screen.

Description Configures a meaningful name for the port(s).
Port Status
Port This field displays the port number.

Description The meaningful name for the port.

Status The field displays the detail port status if thetps blocked by some
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protocol.

Uptime The sustained time from last link up.

Medium Mode The current working medium mode, copper or fiber the port.
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6. Advanced Settings
6.1. Bandwidth Control
6.1.1. QoS

Each egress port can support up to 8 transmit guelbach egress transmit queue
contains a list specifying the packet transmissayder. Every incoming frame is
forwarded to one of the 8 egress transmit queudiseofssigned egress port, based on its
priority. The egress port transmits packets frorheaf the 8 transmit queues according
to a configurable scheduling algorithm, which canabcombination of Strict Priority (SP)
and/or Weighted Round Robin (WRR).

Typically, networks operate on a best-effort delvbasis, which means that all traffic
has equal priority and an equal chance of beingveteld in a timely manner. When
congestion occurs, all traffic has an equal charfideeing dropped.

When you configure the QoS feature, you can seleetific network traffic, prioritize it

according to its relative importance, and use cstige-management and
congestion-avoidance techniques to give prefereméatment. Implementing QoS in the
network makes network performance more predictablé bandwidth utilization more
effective.

The Switch supports 802.1p priority queuing. Thet&whas 8 priority queues. These
priority queues are numbered from 7 (Class 7) — highest priority queue — to 0
(Class 0) — the lowest priority queue. The eighonitly tags specified in IEEE 802.1p
(pO to p7) are mapped to the Switch’s priority gegeas follows:

Priority :0 1 2 3 4 5 6 7

Queue :2 0 1 3 4 5 6 7

Priority scheduling is implemented by the priorjyeues stated above. The Switch will
empty the four hardware priority queues in ordexgibning with the highest priority
gueue, 3, to the lowest priority queue, 0. Eacldware queue will transmit all of the
packets in its buffer before permitting the nextvéo priority to transmit its packets.
When the lowest hardware priority queue has firdstnansmitting all of its packets, the
highest hardware priority queue will begin transimg@ any packets it may have received.

QoS Enhancement

You can configure the Switch to prioritize trafewen if the incoming packets are not
marked with IEEE 802.1p priority tags or change éleésting priority tags based on the
criteria you select. The Switch allows you to clease of the following methods for
assigning priority to incoming packets on the Stuitc
® 802.1p Tag Priority - Assign priority to packets based on the pack&®2.1p
tagged priority.
® Port Based QoS - Assign priority to packets based on the inconpog on
the Switch.
® DSCP Based QoS - Assign priority to packets based on their Differated
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Services Code Points (DSCPs).

Notes: Advanced QoS methods only affect the internalrgyicqueue mapping for the
Switch. The Switch does not modify the IEEE 802r&jue for the egress frames.

You can choose one of these waysabove to altexdlygancoming packets are prioritized
or you can choose not to use any QoS enhancenténgsmn the Switch.

802.1p Priority

When using 802.1p priority mechanism, the packetxamined for the presence of a
valid 802.1p priority tag. If the tag is presette tpacket is assigned to a programmable
egress queue based on the value of the taggedtyridhe tagged priority can be
designated to any of the available queues.

Ethernet Packet:

6 6 2 42-1496 4
DA | SA | Type/ Length Data FCS
6 6 4 2 42-1496 4
DA | SA 802.1Q Tag Type / Length Data FCS
802.1Q Tag:
2 bytes 2 bytes
Tag Protocol Identifier (TPID) Tag Control Infornat (TCI)
16 bits 3 bits| 1 bit 12 bits
TPID (0x8100) Priorityy CFI VID

® Tag Protocol Identifier (TPID): a 16-bit field deta value 0Dx8100in order to
identify the frame as an IEEE 802.1Q-tagged frame.
® Tag Control Information (TCI)

B Priority Code Point (PCP): a 3-bit field which ref¢o the IEEE 802.1p priority.
It indicates the frame priority level froth(lowest) to 7 (highest)which can be
used to prioritize different classes of traffic i@ video, data, etc).

B Canonical Format Indicator (CFl): a 1-bit field thfe value of this field is 1, the
MAC address is in non-canonical format. If the wals 0, the MAC address is
in canonical format. It is always set to zero fah&tnet switches. CFl is used
for compatibility between Ethernet and Token Ringtworks. If a frame
received at an Ethernet port has a CFl set toeh that frame should not be
bridged to an untagged port.

B VLAN Identifier (VID): a 12-bit field specifying t& VLAN to which the frame
belongs. A value of 0 means that the frame doestoing to any VLAN; in this
case the 802.1Q tag specifies only a priority aneferred to as jariority tag.

A value of hex OxFFF is reserved for implementatige. All other values may
be used as VLAN identifiers, allowing up to 4094 Afls. On bridges, VLAN
1 is often reserved for management.
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Priority Levels:
PCP: Priority Code Point.
PCP Network Priority| Traffic Characteristics
0 (lowest) Background
1 Best Effort
2 Excellent Effort
3 Critical Applications
4 Video, <100 ms latency
5
6
7

Video, < 10 ms latency
Internetwork Control
(highest) Network Control

N[OOI WNOIRF

DiffServ (DSCP)

Differentiated Servicesor DiffServ is a computer networking architecture that spesifi
a simple, scalable and coarse-grained mechanisntlé&ssifying, managing network
traffic and providing Quality of ServiceQpS) guarantees on modern IP networks.
DiffServ can, for example, be used to provide laehcy, guaranteed servic@S) to
critical network traffic such as voice or video Vehproviding simple best-effort traffic
guarantees to non-critical services such as wéfictoa file transfers.

Differentiated Services Code Poin{DSCP) is a 6-bit field in the header of IP packets
for packet classification purposes. DSCP replaece®titdated IP precedence, a 3-bit field
in the Type of Service byte of the IP header oafijnused to classify and prioritize types
of traffic.

When using the DiffServ priority mechanism, the kgds classified based on the DSCP
field in the IP header. If the tag is present, plaeket is assigned to a programmable
egress queue based on the value of the taggedtyridhe tagged priority can be
designated to any of the available queues.

Version | IHL | Type of Service Total Length
Identification Flags| Fragment Offset
Time to Live | Protocol Header Checksum

Source Address
Destination Address
Options | Padding
Example Internet Datagram Header

IP Header Type of Service: 8 bits

The Type of Service provides an indication of thsteact parameters of the quality of
service desired. These parameters are to be usethrioal the selection of the actual
service parameters when transmitting a datagraoudjir a particular network. Several
networks offer service precedence, which someheatgrhigh precedence traffic as more
important than other traffic (generally by accegtonly traffic above certain precedence
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at time of high load). The major choice is a thweay tradeoff between low-delay,
high-reliability, and high-throughput.

Bits 0-2:  Precedence.

Bit 3: 0= Normal Delay, 1="Low &g

Bits 4: 0= Normal Throughput, 1 = Highrdughput.
Bits 5: 0= Normal Reliability, 1 = HidReliability.

Bit 6-7: Reserved for Future Use.

+——— +——— +——— +——— +——— +——— +——— +——— +

| PRECEDENCE | D | T | R | O [ O |

- - S S - - - - +
Precedence

111 - Network Control
110 - Internetwork Control
101 - CRITIC/ECP

100 - Flash Override

011 - Flash

010 - Immediate

001 - Priority

000 - Routine

The use of the Delay, Throughput, and Reliabilitgications may increase the cost (in
some sense) of the service. In many networks rbptteformance for one of these
parameters is coupled with worse performance ortheno Except for very unusual
cases at most two of these three indications sHueiket.

The type of service is used to specify the treatmainthe datagram during its
transmission through the internet system. Exampéppings of the internet type of
service to the actual service provided on netwatksh as AUTODIN Il, ARPANET,
SATNET, and PRNET is given in "Service Mappings".

The Network Control precedence designation is ohento be used within a network
only. The actual use and control of that desigmatis up to each network. The
Internetwork Control designation is intended foe by gateway control originators only.

If the actual use of these precedence designasoofsconcern to a particular network, it
is the responsibility of that network to controéthccess to, and use of, those precedence
designations.

DSCP  Priority DSCP  Priority DSCP  Priority
0 0 1 0 2 0

60 0 61 0 62 0

63 0
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Example:
IP Header
DSCP=50 = 45C8...

Queuing Algorithms
Queuing algorithms allow switches to maintain safagueues for packets from each
individual source or flow and prevent a source fimonopolizing the bandwidth.

Strict-Priority (SPQ)

Strict-Queuing will empty the four hardware prigrqueues in order, beginning with the
highest priority queue, 3, to the lowest priorityege, 0. Each hardware queue will
transmit all of the packets in its buffer beforerrpigting the next lower priority to
transmit its packets. When the lowest hardwareripyigueue has finished transmitting
all of its packets, the highest hardware prioritiege will begin transmitting any packets
it may have received.

Weighted round robin (WRR)

Round Robin scheduling services queues on a rgthisis and is activated only when a
port has more traffic than it can handle. A quesiggiven an amount of bandwidth
irrespective of the incoming traffic on that pdrhis queue then moves to the back of the
list. The next queue is given an equal amount afiiaedth, and then moves to the end of
the list; and so on, depending on the number oligsiebeing used. This works in a
looping fashion until a queue is empty.

Weighted Round Robin (WRR) scheduling uses the salgerithm as round robin
scheduling, but services queues based on thenitgramd queue weight (the number you
configure in the queu@/eight field) rather than a fixed amount of bandwidth. WRR
activated only when a port has more traffic thacait handle. Queues with larger weights
get more service than queues with smaller weightss queuing mechanism is highly
efficient in that it divides any available bandwidicross the different traffic queues and
returns to queues that have not yet emptied.

Default Settings
Qos mode : High First (SPQ)

The mapping of the Priority to Queue are:
PRIO 0 ==> COSQ 2
PRIO 1==>C0SQ0
PRIO 2 ==>COSQ 1
PRIO 3 ==> COSQ 3
PRIO 4 ==> COSQ 4
PRIO 5 ==>COSQ 5
PRIO 6 ==> COSQ 6
PRIO 7 ==>COSQ 7

The DiffServ is disabled on the switch.
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DSCP
00
04
08
12
16
20
24
28
32
36
40
44
48
52
56
60

Priority DSCP
01
05
09
13
17
21
25
29
33
37
41
45
49
53
57
61

eNeolololololololNololoNelNoNololo]

Priority DSCP Prigrit DSCP  Priority

0 02 0 03 0
0 06 0 07 0
0 10 0 11 0
0 14 0 15 0
0 18 0 19 0
0 22 0 23 0
0 26 0 27 0
0 30 0 31 0
0 34 0 35 0
0 38 0 39 0
0 42 0 43 0
0 46 0 a7 0
0 50 0 51 0
0 54 0 55 0
0 58 0 59 0
0 62 0 63 0

Note: If the DiffServ is disabled, the 802.1p tag pripntill be used.

6.1.1.1. CLI Configuration
Node Command Description
enable show queue cos-map  This command displaysuttient 802.1p priority
mapping to the service queue.
enable show gos mode This command displays theru@oS scheduling
mode of IEEE 802.1p.
configure | queue cos-map This command configures the 802.1p priofity
PRIORITY mapping to the service queue.
QUEUE_ID
configure | no queue cos-map This command configutles 802.1p priority
mapping to the service queue to default.
configure | gos mode high-first This command confeguthe QoS scheduling mode
to high_first, each hardware queue will transmit| al
of the packets in its buffer before permitting thext
lower priority to transmit its packets.
configure | gos mode wrr-queue| This command configures the QoS scheduling mode
weights VALUE to Weighted Round Robin.
VALUE VALUE
VALUE VALUE
VALUE VALUE
VALUE
interface | default-priority This command allows thger to specify a default
priority handling of untagged packets received| by
the Switch. The priority value entered with this
command will be used to determine which of the
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hardware priority queues the packet is forwarded to
Default: 0.
interface | no default-priority This command configsithe default priority for the
specific port to default (0).
enable show diffserv This command displays DiffSawafigurations.
configure | diffserv This command disables / enables the DiffServ
(disable|enable) function.
configure | diffserv dscp VALUE| This command sets the DSCP-to-IEEE 802.1q
priority VALUE mappings.

6.1.1.2. Web Configuration
Port Priority

P DifServ (05CP)
Port Priority Settings

QoS

Priority/Queue Mapping Schedule Mode

All Ports 802.1p priority : |- ¥

802.1p priority

0 »
0 »
0 »
0~
0~

Parameter Description
Use this field to set a priority for all ports.

All Ports 802.1p

priority

Port

802.1p Priority

Apply
Refresh

GIGAMED:A

Port 802.1p priority
2 0w
4 0¥
6 0w
8 0w
10 0w

The value indicates packet priority and is addeth&priority tag

field of incoming packets. The values range froffo@est priority)
to 7 (highest priority).

This field displays the number of a port.

Select a priority for packets received by the p@nly packets

here.

without 802.1p priority tagged will be applied thdority you set

Click Apply to commit the settings.

Click Refresh to display the current settings.
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IP DiffServ (DSCP)
QoS

Port Priority Priority/Queue Mapping Schedule Mode

DSCP Settings

Mode  TagOver DSCP |+ |

DSCP Priority DSCP Priority DSCP Priority DSCP Priority
DSCP 0 0 ¥ DSCP 1 [0+ DSCP 2 [0« DSCP 3 [0 v
DSCP 4 [0+ DSCP 5 (0] DSCP 6 [0+ DSCP 7 [0~]
DSCP 8 0¥ DSCP 9 lo| ¥ DSCP 10 [o(~] DSCP 11 [o =]
DSCP 12 0¥ DSCP 13 [0 %] DSCP 14 [0 =] DSCP 15 [0 =]
DSCP 16 DSCP 17 DSCP 18 DSCP 19
DSCP 20 [0+ DSCP 21 [0+] DSCP 22 [0/~ DSCP 23 [0]~]
DSCP 24 Lol %] DSCP 25 [0 » | DSCP 26 |o_v] DSCP 27 [0~
DSCP 28 DSCP 29 DSCP 30 DSCP 31
DSCP 32 DSCP 33 DSCP 34 DSCP 35
DSCP 36 DSCP 37 DSCP 38 DSCP 39
DSCP 40 DSCP 41 DSCP 42 DSCP 43
DSCP 44 DSCP 45 DSCP 46 DSCP 47
DSCP 48 DSCP 49 DSCP 50 DSCP 51
DSCP 52 DSCP 53 DSCP 54 DSCP 55
DSCP 56 DSCP 57 DSCP 58 DSCP 59
DSCP 60 DSCP 61 DSCP 62 DSCP 63

Parameter Description

Mode “Tag Over DSCP” or “DSC?P Over Tag". “Tag Over DSCP”

means the 802.1p tag has higher priority than DSCP.
Priority This field .dis.plays eagh priority Ie;vel. The valuasige from 0
(lowest priority) to 7 (highest priority).
Apply Click Apply to commit the settings.
Refresh Click Refresh to display the current settings.

Priority/Queue Mapping
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Priority/Queue Mapping

Parameter Description
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Schedule Mode

Port Priority

QoS

IP DiffServ (DSCP) Priority/Queue Mapping

Schedule Mode Settings

Schedule Mode:

Queue |ID

Parameter

Schedule
Mode

Queue ID

Weight
Value

Apply

Refresh

High First{SPQ) ¥
Weight Value (Range:1-127)
Apply | | Refresh |
Description

SelectStrict Priority (SP) orWeighted Round Robin(WRR).

Note: Queue weights can only be changed wiigighted Round
Robin is selected.

Weighted Round Robinscheduling services queues on a rotating basis
based on their queue weight (the number you cordigu the queue
Weight field). Queues with larger weights get more sertian queues
with smaller weights.

This field indicates which Queue (0 to 7) you aoafguring. Queue 0
has the lowest priority and Queue 7 the highestripyi

You can only configure the queue weights whafeighted Round
Robin is selected. Bandwidth is divided across the dffértraffic
gueues according to their weights.

Note: If you want to us&trict Priority but want to change the weights
for the queues, configure them whitiieighted Round Robin selected
first and then change the scheduling methd8ttat Priority .

Click Apply to commit the settings.

Click Refresh to display the current settings.

6.1.2. Rate Limitation
6.1.2.1. Storm Control

A broadcast storm means that the network is ovdmdz with constant broadcast or
multicast traffic. Broadcast storms can eventuédigd to a complete loss of network
connectivity as the packets proliferate.
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Storm Control protects the Switch bandwidth froopfling packets, including broadcast
packets, multicast packets, and destination lod&ilpre (DLF). TheRate is a threshold
that limits the total number of the selected typpackets. For example, if the broadcast
and multicast options are selected, the total amotipackets per second for those two
types will not exceed the limit value.

Broadcast storm control limits the number of br@etic multicast and unknown unicast

(also referred to as Destination Lookup FailurddaF) packets the Switch receives per

second on the ports. When the maximum number ofvalble broadcast, multicast and

unknown unicast packets is reached per secondsubsequent packets are discarded.
Enable this feature to reduce broadcast, multiaagt unknown unicast packets in the

network.

Storm Control unit: 625 pps.

Default Settings

Broadcast Storm Control : 652 pps.
Multicast Storm Control : None.
DLF Storm Control : 652 pps.

6.1.2.1.1.CLI Configuration

Node Command Description

enable show storm-control This command displaystimeent
storm control configurations.
configure | storm-control rate RATE_LIMIT | This command enables the bandwidth
type (bcast | mcast | DLF | limit for broadcast, multicast or DLF
bcast+mcast | bcast+DLF | packets and set the bandwidth
mcast+DLF | bcast+mcast+DLF)| limitation of the specified type.
ports PORTLISTS

configure | no storm-control type (bcast | This command disables the bandwidth
mcast | DLF | bcast+mcast | limit for broadcast, multicast or DLF
bcast+DLF | mcast+DLF | packets.
bcast+mcast+DLF) ports
PORTLISTS

Example:

L2SWITCH#configure terminal
L2SWITCH(config)#storm-control rate 1 type broadqasrts 1-6
L2SWITCH(config)#storm-control rate 1 type multitasrts 1-6
L2SWITCH(config)#storm-control rate 1 type DLF pof-6
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6.1.2.1.2.Web Configuration

Rate Limitation

Bandwidth Limitation

Storm Control Settings

Port Rate Type
From: TOI ICI (units) Mcast(Multicast) |+
(Disable:0. Cne unit is abo%
DLF
Apply Mcast+Beast
Mcast+DLF

Storm Control Status Beast+DLF
Mcast+Bcast+DLF

Port Rate(units) = Multicast Broadcast DLF | Port Rate(units)  Multicast  Broadcast DLF

1 1 Disable Enahble Enable 2 1 Disable Enable Enable
3 1 Disable Enable Enable 4 1 Disable Enable Enable
5 1 Disable Enable Enable 6 1 Disable Enable Enable

Parameter Description

Port Select the port number to configure the storm cbsttings.
R Select the number of packets (of the type specifiebdeType field) per
ate ) )
second the Switch can receive per second.
Broadcast - to specify a limit for the amount of broadcasftclats
received per second.
Tvoe Multicast - to specify a limit for the amount of multicast ciats
yp received per second.
DLF - to specify a limit for the amount of DLF packetceived per
second.
Apply Click Apply to commit the settings.
Refresh Click Refresh to display the current settings.

6.1.2.2. Rate Limitation

The rate limitation is used to control the ratetrafffic sent or received on a network
interface.

Rate Limitation unit: Mbps.

Default Setting: All ports’ Ingress and Egress rate limitation aisatled.
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6.1.2.2.1.CLI Configuration

Node Command Description
enable show bandwidth-limit This command displdesdurrent rate control
configurations.

configure | bandwidth-limit egress | This command enables the bandwidth limit fo
RATE_LIMIT ports outgoing packets and set the limitation.
PORTLISTS

configure | no bandwidth-limit egregsThis command disables the bandwidth limit fo
ports PORTLISTS outgoing packets.

configure | bandwidth-limit ingress | This command enables the bandwidth limit fo
RATE_LIMIT ports incoming packets and set the limitation.
PORTLISTS

configure | no bandwidth-limit This command disables the bandwidth limit fg
ingress ports PORTLISTSincoming packets.

Example:
L2SWITCH#configure terminal
L2SWITCH(config)#bandwidth-limit egress 1 ports 1-8
L2SWITCH(config)#bandwidth-limit ingress 1 ports31-

6.1.3. Web Configuration

Rate Limitation

Storm Control Bandwidth Limitation

Bandwidth Limitation Settings

Port Ingress Egress
From:[1_v] To: b Jombs) o J(mbs)
(Disable:0)
Port Ingress (Mbs) Egress (Mbs) Port Ingress (Mbs) Egress (Mbs)
0 0 2 0 0
3 0 0 4 0 0
5 0 0 6 0 0
Parameter Description
Port Selects a port to configure for Rate Limitation.
Ingress Configures the rate limitation for the ingress petek
Egress Configures the rate limitation for the egress pétke
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Apply Click Apply to commit the settings.

Refresh Click Refresh to display the current settings.

6.2. VLAN
6.2.1. Port Isolation

The port isolation is a port-based virtual LAN f@at It partitions the switching ports
into virtual private domains designated on a pet pasis. Data switching outside of the
port’s private domain is not allowed. It will igrethe packets’ tag VLAN information.

This feature is a per port setting to configure digeess port(s) for the specific port to
forward its received packets. If the CPU port (f@ris not an egress port for a specific
port, the host connected to the specific port canrenage the Switch.

If you wish to allow two subscriber ports to tatkéach other, you must define the egress
port for both portsCPU refers to the Switch management port. By defaufoiiins a
VLAN with all Ethernet ports. If it does not form\ALAN with a particular port then the
Switch cannot be managed from that port.

Example: If you want to allow port-1 and port-3 to talkeéach other, you must configure
as below:

L2SWITCH(config)#interface 1/0/1
L2SWITCH(config-ify#port-isolation ports 3
L2SWITCH(config-if)#exit

; Allow the port-1 to send its ingress packetpda-3.

L2SWITCH(config)#interface 1/0/3
L2SWITCH(config-if)#port-isolation ports 1

L2SWITCH(config-if)#exit
; Allow the port-3to send its ingress packetsao{i

Default Settings

(Por t-0=CPU) .

Egress Port
’

Egress Port
’

Port 01234567890 Port 01234567890
1 VVVWVVWWWVWY 2 VVVWWVWYWW
3 VVVWVVWWWVWY 4 VVVWWVWYWW
5 VYWV 6 VWVWWWVWW
7 VYWV 8 VWVWWWVWW
9 VWWWVWWVWWW 10 VVWWVVWWWY
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6.2.1.1. CLI Configuration

Node Command Description
enable show This command displays the current port isolation
port-isolation configurations.

“V” indicates the port’s packets can be sent ta faat.
“-" indicates the port’s packets cannot be serth&d

port.
interface | port-isolation portsThis command configures a port or a range of gorts
PORTLISTS egress traffic from the specific port.

interface | no port-isolation This command configuatports to egress traffic
from the specific port.

Example:
L2SWITCH(config)#interface 1/0/2
L2SWITCH(config-if}#port-isolation ports 3-10

6.2.1.2. Web Configuration
Port Isolation

Port Isolation Settings

Port From: To:

Egress Port:

O Select All (O Deselect All

¥1 3 s M7

2 44 16 418  [9 €110 10 (CPU)

Egress Port
Port 0 1 2 3 4 5 6 i 8 9 10
1 v v v v v v v v v v v
2 v v v v v v v v v v v
3 v v v v v v ) v v v v
4 v v v v v v ) v v v v
5 v v v v v v v v v v v
6 v v v v v v v v v v v
Parameter Description
Select a port number to configure its port isolasettings.
Port SelectAll Ports to configure the port isolation settings for allrisoon

the Switch.
Egress Port An egress port is an outgoing port, that is, a fodugh which a data
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packet leaves.
Selecting a port as an outgoing port means itagithmunicate with the
port currently being configured.
Click Select Allto mark all ports as egress ports and permit taffi
Select All/  Click Deselect Allto unmark all ports and isolate them.
Deselect All Deselecting all ports means the port being conéidurcannot
communicate with any other port.

Apply Click Apply to configure the settings.

Refresh Click this to reset the fields to the last savettirsg

2l : “V” indicates the port’'s packets can be sent td paat.
Isolation wo ,

Status -” indicates the port’s packets cannot be serthat port.

6.2.2. 802.1Q VLAN

A virtual LAN, commonly known as a VLAN, is a growgd hosts with a common set of
requirements that communicate as if they were lagiéhcto the Broadcast domain,
regardless of their physical location. A VLAN hae tsame attributes as a physical LAN,
but it allows for end stations to be grouped toge#wven if they are not located on the
same network switch. Network reconfiguration candbee through software instead of
physically relocating devices.

VID- VLAN ID is the identification of the VLAN, whichis basically used by the
standard 802.1Q. It has 12 bits and allow the ifleation of 4096 (2"12) VLANSs. Of
the 4096 possible VIDs, a VID of 0 is used to idgnpriority frames and value 4095
(FFF) is reserved, so the maximum possible VLANfigpmations are 4,094.

A tagged VLAN uses an explicit tag (VLAN ID) in thdAC header to identify the
VLAN membership of a frame across bridges - they rast confined to the switch on
which they were created. The VLANs can be creatatically by hand or dynamically
through GVRP. The VLAN ID associates a frame witpacific VLAN and provides the
information that switches need to process the fraaness the network. A tagged frame is
four bytes longer than an untagged frame and awmtaio bytes of TPID (Tag Protocol
Identifier, residing within the type/length field the Ethernet frame) and two bytes of
TCI (Tag Control Information, starts after the ssaiaddress field of the Ethernet frame).

The CFI (Canonical Format Indicator) is a singleflaig, always set to zero for Ethernet
switches. If a frame received at an Ethernet pastd CFl set to 1, then that frame should
not be forwarded as it is to an untagged port. rfEngaining twelve bits define the VLAN
ID, giving a possible maximum number of 4,096 VLANsote that user priority and
VLAN ID are independent of each other. A frame wittb (VLAN Identifier) of null (0)

is called a priority frame, meaning that only th@opty level is significant and the
default VID of the ingress port is given as the \WDthe frame. Of the 4096 possible
VIDs, a VID of 0 is used to identify priority frareeand value 4095 (FFF) is reserved, so
the maximum possible VLAN configurations are 4,094.
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TPID User Priority CFl VLAN ID
2 bytes 3 bits 1 bit 12 bits

® Forwarding Tagged and Untagged Frames

Each port on the Switch is capable of passing hggeuntagged frames. To forward a
frame from an 802.1Q VLAN-aware switch to an 802.YQAN-unaware switch, the
Switch first decides where to forward the frame #meh strips off the VLAN tag. To
forward a frame from an 802.1Q VLAN-unaware switchan 802.1Q VLAN-aware
switch, the Switch first decides where to forwdnd frame, and then inserts a VLAN tag
reflecting the ingress port's default VID. The défd@VID is VLAN 1 for all ports, but
this can be changed.

A broadcast frame (or a multicast frame for a ngakt group that is known by the system)
is duplicated only on ports that are members of\th2 (except the ingress port itself),
thus confining the broadcast to a specific domain.

® 802.1Q Port base VLAN

With port-based VLAN membership, the port is ass@jnto a specific VLAN
independent of the user or system attached to dhte Pphis means all users attached to
the port should be members of the same VLAN. Thevork administrator typically
performs the VLAN assignment. The port configunatics static and cannot be
automatically changed to another VLAN without mdmeaonfiguration.

As with other VLAN approaches, the packets forwdrdsing this method do not leak
into other VLAN domains on the network. After a pbas been assigned to a VLAN, the
port cannot send to or receive from devices infarVLAN without the intervention of
a Layer 3 device.

The device that is attached to the port likely hasunderstanding that a VLAN exists.
The device simply knows that it is a member of bn&t and that the device should be
able to talk to all other members of the subnesiply sending information to the cable
segment. The switch is responsible for identifythgt the information came from a
specific VLAN and for ensuring that the informatigets to all other members of the
VLAN. The switch is further responsible for ensgrithat ports in a different VLAN do
not receive the information.

This approach is quite simple, fast, and easy toampe in that there are no complex
lookup tables required for VLAN segmentation. Ifrppm-VLAN association is done
with an _application-specific integrated circuit (€3, the performance is very good. An
ASIC allows the port-to-VLAN mapping to be donela¢ hardware level.

Default Settings
The default PVID is 1 for all ports.
The default Acceptable Frame is All for all ports.
All ports join in the VLAN 1.

Notice: The maximum VLAN group is 4094.
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6.2.2.1. CLI Configuration

Node Command Description
enable show vlan VLANID | This command displays tHeAW configurations.
configure | vlan <1~4094> This command enables a VIah enters the
VLAN node.
configure | no vlan <1~4094> This command deletes AN/
vlan show This command displays the current VLAN
configurations.
vlan name STRING This command assigns a hame éosgRcific
VLAN.
The VLAN name should be the combination of the
digit or the alphabet or hyphens (-) or underscores
)
The maximum length of the name is 16 characters.
vlan no name This command configures the vlan nandefault.
Note: The default vlan name is “VLAN"+vlan_ID,
VLAN1, VLANZ2...
vian add PORTLISTS This command adds a port onge@f ports to the
vlan.
vian fixed PORTLISTS This command assigns portpmanent member
of the vlan.
vlan no fixed PORTLISTS| This command removes akdi member from the
vlan.
vian tagged PORTLISTS This command assigns portafged member of
the VLAN group. The ports should be one/some pf
the permanent members of the vian.
vlan no tagged This command removes all tagged member from
PORTLISTS the vlan.
vian untagged This command assigns ports for untagged member
PORTLISTS of the VLAN group. The ports should be one/some
of the permanent members of the vian.
vlan no untagged This command removes all untagged member from
PORTLISTS the vian.
interface | acceptable frame typel'his command configures the acceptable frame
(alltagged|untagged)| type.
all - acceptable all frame types.
tagged - acceptable tagged frame only.
untagged — acceptable untagged frame only.
interface | pvid VLANID This command configures a VNAD for the port
default VLAN ID.
interface | no pvid This command configures 1 forpgbe default
VLAN ID.
config interface range This command enters the interface configure node.
(fastethernetl/0/ |
gigabitethernet1/0/)
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PORTLISTS
if-range pvid VLANID This command configures a VLA for the port
default VLAN ID.
if-range no pvid This command configures 1 for ploet default
VLAN ID.
configure | vlan range STRINGS This command config@eange of vlans.
configure | no vlan range This command removes a range of vlans.
STRINGS
vlan-rangel add PORTLISTS This command adds a port or a rahgerts to the
vlans.
vlan-range| fixed PORTLISTS This command assigns ports for @eremt membet
of the VLAN group.
vlan-range| no fixed PORTLISTS| This command removes all fixeehmber from the
vlans.
vlan-range| tagged PORTLISTS This command assigns ports fgedgnember of
the VLAN group. The ports should be one/some [of
the permanent members of the vlans.
vlan-range no tagged This command removes all tagged member from
PORTLISTS the vlans.
vlan-range untagged This command assigns ports for untagged member
PORTLISTS of the VLAN group. The ports should be one/some
of the permanent members of the vlans.
vlan-range no untagged This command removes all untagged member from
PORTLISTS the vlans.
Example:

L2SWITCH#configure terminal
L2SWITCH(config)#vlan 2
L2SWITCH(config-vlan)#fixed 1-6
L2SWITCH(config-vlan)#untagged 1-3
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6.2.2.2. Web Configuration

VLAN Settings
VLAN

VLAN Settings Tag Settings Port Settings
VLAN Settings

VLAN ID VLAN Name Member Port
| || | | |
VLAN ID VLAN Name VLAN Status Member Port Action
il WVLANT Static 1-10

Parameter Description
VLAN ID Egéir the VLAN ID for this entry; the valid range between 1 and
Enter a descriptive name for the VLAN for ident#imn purposes.
VLAN Name The VLAN name should be the combination of the tdigi the
alphabet or hyphens (-) or underscores ().
Enter the port numbers you want the Switch to aswghe VLAN as
Member Port members. You can designate multiple port numbedsviciually by
using a comma (,) and by range with a hyphen (-).

Apply Click Apply to save the changes back to the Switch.

Refresh Click Refresh to display the current settings.

VLAN List

VLAN ID This field displays the index number of the VLANtmsn Click the

number to modify the VLAN.
VLAN Name This field displays the name of the VLAN.

This field displays the status of the VLANStatic or Dynamic
(802.1Q VLAN).

This field displays which ports have been assigaednembers of the
VLAN. This will display Noneif no ports have been assigned.

Action Click Deleteto remove the VLAN. The VLAN 1 cannot be deleted.

VLAN Status

Member Port
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Tag Settings

VLAN
VLAN Settings Port Settings

VLANID

Tag Port :

O Select All O Deselect All

01030507 0o

O2 O4 Os Os R

VLAN ID Tag Ports UnTag Ports

1 1-10
Parameter Description
VLAN ID Select a VLAN ID to configure its port tagging segs.

Selecting a port which is a member of the seleaedN ID will
Tag Port make it a tag port. This means the port will talgoaitgoing frames
transmitted with the VLAN ID.

Select All Click Select Allto mark all member ports as tag ports.
Deselect All  Click Deselect Allto mark all member ports as untag ports.
Apply Click Apply to save the changes back to the Switch.
Refresh Click Refresh to display the current settings.
Tag Status
VLAN ID This field displays the VLAN ID.
Tag Ports This field displays the ports that have been assi@s tag ports.

Untag Ports

GIGAMED:A

This field displays the ports that have been agslgs un-tag ports.
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Port Settings
VLAN

VLANSotings Tag Setings

Port PVID Acceptable Frame
Fram: To: |AII w |
Apply
Port PVID Acceptable Frame Port PVID Acceptable Frame
1 1 All 2 1 All
3 1 All 4 1 All
5 1 All 6 1 All
7 1 All 8 1 All
9 1 All 10 1 All

Parameter Description
Select a port number to configure from the drop-adox.
SelectAll to configure all ports at the same time.

PVID Select &VID (Port VLAN ID number) from the drop-down box.

Specify the type of frames allowed on a port. CésiaréAll , VLAN
Untagged Onlyor VLAN Tagged Only.
SelectAll from the drop-down list box to accept all untaggedagged
Acceptable frames on this port. This is the default setting.
Frame SelectVLAN Tagged Only to accept only tagged frames on this port.
All untagged frames will be dropped.
SelectVLAN Untagged Only to accept only untagged frames on this
port. All tagged frames will be dropped.

Port

Apply Click Apply to save the changes back to the Switch.

Refresh Click Refresh to display the current settings.

Port Status

Port This field displays the port number.

PVID This field displays the Port VLAN ID number.

Acceptable This field displays the type of frames allowed ¢ tport. This will
Frame either displaAll or VLAN Tagged Only or VLAN Untagged Only.

6.2.3. GARP/GVRP
GARP and GVRP are industry-standard protocols #natdescribed in IEEE 802.1p.
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GVRP is a GARP application that provides 802.1Q-+olemt VLAN pruning and
dynamic VLAN creation on 802.1Q trunk ports.

With GVRP, the switch can exchange VLAN configuratiinformation with other
GVRP switches, prune unnecessary broadcast andownkrunicast traffic, and
dynamically create and manage VLANs on switches dha connected throud@02.1Q
trunk ports..

GVRP makes use of GID and GIP, which provide thammon state machine descriptions
and the common information propagation mechaniseimed for use in GARP-based
applications. GVRP runs only on 802.1Q trunk lin€/RP prunes trunk links so that
only active VLANs will be sent across trunk connecs. GVRP expects to hear join
messages from the switches before it will add a MUA the trunk. GVRP updates and
hold timers can be altered. GVRP ports run inatggimodes to control how they will
prune VLANs. GVRP can be configured to dynamicaltid and manage VLANS to the
VLAN database for trunking purposes.

In other words, GVRP allows the propagation of VLANormation from device to
device. With GVRP, a single switch is manually ¢égafed with all the desired VLANs
for the network, and all other switches on the oeknwearn those VLANs dynamically.
An end-node can be plugged into any switch andoo@ected to that end-node's desired
VLAN. For end-nodes to make use of GVRP, they né®@RP-aware Network Interface
Cards (NICs). The GVRP-aware NIC is configured witbe desired VLAN or VLANS,
then connected to a GVRP-enabled switch. The Ni@nsonicates with the switch, and
VLAN connectivity is established between the NI awvitch.

Registration Mode:

® Normal : Thenormal registration mode allows dynamic creation (if dyma
VLAN creation is enabled), registration, and des&gition of VLANs on the trunk
port. Normal mode is the default.

® Forbidden: Theforbidden registration mode deregisters all VLANs (except
VLAN 1) and prevents any further VLAN creation egistration on the trunk port.

® Fixed : Thefixed registration mode allows manual creation and reggish of
VLANS, prevents VLAN deregistration, and registats known VLANs on other
ports on the trunk port. (Same as the static VLAN)

GVRP Timer:
Join Timer : Specifies the maximum number of milliseconds thterface waits
before sending VLAN advertisements.

Leave Timer : Specifies the number of milliseconds an interfaegwafter receiving a
leave message before the interface leaves the Vépgedified in the message.

Leaveall Timer: Specifies the interval in milliseconds at which eall messages are
sent on interfaces. Leave All messages help to taiaincurrent GVRP VLAN
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membership information in the network.

The value forleave must be greater than three times jihia value (eave>=join * 3).
The value foteaveallmust be greater than the value lEave (leaveall > leave.

Default Settings
The default port Join Time is 20 for all ports.
The default port Leave Time is 60 for all ports.
The default port Leaveall Time is 1000 for all gort
The default port Hold Time is 10 for all ports.

6.2.3.1. CLI Configuration

-

me

Node Command Description
enable show gvrp This command displays the GVRP configurations|.
configuration
enable show gvrp statistics This command displags3VRP configurations o
a port or all ports.
enable show garp timer This command displays thers for the GARP.
configure | gvrp (disable | enable) This commandudesa/ enables the GVRP on the
switch.
configure | no gvrp configuration This command setRP\/fonfiguration to its
defaults.
interface | gvrp (disable | enable) This commandniiésa/ enables the GVRP on the
specific port.
interface | gvrp registration This command configures the registration mode f
(normal|forbidden) | the GVRP on the specific port.
interface | no gvrp configuration This command setRB\tonfiguration to its
defaults for the specific port.
interface | garp join-time This command configures the join time / leaves ti
VALUE leave-time / leave all time for the GARP on the specific port.
VALUE leaveall-time
VALUE
interface | no garp time This command configuregdlretime / leaves time
/ leaves all time to default for the GARP on the
specific port.

6.2.3.2. Web Configuration

GVRP Settings

GIGAMED:A
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GARP VLAN Registration Protocol

GVRP Settings

GVRP State

Port State Registration Mode
From [1 ] To[1 ™)
Apply
GVRP Status
Port State Registration Mode Port State Registration Mode
Disabled - 2 Disabled
3 Disabled - 4 Disabled
5 Disabled - 6 Disabled

Parameter Description
Select Enable to activate GVRP function to exchange VLAN
GVRP State configuration information with other GVRP switcheé3electDisable
to deactivate the feature.

Port Select the port that you want to configure the G\&RRings.

SelectEnable to activate the port GVRP function. Sel&isable to

Sl deactivate the port GVRP function.

SelectNormal to allows dynamic creation (if dynamic VLAN creation

) ) is enabled), registration, and deregistration ofAMis on the trunk
Registration o,

Mode
Select Forbidden to deregister all VLANs (except VLAN 1) and

prevents any further VLAN creation or registratmmthe trunk port.

GARP Timer
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GARP VLAN Registration Protocol

GVRP GARP Timer
GARP Timer Settings

Port Join Time Leave Time Leave All Time

Fom[1 ] To[1 ¥] [0 |

2*Join Time < Leave Time < Leave All Time
Time unit:(centi-sec)

Apply
GARP Timer Status
Port Join Time Hold Time Leave Time Leave All Time
1 20 10 60 1000
2 20 10 60 1000
3 20 10 60 1000
4 20 10 60 1000
5 20 10 60 1000
6 20 10 60 1000
Parameter Description

Specifies the maximum number of milliseconds therface waits

el e before sending VLAN advertisements.

Specifies the number of milliseconds an interfacaitsv after
Leave Time receiving a leave message before the interfaceetedive VLAN
specified in the message.

Specifies the interval in milliseconds at which \eaAll messages
Leaveall Time are sent on interfaces. Leave All messages hefpaiotain current
GVRP VLAN membership information in the network.

6.2.4. Q-in-Q VLAN (VLAN Stacking)

Q-in-Q tunneling is also known as VLAN stacking.tBmf them use 802.1g double
tagging technology. Q-in-Q is required by ISPs€inet Service Provider) that require
Transparent LAN services (TLS), and the servicevigier has their own set of VLAN,
independent of customer VLANS. Typically, each sarprovider VLAN interconnects a
group of sites belonging to a customer. Howeveeraice provider VLAN could also be
shared by a set of customers sharing the same emds pand quality of service
requirements of the VLAN. Double tagging is consadeto be a relatively simpler way
of implementing transparent LAN. This is accompdidlby encapsulating Ethernet Frame.
A second or outer VLAN tag is inserted in Etherfraimes sent over the ingress PE
(Provider Edge). This VLAN tag corresponds to tHeAW of the Service Provider (SP).
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When the frame reaches the destination PE, the l3¥N\is stripped off. The DA of the
encapsulated frame and the VLAN ID are used to takber L2 decisions, similar to an
Ethernet frame arriving from a physical Ethernettpdhe SP VLAN tag determines the
VPLS (Virtual Private LAN Service) membership. Déribagging aggregates multiple
VLANs within another VLAN and provides a privateedicated Ethernet connection
between customers to reach their subnet transparacitoss multiple networks. Thus
service providers can create their own VLANs withimtierfering with customer VLANS
by using double tagging. This allows them to conmaestomers to ISPs and ASPs
(Application Service Provider).

The ports that are connected to the service prowdtl&Ns are called tunnel ports, and
the ports that are connected to the customer VLAK®e called access
(subscriber/customer) ports. When a port is coméiduas tunnel port, all the outgoing
packets on this port will be sent out with SPVLASPVID and 1p priority) tag. The
incoming packet can have two tags (SPVLAN + CVLANpe tag (SPVLAN or
CVLAN), or no tag. In all cases, the packet is smttwith a SPVLAN tag. When a port
is configured as an access port, the incomingi¢raéfn have only a CVLAN (CVID and
1p priority) tag or no tag. Hence, all the packéist are being sent out of access ports
will be untagged or single tagged (CVLAN). Whenatps configured as a normal port,
it will ignore the frames with double tagging.

Double Tagging Format
A VLAN tag (service provider VLAN stacking or custer IEEE 802.1Q) consists of the
following three fields.

| TPID | Priority | VID |

TPID (Tag Protocol Identifier) is a standard Etherngetgode identifying the frame and
indicates that whether the frame carries IEEE 8Q24dg information. The value of this
field is 0x8100 as defined in IEEE 802.1Q. Othandas may use a different value, such
as 0x9100.

Tunnel TPID is the VLAN stacking tag type the Switch adds te tlutgoing frames sent
through a Tunnel Port of the service provider'seedigvices

Priority refers to the IEEE 802.1p standard that allowss#eice provider to prioritize
traffic based on the class of service (CoS) the¢orner has paid for. "0" is the lowest
priority level and "7" is the highest.

VID is the VLAN ID. SP VID is the VID for the second outer (service provider’s)
VLAN tag. CVID is the VID for the first or inner (@&tomer’s) VLAN tag.

The frame formats for an untagged Ethernet framesingle-tagged 802.1Q frame
(customer) and a “double-tagged” 802.1Q frame (senprovider) are shown as

following.

untaggec DA | SA | Lenor | Date | FCS

frame Etype

single-taggec | DA | SA | TPID |P VID | Lenor | Date | FCS

frame Etype

double-taggec| DA | SA | Tunnel | P VID | TPID P VID Len or | Date | FCS
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| frame | [ [TPID | | | [ [Etype [ |

DA: Destination Address

SA: Source Address

Tunnel TPID: Tag Protocol Identifier added on anirport
P: 802.1p priority

VID: VLAN ID

Len or Etype: Length or Ethernet frame type

Data: Frame data

FCS: Frame Check Sequence

VLAN Stacking Port Roles
Each port can have three VLAN stacking “roles”, iat, Access Port and Tunnel Port.

« SelectNormal for “regular” (non-VLAN stacking) IEEE 802.1Q franssvitching.

» SelectAccess Portfor ingress ports on the service provider's edgécds. The
incoming frame is treated as "untagged", so a sedMuAN tag (outer VLAN tag) can
be added.

« SelectTunnel Port for egress ports at the edge of the service peo\gichetwork. All
VLANSs belonging to a customer can be aggregatedl ansingle service provider's
VLAN (using the outer VLAN tag defined by SP VID).

NOTE: In order to have the double tagged frames switcluogectly, user has to
configure a service provider’s VLAN (SPVLAN) on tigzin-Q switch. Then, the double
tagged frames can be switched according to the|BPThe SPVLAN should include all
the related Tunnel and Access ports. Also, usertbasonfigure the Tunnel posts as
tagged ports and the Access ports as untagged ports

Port-based Q-in-Q

Q-in-Q encapsulation is to convert a single tagged.1Q packet into a double tagged
Q-in-Q packet. The Q-in-Q encapsulation can be dase port or traffic. Port-based

Q-in-Q is to encapsulate all the packets incomma@ fport with the same SPVID outer
tag. The mode is more inflexible.

In the following example figure, bothk andY are Service Provider's NetworiSPN)
customers with VPN tunnels between their head edfiand branch offices respectively.
Both have an identical VLAN tag for their VLAN grpu The service provider can
separate these two VLANs within its network by adpdiag100to distinguish customer

X and tag200to distinguish custome¥ at edge device A and then stripping those tags at
edge device B as the data frames leave the network.
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¥ 200,20

= v: 100,10 ==
V- VLAN 10 ¥ VLAN 10

This example shows how to configure switch A witbrtp 1 on the Switch to tag
incoming frames with the service provider’s VID2§i0 (ports are connected to customer
X network) and configure port 7 to service providarfID of 100 (ports are connected to
customer Y network). This example also shows hosetahe priority for port 1 to 3 and
port 7 to 4.

L2SWITCH(config)# vlan-stacking port-based
L2SWITCH(config)# vlan-stacking tpid-table indexalue 88a8
L2SWITCH(config)# vlan 10

L2SWITCH(config-vlan)# fixed 7,8
L2SWITCH(config-vlan)# tagged 7
L2SWITCH(config-vlan)# exit

L2SWITCH(config)# vlan 100

L2SWITCH(config-vlan)# fixed 7,8
L2SWITCH(config-vlan)# tagged 8
L2SWITCH(config-vlan)# exit

L2SWITCH(config)# vlan 20

L2SWITCH(config-vlan)# fixed 1,2
L2SWITCH(config-vlan)# tagged 1
L2SWITCH(config-vlan)# exit

L2SWITCH(config)# vlan 200

L2SWITCH(config-vlan)# fixed 1,2
L2SWITCH(config-vlan)# tagged 2
L2SWITCH(config-vlan)# exit

L2SWITCH(config)# interface gigaethernet1/0/1
L2SWITCH(config-if)# vlan-stacking port-based r@ecess
L2SWITCH(config-if}# vlan-stacking spvid 200
L2SWITCH(config-if)# vlan-stacking priority 3
L2SWITCH(config)# interface gigaethernet1/0/2
L2SWITCH(config-if)# vlan-stacking port-based raienel
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L2SWITCH(config-if)# vlan-stacking tunnel-tpid ind&
L2SWITCH(config)# interface gigaethernet1/0/7
L2SWITCH(config-if)# vlan-stacking port-based r@ecess
L2SWITCH(config-if)# vlan-stacking spvid 100
L2SWITCH(config-if)# vlan-stacking priority 4
L2SWITCH(config)# interface gigaethernet1/0/8
L2SWITCH(config-if)# vlan-stacking port-based raiennel
L2SWITCH(config-if)# vlan-stacking tunnel-tpid ind&
L2SWITCH(config-if)# exite

L2SWITCH(config)# exit

L2SWITCH# show vlan-stacking

L2SWITCH# show vlan-stacking tpid-table
L2SWITCH# show vlan-stacking portbased-ging

Selective Q-in-Q

The traffic based Q-in-Q is also called Selectiven€®. Selective Q-in-Q allows the
Switch to add different outer VLAN tags to the indag frames received on one port
according to their inner VLAN tags. In the Seleeti@-in-Q mode, switch performs
traffic classification for the traffic incoming ta port based on the VLAN ID. When a
user uses different VLAN IDs for different servicémffic can be classified according to
the VLAN ID. For example: the VLAN ID 100 for sumnig on the internet by PC, the
VLAN ID 200 of IPTV, and the VLAN ID 300 of VIP cismers. After receiving user
data, the switch labels the traffic of surfing twe tnternet by PC with 500 as a SPVID
outer tag, IPTV with 600, and VIP customers witl®.70

_____

700,40 VLAN40

600, 30 VLAN 3D

500,20 VLAN20

This following example shows how to configure pd@tsn the Switch to tag incoming
frames with the different service provider’s VIDdapriority.
L2SWITCH(config)# vlan-stacking selective
L2SWITCH(config)# vlan-stacking tpid-table indexélue 9100
L2SWITCH(config)# vlan 20

L2SWITCH(config-vlan)# fixed 3,4

L2SWITCH(config-vlan)# tagged 3

L2SWITCH(config-vlan)# exit

L2SWITCH(config)# vlan 30

L2SWITCH(config-vlan)# fixed 3,4

L2SWITCH(config-vlan)# tagged 3
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L2SWITCH(config-vlan)# exit
L2SWITCH(config)# vlan 40
L2SWITCH(config-vlan)# fixed 3,4
L2SWITCH(config-vlan)# tagged 3
L2SWITCH(config-vlan)# exit
L2SWITCH(config)# vlan 500
L2SWITCH(config-vlan)# fixed 3,4
L2SWITCH(config-vlan)# tagged 4
L2SWITCH(config-vlan)# exit
L2SWITCH(config)# vlan 600
L2SWITCH(config-vlan)# fixed 3,4
L2SWITCH(config-vlan)# tagged 4
L2SWITCH(config-vlan)# exit
L2SWITCH(config)# vlan 700
L2SWITCH(config-vlan)# fixed 3,4
L2SWITCH(config-vlan)# tagged 4
L2SWITCH(config-vlan)# exit
L2SWITCH(config)# vlan-stacking selective-ginqg riile
L2SWITCH(config-ging)# cvids 20
L2SWITCH(config-qinq)# priority 2
L2SWITCH(config-ging)# spvid 500
L2SWITCH(config-gqinq)# access-ports 3
L2SWITCH(config-ging)# tunnel-ports 4
L2SWITCH(config-qing)# active
L2SWITCH(config-ging)# show
L2SWITCH(config-qing)# exit
L2SWITCH(config)# vlan-stacking selective-ging r2le
L2SWITCH(config-ging)# cvids 30
L2SWITCH(config-qinq)# priority 5
L2SWITCH(config-ging)# spvid 600
L2SWITCH(config-gqinq)# access-ports 3
L2SWITCH(config-ging)# tunnel-ports 4
L2SWITCH(config-qing)# active
L2SWITCH(config-ging)# show
L2SWITCH(config-qinQg)# exit
L2SWITCH(config)# vlan-stacking selective-ginqg r8le
L2SWITCH(config-ging)# cvids 40
L2SWITCH(config-qinq)# priority 7
L2SWITCH(config-ging)# spvid 700
L2SWITCH(config-ginQq)# access-ports 3
L2SWITCH(config-ging)# tunnel-ports 4
L2SWITCH(config-qing)# active
L2SWITCH(config-ging)# show
L2SWITCH(config-qinQg)# exit
L2SWITCH(config)# interface interface 1/0/4
L2SWITCH(config-if)# vlan-stacking tunnel-tpid indé&
L2SWITCH(config-if)# exit

G’GAMEB:’EA GGM INS8R2LCA 65



L2SWITCH(config)# exit

L2SWITCH# show vlan-stacking
L2SWITCH# show vlan-stacking tpid-table
L2SWITCH# show vlan-stacking selective-ging

Default Setting: VLAN Stacking is disabled.

6.2.4.1. CLI Configuration

Node Command Description
enable show vlan-stacking This command displaystineent
vlan-stacking type.
enable show vlan-stacking selective-ging This comuhdisplays the selective
Q-in-Q configurations.
enable show vlan-stacking This command displays the port-based
portbased-ging g-in-Q configurations.
enable show vlan-stacking tpid-inform This commdigplays the TPID
configurations.
config vlan-stacking This command disables the vlan stack
(disable|port-based|selective) or enables the vlan-stacking with
port-based or selective on the switch.
config vlan-stacking selective-ging This command creates a selective
STRINGS Q-in-Q profile with the name.
config no vlan-stacking selective-qing | This command removes the selective
STRINGS Q-in-Q profile with the name.
config vlan-stacking tpid-table index This command configures TPID table.
<2-6> value STRINGS
interface | vlan-stacking port-based priority This command sets the priority in port
<0~7> based Q-in-Q.
interface | vlan-stacking port-based role | This command sets VLAN stacking por
(tunnellaccess|normal) role.
interface | vlan-stacking port-based spvid | This command sets the service
<1~4096> provider’s VID of the specified port.
interface | vlan-stacking tunnel-tpid index | This command sets TPID for a Q-in-Q
<1-6> tunnel port.
config interface range (fastethernetl/0/||This command enters the interface
gigabitethernet1/0/) PORTLISTS| configure node.
if-range | vlan-stacking port-based priority, This command sets the priority in port
<0~7> based Q-in-Q.
if-range | vlan-stacking port-based role | This command sets VLAN stacking por
(tunneljaccess|normal) role.
if-range | vlan-stacking port-based spvid | This command sets the service
<1~4096> provider's VID of the specified port.
if-range | vlan-stacking tunnel-tpid index | This command sets TPID for a Q-in-Q
<1-6> tunnel port.
ging active This command enables the selective
Q-in-Q profile.
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ging inactive This command disables the selective
Q-in-Q profile.

ging cvid VLANID This command specifies the custaiae
VLAN range on the incoming packets.

ging spvid VLANID This command sets the service
provider's VLAN ID for outgoing
packets in selective Q-in-Q.

ging priority <0-7> This command sets priority elective
Q-in-Q.

ging access-ports PORTLISTS This command spedHiesccess ports
to apply the rule.

ging tunnel-ports PORTLISTS This command specitiestunnel ports
to apply the rule.

ging end The command exits the CLI Q-in-Q node
and enters the CLI enable node.

ging exit The command exits the CLI Q-in-Q nade
and enter the CLI configure node.

ging show The command shows the current
selective Q-in-Q profile configurations.

GIGAMED:A

6.2.4.2. Web Configuration

VLAN Stacking

Selective Q-in-Q

VLAN Stacking Setting

VLAN Stacking Port-based Q-in-Q
Action
Tunnel TPID Index
1 (Default)

Port

From: Ta:

TPID

8100 |(o000-~f)

Tunnel TPID Index

1 (Default) »

Tunnel TPID Index
1

2
3
4

GGM

TPID
8100
8100
8100
8100
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5
6

Port Tunnel TPID Index (TPID) Port
1 1(8100) 2
3 1 (8100) 4
5 1(8100) 6
Parameter Description

Action Selectivefor the VLAN stacking.

Configures the TPID Table: The TPID table has Giest
Tunnel TPID Index Selects the table index.

TPID Configures the TPID.
Configures the Port TPID:

Port

8100
8100

Tunnel TPID Index (TPID)
1(8100)
1(8100)
1(8100)

Select one of the three modeBjsable or Pori-Basec or

Selects a port or a range of ports which you wauebnfigure.

Tunnel TPID Index Configures the index of the TPID Table for the sfeports.

Port-Based Q-in-Q
Q-in-Q

Selective Q-in-Q

Portbased QinQ |

VLAN Stacking

Port-based Q-in-Q

Port Role SPVID Priority
From: |1 v| To:|1 v Normal | v 1 |1-0m)

Port-based Q-in-Q Status

Port Role SPVID Priority Port Role SPVID Priority
1 MNormal 1 0 2 MNormal 1 0
3 MNorrnal 1 0 4 Norrnal 1 0
5 MNormal 1 0 6 Normal 1 0
Parameter Description
Port Selects a port or a range of ports which you warbnfigure.
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Selects one of the three rold&rmal and Acces: and Tunnel, for the

Role o

specific ports.
SPVID Configures the service provider’s VLAN.
Priority Configures the priority for the specific ports.

Selective Q-in-Q
Q-in-Q

VLAN Stacking Port-based Q-in-Q Selective Q-in-Q

Selective Q-in-Q Setting

| (ex. 1.3,5-10)

Name

Access Ports

cvip | (Range: 1~4094)

|
|
Tunnel Ports | | tex. 1.3.5-10)
|
|

SPVID | (Range: 1~4094)

Priority
Action
No. Name Access Ports Tunnel Ports CVID SPVID Priority Action Delete

Parameter Description
Name Configures the selective Q-in-Q profile name.
Access Ports Configures a port or a range of ports for the axpests.
Tunnel Ports Configures a port or a range of ports for the tlipogts.
CVID Configures a customer’s VLAN.
SPVID Configures a service provider’s VLAN.
Priority Configures an 802.1Q priority for the profile.
Action Enables / Disables the profile.

6.3. IGMP Snooping
6.3.1. IGMP Snooping

The IGMP snooping is for multicast traffic. The $h can passively snoop on IGMP
packets transferred between IP multicast router®ises and IP multicast hosts to learn
the IP multicast group membership. IGMP snoopihowa the Switch to learn multicast
groups without you having to manually configurerthe
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The Switch can passively snoop on IGMP packetssteared between IP multicast
routers/switches and IP multicast hosts to leaenbh multicast group membership. It
checks IGMP packets passing through it, picks batdroup registration information,
and configures multicasting accordingly. IGMP snagpallows the Switch to learn
multicast groups without you having to manually fogure them.

The Switch forwards multicast traffic destined faulticast groups (that it has learned
from IGMP snooping or that you have manually comfegl) to ports that are members of
that group. IGMP snooping generates no additiorvark traffic, allowing you to
significantly reduce multicast traffic passing thgh the Switch.

The Switch can perform IGMP snooping on up to 40@ANs. You can configure the
Switch to automatically learn multicast group memshg of any VLANs. The Switch
then performs IGMP snooping on the first VLANSs teahd IGMP packets.

This is referred to as auto mode. Alternativelyu yan specify the VLANs that IGMP
snooping should be performed on. This is refercedds fixed mode. In fixed mode the
Switch does not learn multicast group membershipamf VLANs other than those
explicitly added as an IGMP snooping VLAN.

Immediate Leave

When you enable IGMP Immediate-Leave processirggstitch immediately removes a
port when it detects an IGMP version 2 leave messagthat port. You should use the
Immediate-Leave feature only when there is a singgeiver present on every port in the
VLAN. (Immediate Leave is only supported on IGMR3&fen 2 hosts).

The switch uses IGMP snooping Immediate Leave taoke from the forwarding table
an interface that sends a leave message withosttiteh sending group-specific queries
to the interface. The VLAN interface is pruned froine multicast tree for the multicast
group specified in the original leave message. Idiaie Leave ensures optimal
bandwidth management for all hosts on a switchetivar&, even when multiple
multicast groups are simultaneously in use.

Fast Leave
The switch allow user to configure a delay time.aWhhe delay time is expired, the
switch removes the interface from the multicasugro

Last Member Query Interval

Last Member Query Interval: The Last Member Querterval is the Max Response
Time inserted into Group-Specific Queries sentasponse to Leave Group messages,
and is also the amount of time between Group-SpeQifiery messages.

Without Immediate Leave, when the switch receivesil@MP leave message from a
subscriber on a receiver port, it sends out an IGRETific query on that port and waits
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for IGMP group membership reports. If no reporte eceived in a configured time
period, the receiver port is removed from multiggsiup membership.

IGMP Querier

There is normally only one Querier per physicalwoek. All multicast routers start up
as a Querier on each attached network. If a nagticouter hears a Query message
from a routemwith a lower IP address it MUST become a Non-Querier on that network.
If a router has not heard a Query message fromhanobuter for [Other Querier Present
Intervall], it resumes the role of Querier. Routpesiodically [Query Interval] send a
General Query on each attached network for which ributer is the Querier, to solicit
membership information. On startup, a router SHOUsdnhd [Startup Query Count]
General Queries spaced closely together [StartugryQuaterval] in order to quickly and
reliably determine membership information. A Gehe@uery is addressed to the
all-systems multicast group (224.0.0.1), has a @rAddress field of 0, and has a Max
Response Time of [Query Response Interval].

Port IGMP Querier Mode

® Auto:
o0 The Switch uses the port as an IGMP query portefabrt receives
IGMP query packets.
® Fixed:

0 The Switch always treats the port(s) as IGMP qupery(s). This is for
when connecting an IGMP multicast server to the(ppr

o The Switch always forwards the client&port/leave packets to the port.
Normally, the port is connected to an IGMP server.

® Edge:

0 The Switch does not use the port as an IGMP quety p

o0 The IGMP query packets received by this port walldsopped. Normally,
the port is connected to an IGMP client.

Notes:The Switch will forward the IGMP join and leave packets to the query port.

IGMP Snooping Proxy:
The IGMP Proxy Snooping reduces the number of tepand leaves sent towards an
IGMP router.

Configurations:

Users can enable / disable the IGMP Snooping orSthigch. Users also can enable /
disable the IGMP Snooping on a specific VLAN. [ettGMP Snooping on the Switch is
disabled, the IGMP Snooping is disabled on all VIsA&en some of the VLAN IGMP
Snooping are enabled.

Default Settings

If received packets are not received after 400rs#x;call multicast entries will be
deleted.
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The default global IGMP snooping state is disabled.

The default VLAN IGMP snooping state is disableddt) VLANS.
The unknown multicast packets will be Dropped.

The default port Immediate Leave state is disafdedll ports.
The default port Querier Mode state is auto fopalits.

The IGMP snooping Report Suppression is disabled.

Notices

There are a global state and per VLAN states.

When the global state is disabled, the IGMP Snappimthe Switch is disabled
even per VLAN states are enabled.

When the global state is enabled, user must epabl¢LAN states to enable the
IGMP Snooping on the specific VLAN.

6.3.1.1. CLI Configuration

Node Command Description
enable show igmp-snooping  This command displaystinent IGMP
snooping configurations.
enable show igmp-snooping This command displays the current IGMP
counters snooping counters.
enable show igmp-snooping This command displays the current IGMP
querier Queriers.
enable show igmp-counters| This command displays the current IGMP
(port|vlan) snooping counters per port or per vian.
enable show multicast This command displays thdicast group in
IP format.
configure clear igmp-snooping | This command clears all of the IGMP snoopin
counters counters.
configure igmp-snooping This command disables / enables the IGMP
(disable | enable) snooping on the switch.
configure igmp-snooping vlan | This command enables the IGMP snooping
VLANID function on a VLAN or range of VLANS.
configure no igmp-snooping This command disables the IGMP snooping
vlan VLANID function on a VLAN or range of VLANS.
configure igmp-snooping querieimhis command disables / enables the IGMP
(disable | enable) snooping querier on the switch.
configure igmp-snooping querieThis command enables the IGMP snooping
vlan VLANID querier function on a VLAN or range of
VLANS.
configure no igmp-snooping | This command disables the IGMP snooping
querier vlan VLANID | querier function on a VLAN or range of
VLANS.
configure igmp-snooping This command configures the process for
unknown-multicast | unknown multicast packets when the IGMP
(drop|flooding) snooping function is enabled.
drop: Drop all of the unknown multicast
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packets.
configure igmp-snooping This command disables / enables the IGMP
report-suppression | snooping report suppression function on the
(disable|enable) switch.
configure clear igmp-snooping | This command clears the IGMP snooping
counters counters.
configure clear igmp-snooping | This command clears the IGMP snooping
counters (portlvlan) | counters for port or vlan.
interface igmp-querier-mode | This command specifies whether or not and
(auto|fixed|edge) under what conditions the port(s) is (are) IGM
query port(s). The Switch forwards IGMP join
or leave packets to an IGMP query port, treat
the port as being connected to an IGMP
multicast router (or server). You must enable
IGMP snooping as well. (Default:auto)
interface igmp-immediate-leaveThis command enables the IGMP Snooping
immediate leave function for the specific port,
interface no This command disables the IGMP Snooping
igmp-immediate-leave immediate leave function for the specific port.
interface igmp-snooping This command configures the maximum grou
group-limit VALUE for the specific port.
interface no igmp-snooping | This command removes the limitation of the
group-limit maximum groups for the specific port.
config interface range This command enters the interface configure
(fastethernet1/0/ | node.
gigabitethernet1/0/)
PORTLISTS
if-range igmp-immediatéeave | This command enables the IGMP Snooping
immediate leave function for the specific ports
if-range no This command disables the IGMP Snooping
igmp-immediate-leave immediate leave function for the specific ports
if-range igmp-snooping This command configures the maximum groups
group-limit VALUE for the specific ports.
if-range no igmp-snooping | This command removes the limitation of the
group-limit maximum groups for the specific ports.
if-range igmp-querier-mode | This command specifies whether or not and
(auto|fixed|edge) under what conditions the ports is (are) IGMP
query port(s). The Switch forwards IGMP join
or leave packets to an IGMP query port, treat
the port as being connected to an IGMP
multicast router (or server). You must enable
IGMP snooping as well. (Default:auto)
Example:

L2SWITCH(config)#gmp-snooping enable
L2SWITCH(config)#gmp-snooping vian 1
L2SWITCH(config)#gmp-snooping querierenable
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L2SWITCH(config)#gmp-snooping queriervian 1
L2SWITCH(config)#nterface 1/0/1
L2SWITCH(config-if)#gmp-immediate-leave
L2SWITCH(config-ify# igmp-querier-mode fixed

6.3.1.2. Web Configuration

General Settings

IGMP Snooping

General Settings Port Settings Querier Settings
IGMP Snooping Settings

IGMP Snooping State

Report Suppression State

IGMP Snooping VLAN State | Add v |12

Unknown Multicast Packets

IGMP Snooping Status

IGMP Snooping State Enabled

Report Suppression State Enabled

IGMP Snooping VLAMN State 1-2

Unknown Multicast Packets Drop

Parameter
IGMP  Snooping
State

Report Suppressio
State

IGMP  Snooping
VLAN State

Unknown Multicast
Packets

Apply
Refresh

IGMP Snooping
State

Report Suppressio

GIGAMED:A

Description

Select Enable to activate IGMP Snooping to forward group
multicast traffic only to ports that are memberstiwdt group.
SelectDisableto de-activate the feature.

Select Enable/Disable to activate/de-activate IGMP Snooping
report suppression function.

Select Add and enter VLANs upon which the Switch is to
perform IGMP snooping. The valid range of VLAN IDs
between 1 and 4094. Use a comma (,) or hyphero (spécify
more than one VLANs. Seleddelete and enter VLANS on
which to have the Switch not perform IGMP snooping.

Specify the action to perform when the Switch reegian
unknown multicast frame. Selebrop to discard the frame(s).
SelectFlooding to send the frame(s) to all ports.

Click Apply to configure the settings.

Click this to reset the fields to the last savetirsg

This field displays whether IGMP snooping is gldpanabled
or disabled.

This field displays whether IGMP snooping reponpsession is
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State enabled or disabled.

This field displays VLANs on which the Switch is perform

(e Snaepli IGMP snooping. None displays if you have not enalieMP

VLAN State "
snooping on any port yet.
aﬂmﬁg? This field displays whether the Switch is set tecdrd or flood
unknown multicast packets.
Packets
Port Settings

IGMP Snooping

General Settings Querier Settings

Port Querier Mode Immediate Leave Group Limit
From [1 %] To[1 %]
Apply
Port Querier Mode hrrEl TR Group Counts | Port Querier Mode ITILELTIE Group Counts
Leave Leave
1 Auto Disable 0/256 2 Auto Disable 0/256
3 Auto Disable 0/256 4 Auto Disable 0/256
5 Auto Disable 0/256 6 Auto Disable 0/256
Parameter Description

Select the desired settinuto, Fixed, or Edge. Auto means the
Switch uses the port as an IGMP query port if the peceives
IGMP query packetsrixed means the Switch always treats the
port(s) as IGMP query port(s). This is for when mecting an

Querier Mode IGMP multicast server to the port(€edge means the Switch
does not use the port as an IGMP query port. ls thse, the
Switch does not keep a record of an IGMP routemgei
connected to this port and the Switch does not doalGMP
join or leave packets to this port.

Immediate o ) )

Leave Select individual ports on which to enable immegliaave.
Apply Click Apply to apply the settings.

Refresh Click this to reset the fields.

Port The port ID.

Querier Mode The Querier mode setting for the specific port.

Immediate Leave The Immediate Leave setting for the specific port.
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Querier Settings
IGMP Snooping

General Settings Port Settings
Querier Settings
Querier State

Querier VLAN State  |Add v [[12 |
Querier State Enable
Querier VLAN State 1-2

Parameter Description
Querier State This field configures the global Querier state.
Querier VLAN o ) i
State This field enables the Querier state in a vlan @raye of vian.
Apply Click Apply to apply the settings.
Refresh Click this to reset the fields to the last setting.
Querier State This filed indicates the current global Querietista
QU WAEA This field indicates the Querier status in vlan.
State

6.3.2. MVR

MVR refers toMulticast VLAN Registration that enables a media server to transmit
multicast stream in a single multicast VLAN whileats receiving multicast VLAN
stream can reside in different VLANSs. Clients iffelient VLANSs intend to join or leave
the multicast group simply by sending the IGMP [leave message toraceiver port.
The receiver port belonging to one of the multigg®iups can receive multicast stream
from media server. Without support of MVR, the Niedsst stream from media server and
subscriber must reside in the same VLAN.

® Source ports : The Stream source ports.
® Receiver ports : The Client ports.
® Tagged ports : Configure the tagged ports for soparts or receiver ports.

MVR Mode
Dynamic Mode:
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If dynamic mode is selected in MVR setting, IGMPod message transmitted from the
receiver port will be forwarded to a multicast muthrough its source port. Multicast
router knows which multicast groups exist on whidlerface dynamically.

Compatible mode:

If compatible mode is selected in MVR setting, IG#port message transmitted from
the receiver port wilhot be transmitted to a multicast router. Multicasites must be
statically configured.

Operation Mode

Join Operation:

A subscriber sends an IGMP report message to thehswo join the appropriate
multicast. The next depends on whether the IGMBrtapatches the switch configured
multicast MAC address. If it matches, the switchUCRodifies the hardware address
table to include this receiver port and VLAN a®enarding destination of MVLAN.

Leave Operation:

Subscriber sends an IGMP leave message to thehswwiteave the multicast. The switch
CPU sends an IGMP group-specific query throughréoeiver port VLAN. If there is
another subscriber in the VLAN, subscriber muspoesl within the max response time.
If there is no subscriber, the switch would elintenthis receiver port.

Figure-1:
MOD Without MVR

E—— oooo

M —————» Switch
MoD Server

celverRor

4 < x| A

VLAN1 VLAN2 VLAN3 VLAN4 VLAN5 VLANG6
Figure-2:
MOD Support MVR

oooo

Switch supports MVR

MoD Server
celverRor
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VLANL  VLAN2 VLAN3 VLAN4 VLAN5 VLANG

Immediate Leave Operation:

Subscriber sends an IGMP leave message to thehswiteave the multicast. Subscribers
do not need to wait for the switch CPU to send @NIP group-specific query through
the receiver port VLAN. The switch will immediated§iminate this receiver port.

Default Settings
There is no MVR vlan.

Default configuration for a new MVR:
MVR VLAN Information

VLAN ID 2

Name : MVR2
Active : Enabled
Mode : Dynamic
Source Port(s) : None
Receiver Port(s) : None
Tagged Port(s) : None

The Switch allows user to create up to 250 groups.
The Switch allows user to create up to 16 MVRs.

Notices

IGMP snooping and MVR can be independently enabled.

IGMP snooping and MVR use the same IGMP timers.

MVR can recognize IGMPV3 reports.

About the IGMPv3 report, switch doesn’t treat thgseup records with the

following group record types as membership repdt®se group record types

are MODE_IS_INCLUDE, CHANGE_TO_INCLUDE_MODE,

ALLOW_NEW_SOURCES and BLOCK_OLD_SOURCES.

® Don't use the group address X.0.0.1 for your ma#iicstream. It is because the
system detects and records the 224.0.0.1 for dynqudrier port. The group
address X.0.0.1 may conflict with 224.0.0.1.

® Because the lower 23 bits of the 28-bit multic&saddress are mapped into the
23 bits of available Ethernet address space. Wharcgnfigure group address,
the Switch compares the lower 23 bits only.

® CLI command Yroup 1 start-address 224.1.1.1 67, it creates 6 groups. That is,
one IP, one group.

® The MVR name should be the combination of the digithe alphabet.

® The group name should be the combination of thi dighe alphabet.

6.3.2.1. CLI Configuration
| Node | Command | Description
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enable show mvr This command displays the curréeriRM
configurations.
enable show mvr vlan This command displays the current MVR
VLANID configurations of the specific VLAN.
enable show igmp-snooping  This command displaysuineent IGMP snooping
configurations.
configure | mvr VLANID This command configures the R\¢onfigurations
for the specific VLAN.
configure | no mvr VLANID This command disables th& Rl configurations for
the specific VLAN.
MVR group NAME This command configures a group cgufation for
the MVR.
MVR no group NAME This command removes the groupfigurations
from the MVR.
MVR inactive This command disables the MVR settings
MVR no inactive This command enables the MVR sg#in
MVR mode This command configures the mode for the MVR
(dynamic|compatible) ® Dynamic : Sends IGMP report to all MVR
source ports in the multicast VLAN.
® Compatible : Sets the Switch not to send IGMP
report.
MVR name STRING This command configures the naméhie MVR.
MVR no name This command configures the defaultenéonthe
MVR.
MVR receiver-port This command sets the receiver port(s). Normally
PORTLIST the source ports are connected to the streaming
client.
MVR no receiver-port This command removes a port or range of ports
PORTLIST from the receiver port(s).
MVR source-port This command sets the source port(s). Normally the
PORTLIST source ports are connected to the streaming server.
MVR no source-port This command removes a port or range of ports
PORTLIST from the source port(s).
MVR tagged PORTLIST This command sets the tagget{g)oSame as the
VLAN tagged port.
MVR no tagged PORTLIST, This command removes a@orange of ports
from the tagged port(s).
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6.3.2.2. Web Configuration

MVR Settings
Multicast VLAN Registration

MVR Settings Group Settings

MVR Settings

uerier Settings

- — vame | |
state Mode

Source Ports | |(ex.1,35-10)

Receiver Ports | | tex.1,3.5-10)

Tagged Ports | | ex.1,3,5-10)

Apply
MVR Status
VLAN 1D 90 Name o9
State Enabiled Mode Dynamic

Source Ports 1
Receiver Ports 3

Tagged Ports i

Parameter Description
VLAN ID Configures a VLAN.

NAME Configures a name for the MVR.
Action Enables / Disables the MVR.
Mode Configures the mode for the MVR.

Source Ports Configures the source port(s) for the MVR. Normalig source ports
are connected to the streaming server.

Receive Ports Configures the receive port(s) for the MVR. Normdhe source ports
are connected to the streaming client

Tagged Ports Cortn‘igures the tagged port(s) for the MVR. Samthas/LAN tagged
port.
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Group Settings
Multicast VLAN Registration

MVR Settings Group Settings
Group Settings

MVR VLAN 2
Group Name

Start Address _ Quantity: |

| »’%ppl}.r.I | Refreshi

Parameter Description
MVR VLAN  Select a MVR VLAN.

Group Name Configures the group name.
Start Address Configures the multicast start address.

Quantity Configures the quantity of the multicast address.

6.3.3. Multicast Address

A multicast address is associated with a groumptarested receivers. According to RFC
3171, addresses 224.0.0.0 to 239.255.255.255, dhmef Class D addresses, are
designated as multicast addresses in IPv4.

The IANA owns the OUI MAC address 01:00:5e, therefonulticast packets are
delivered by using the Ethernet MAC address rarigé5e:00:00:00 - 01:00:5e:7f:ff:ff.
This is 23 bits of available address space.

The first octet (01) includes the broadcast/mudtidait. The lower 23 bits of the 28-bit
multicast IP address are mapped into the 23 bitgssaiflable Ethernet address space. This
means that there is ambiguity in delivering packiéétsvo hosts on the same subnet each
subscribe to a different multicast group whose esklrdiffers only in the first 5 bits,
Ethernet packets for both multicast groups willdedivered to both hosts, requiring the
network software in the hosts to discard the unreduackets.

Class Address Range Supports

Supports 16 million hosts on each of 127

ClassA 1.0.0.1to 126.255.255.254 networks.
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ClassB 128.1.0.1 to 191.255.255.254

Class C 192.0.1.1 to 223.255.254.254

Supports 65,000 hosts on each of 16,000
networks.

Supports 254 hosts on each of 2 million
networks.

Class D 224.0.0.0 to 239.255.255.255 Reserved for multicast groups.

Class E 240.0.0.0 to 254.255.255.254

IP multicast
address

224.0.0.0

224.0.0.1
224.0.0.2
224.0.0.5
224.0.0.6
224.0.0.9

224.0.0.10

224.0.0.13
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Reserved for future use, or Research and
Development Purposes.

-t 6 bytes -
1 2 3 4 =] [+
Gth byte | Sth byte 4th byte 3rd byte | 2nd byte | 1st byte

[=]
==
i
(1]
-

jueoyiubis jsow &

1st octet | 2nd octet | Srd octet | 4th octet | Sth octet | 6th octet

or
: ———— 3 bytes———————— 3 bytes ——p

juesiubis jses|

Organisationally Unique | Network Interface Controlle
Identifier (GUI) [MIC) Specific

8 bits \k

|b8|b?|b6|b5|b4|b3|b2|b1|

0: unicast
1: multicast

0: globally unique (OUI enforced)
1: locally administered

Description

Base address (reserved)

The All Hosts multicast group that contains allteyss on the same
network segment

The All Routers multicast group that contains allters on the same
network segment

The Open Shortest Path First (OSPF) AllISPFRoutkisess. Used to
send Hello packets to all OSPF routers on a netsegknent

The OSPF AlIDRouters address. Used to send OSRirganformation
to OSPF designated routers on a network segment

The RIP version 2 group address. Used to sendhigputformation using
the RIP protocol to all RIP v2-aware routers orebmork segment

EIGRP group address. Used to send EIGRP routirognvdtion to all
EIGRP routers on a network segment

PIM Version 2 (Protocol Independent Multicast)

GGM INS8R2LCA 82



224.0.0.18 Virtual Router Redundancy Protocol

224.0.0.19 - 2!1S-IS over IP

224.0.0.22 IGMP Version 3 (Internet Group Management Protocol)
224.0.0.102 Hot Standby Router Protocol Version 2

224.0.0.251 Multicast DNS address

224.0.0.252  Link-local Multicast Name Resolution address
224.0.1.1 Network Time Protocol address

224.0.1.39 Cisco Auto-RP-Announce address

224.0.1.40 Cisco Auto-RP-Discovery address

224.0.1.41 H.323 Gatekeeper discovery address

6.3.3.1. CLI Configuration

Node Command Description
enable show mac-address-table This command displays the current
multicast static/dynamic multicast address entries
enable show mac-address-table This command displays the current
multicast vlan VLANID static/dynamic multicast address entries

with a specific vlan.

configure | mac-address-table multicast | This command configures a static
MACADDR vlan VLANID multicast entry.

ports PORTLIST
configure | no mac-address-table multicasThis command removes a static multicast
MACADDR entry from the address table.

6.3.3.2. Web Configuration

Multicast Address
VLAN ID MAC Address Port
| | | |
Apply
VLAN ID MAC Address Status Port Action
1 01:00:5e:22-:33:44 Static 1-10

Parameter Description
VLAN ID Configures the VLAN that you want to configure.

MAC Configures the multicast MAC which will not be ageuat.
Address Valid format is hh:hh:hh:hh:hh:hh.
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Port Configures the member port for the multicast adglres

Apply Click Apply to save your changes back to the Switch

Refresh Click Refresh to begin configuring this screen sifre

6.4. DHCP Relay
Because théHCPDISCOVER message is a broadcast message, and broadcasts only
cross other segments when they are explicitly chuy@u might have to configure a
DHCP Relay Agent on the router interface so tHaDBICPDISCOVER messages can be
forwarded to your DHCP server. Alternatively, yaancconfigure the router to forward
DHCP messages and BOOTP messagea routed network, you would need DHCP
Relay Agentsif you plan to implement only one DHCP server.

The DHCP Relay that either a host or an IP rodtat listens for DHCP client messages
being broadcast on a subnet and then forwards tBé$#8P messages directly to a
configured DHCP server. The DHCP server sends DiH&3ponse messages directly
back to the DHCP relay agent, which then forwahesrt to the DHCP client. The DHCP
administrator uses DHCP relay agents to centr@A€EP servers, avoiding the need for
a DHCP server on each subnet.

Most of the time in small networks DHCP uses breatk however there are some
circumstances where unicast addresses will be ¥8bdn networks have a single DHCP
server that provides IP addresses for multiple stgr router for such a subnet receives
the DHCP broadcasts, converts them to unicast @dbstination MAC/IP address of the
configured DHCP server, source MAC/IP of the routeelf). The field identified as the
GIADDR in the main DHCP page is populated with HBReaddress of the interface on the
router it received the DHCP request on. The DHOWeseuses th&IADDR field to
identify the subnet the device and select an IRems$dfrom the correct pool. The DHCP
server then sends the DHCP OFFER back to the rgiemicast which then converts it
back to a broadcast and out to the correct submetaining the device requesting an
address.

Configurations:

Users can enable / disable the DHCP Relay on thelswsers also can enable / disable
the DHCP Relay on a specific VLAN. If the DHCP Relan the Switch is disabled, the
DHCP Relay is disabled on all VLANs even some of MLAN DHCP Relay are
enabled.

Applications

® Application-1 (Over a Router)
The DHCP cleint-1 and DHCP client-2 are locatedifferent IP segments. But they
allocate IP address from the same DHCP server.

DHCP Client-1 Switch Router i DHCP Client-2

= =
—s\
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DHGErver
® Application-2 (Local in different VLANS)
The DHCP cleint-1 and DHCP client-2 are locateddifierent VLAN. But they
allocate IP address from the same DHCP server.

Switch DHCP Relay agent

jDDDDDQD
—_ = = = = = =

Server client client client client lieat client client

VLAN 1: port 1, 2 (Management VLAN)
VLAN 2: port 3, 4
VLAN 3: port 5, 6
VLAN 4: port 7, 8

DHCP Serves Port 1.
DHCP Client=» Port 2, 3, 4, 5, 6, 7, 8.

Result Hosts connected to port 2,3,4,5,6,7,8 can gébiiR DHCP server.

Note: The DHCP Server must connect to the managemieANVmember ports.
The DHCP Relay in management VLAN should be enabled

Default Settings
The default global DHCP relay state is disabled.
The default VLAN DHCP relay state is disabled fbnVA_ANS.
The default DHCP server is 0.0.0.0

6.4.1. CLI Configuration

Node Command Description
enable show dhcp relay This command displays thewuconfigurations for
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the DHCP relay.
configure | dhcp relay (disable| [This command disables / enables the DHCP relay pn
enable) the switch.
configure | dhcp relay vlan This command enables the DHCP relay function on a
VLAN RANGE VLAN or a range of VLANS.
configure | no dhcp relay vlan | This command disables the DHCP relay function oh a
VLAN RANGE VLAN or a range of VLANS.

configure | dhcp helper-addressThis command configures the DHCP server’s IP
IP_ADDRESS address.

configure | no dhcp This command removes the DHCP server’s IP address.
helper-address

Example:
L2SWITCH#configure terminal
L2SWITCH(config)#interface ethO
L2SWITCH(config-if)#ip address 172.20.1.101/24
L2SWITCH(config-if)#ip address default-gateway 172.20.1.1
L2SWITCH(config)#lhcp relay enable
L2SWITCH(config)#dhcp relay vian 1
L2SWITCH(config)#dhcp helper-address 172.20.1.1

6.4.2. Web Configuration

DHCP Relay
st
VLAN State |Add v || |
DHCP erver P

DHCP Relay Status

DHCP Relay State Disabled
Enabled on VLAN Maone

DHCP Server IP 0.0.0.0
Parameter Description
State Enables / disables the DHCP relay for the Switch.

VLAN State Enables / disables the DHCP relay on the specifi&\(s).
DHCP Server IP Configures the DHCP server’s IP address.

6.5. Option 82
DHCP Option 82 is the “DHCP Relay Agent Informati@ption”. Option 82 was
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designed to allow a DHCP Relay Agent to insert witrspecific information into a
request that is being forwarded to a DHCP servpechiically the option works by
setting two sub-options: Circuit ID and Remote ID.

The DHCP option 82 is working on the DHCP snoopmngnd DHCP relay.

The switch will monitor the DHCP packets and appsoihe information as below to the
DHCPDISCOVER and DHCPREQUEST packets. The switclh iemove the DHCP
Option 82 from the DHCPOFFER and DHCPACK packetses DHCP server will assign
IP domain to the client dependent on these infdonat

The maximum length of the information is 32 chagest

In residential, metropolitan Ethernet-access emvitents, DHCP can centrally manage
the IP address assignments for a large numberbscabers. When the DHCP option-82
feature is enabled on the switch, a subscribercéeis identified by the switch port
through which it connects to the network (in adufitio its MAC address). Multiple hosts
on the subscriber LAN can be connected to the gaonteon the access switch and are
uniquely identified.

When you enable the DHCP snooping information op82 on the switch, this sequence

of events occurs:

® The host (DHCP client) generates a DHCP requesbesaticasts it on the network.

® When the switch receives the DHCP request, it #uel®ption-82 information in the
packet. The option-82 information contains the siwMAC address (the remote-ID
sub-option) and the port identifier, vlan-mod-pdmm which the packet is received
(the circuit-ID sub-option).

® |f the IP address of the relay agent is configuthad, switch adds the IP address in
the DHCP packet.

® The switch forwards the DHCP request that incluthes option-82 field to the
DHCP server.

® The DHCP server receives the packet. If the sasveption-82 capable, it can use
the remote ID, the circuit ID, or both to assignalresses and implement policies,
such as restricting the number of IP addressexé#mbe assigned to a single remote
ID or circuit ID. Then the DHCP servechoesthe option-82 field in the DHCP
reply.

® The DHCP server unicasts the reply to the switdief request was relayed to the
server by the switch. When the client and serveraar the same subnet, the server
broadcasts the reply. The switch verifies thatigioally inserted the option-82 data
by inspecting the remote ID and possibly the cirtDifields. The switchremoves
the option-82 field and forwards the packet to sagtch port that connects to the
DHCP client that sent the DHCP request

Option Frame Format:

Code Len Agent Information Field
82 N i1 | 2 | 3 | 4 | ... ] N

G’GAMEB:’EA GGM INS8R2LCA 87



The Agent Information field consists of a sequent&ubOpt/Length/Value tuples for
each sub-option, encoded in the following manner:

Sub-Option| Len Sub-Option Value
1 N s1 | s2 | s3] s4 | ] sN
DHCP Agent Sub-Option Description
Sub-option Code
1 Agent Circuit ID Sub-option
2 Agent Remote ID Sub-option
Circuit ID Sub-option Format:
Suboption | Length Information
Type
0x01
Remote ID Suboption Frame Format:
Suboption| Length Type Length MAC Address
Type
0x02 8 0 6 6
Circuit Form:

The circuit form is a flexible architecture. It@ls user to combine any information or
the system configurations into the circuit sub-opti

The Circuit Form is a string format. And the maximstring length is 100 characters.
The keyword, SPACE, just add a space characteparate the word.

The other keywords allow getting system configuragi from the system.

Rules:
® The keyword must have a leading code ‘%’. For eXan¥pHOSTNAME.
® |[f there are any characters following the keywosas) must add ‘+’ between
the keyword and character. For exampt#iOSTNAME+/.
® |[f there are any characters before the keyword,gast add ‘+’ between the
character and the keyword. For examptst+ %HOSTNAME.

Keyword:
HOSTNAME - Add the system name into the Circubb-syption.
SPACE - Add a space character.
SVLAN - Add the service provider VLAN ID into th@ircuit sub-option.
CVLAN - Add the customer VLAN ID into the Circustub-option.
PORT - Add the transmit port ID into the Circsiitb-option.
FRAME - Add the frame ID into the Circuit sub-apt.

The frame ID is configured with the CLI command,
“dhcp-options option82 circuit_frame VALUE”. Or GWircuit
Frame.
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SHELF

SLOT

- Add the shelf ID into the Circuit sub-mpt.

The shelf ID is configured with the CLI command,
“dhcp-options option82 circuit_shelf VALUE”. Or GWircuit

Shelf.

- Add the slot ID into the Circuit sub-agii
The slot ID is configured with the CLI command, &ihoptions
option82 circuit_slot VALUE”. Or GUI Circuit Slot.

For Example:
HOSTNAME=L2SWITCH.
SVLAN=44.

CVLAN=32.

Circuit

FOorm=RD+%SPACE+Department+%SPACE+%HOSTNAME +%SPACE +%PORT4SVLAN+.+%CVLAN
The circuit sub-option result is: RD Department VASCH 1_44.32

Default Settings

DHCP Option 82 state

Circuit Frame : 1.

: disabled.

Circuit Shelf : 0.

Circuit Slot  : 0.

Circuit Form  :%HOSTNAME+%SPACE+eth/+%FRAME++%SHELF++%SLOT+:+94R0+ _+%SVLAN+:+%CVLAN

6.5.1. CLI Configuration
Node Command Description
enable show dhcp-options This command display®th€P options
configurations.

configure | dhcp-options option82 | This command disables / enables the DHCP
(disable | enable) option 82 on the Switch.

configure | dhcp-options option82 | This command configures the form of the circu
circuit_form sub-option.

configure | dhcp-options option82 | This command configures the frame ID for the
circuit_frame VALUE circuit sub-option.

configure | dhcp-options option82 | This command configures the shelf ID for the
circuit_shelf VALUE circuit sub-option.

configure | dhcp-options option82 | This command configures the slot ID for the
circuit_slot VALUE circuit sub-option.
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6.5.2.  Web Configuration
DHCP Options

Option 82 State Disable
Circuit Frame 1
Circuit Shelf 0
Circuit Slot 0
Circuit Form %HOSTNAME+%SPACE+eth/+%FRAME+/+%SHELF+/+%SLOT+ +%PORT+
Parameter Description
State Select this option to enable / disable the DHCRoo2
on the Switch.
Circuit Frame The frame ID for the circuit sub-option.
Circuit Shelf The shelf ID for the circuit sub-option.
Circuit Slot The slot ID for the circuit sub-option.
Circuit Form The form of the circuit sub-option information.
Apply Click Apply to save your changes to the Switch.
Refresh Click Refreshto begin configuring this screen afresh.

6.6. Dual Homing
Dual Homing is a network topology in which a deviseconnected to the network by
way of two independent access points (points afchthent). One access point is the
primary connection, and the other is a standby eotion that is activated in the event of
a failure of the primary connection.

How Dual-Homing Works?

Assume the primary connection and secondary coiomscare connected to Internet by
different way. For example, primary connection amected to a physical network but
secondary connection is connected to a wirelesswankt When enable dual homing
feature, device will default connect to Internet fmymary connection and secondary
connection will be shutdown. If the port or all of primary connection are link-down,
then device will replace primary connection by selary connection to connect to
Internet. At this situation, if secondary connegatiis also link-down, device will do
nothing. Secondary connection only works as princarynection disconnecting.
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Default Settings
Dual-Homing Configurations:

State

Primary Channel
Secondary Channel

Detail Status:

Primary Channel Status

: Disable.

Secondary Channel Status : -

Notice: If the channel is a single port, then the portncaradd into any trunk group.

gle

6.6.1. CLI Configuration
Node Command Description
enable show dual-homing This command displays tiad-lkdoming
information.

configure | dual-homing This command disables / enables the dual-homing
(disable | enable) function for the system.

configure | dual-homing This command sets the dual-homing primary
primary-channel channel for the system. The channel can be a sin
(port|trunk) VALUE | port or a trunk group.

configure | no dual-homing This command removes the dual-homing primary

primary-channel

channel for the system.

gle

secondary-channel

configure | dual-homing This command sets the dual-homing secondary
secondary-channel | channel for the system. The channel can be a sin
(portjtrunk) VALUE | port or a trunk group.

configure | no dual-homing This command removes the dual-homing second

ary

channel for the system.

Example:

L2SWITCH(config)# link-aggregation 1 ports 5-6
L2SWITCH(config)# link-aggregation 1 enable
L2SWITCH(config)# dual-homing primary-channel part
L2SWITCH(config)# dual-homing secondary -channehi 1
L2SWITCH(config)# dual-homing enable
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6.6.2. Web Configuration

Dual Homing

Primary Channel | Port v | |1 |
Secondary Channel | Port v | |2 |
State Enabled
Primary Channel Port 1 (Forwarding)
Secondary Channel FPort 2 (Blocking)
Parameter Description
State Enables / disables the Dual-Homing for the Switch.

Configures the primary channel. The channel carsibhgle

Primary channel port or a trunk group.

Configures the secondary chanriehe channel can be single

Secondary channel port or a trunk group.

6.7. Link Aggregation
6.7.1.  Static Trunk

Link Aggregation (Trunking) is the grouping of plga ports into one logical
higher-capacity link. You may want to trunk portsar example, it is cheaper to use
multiple lower-speed links than to under-utilizaigh-speed, but more costly, single-port
link.

However, the more ports you aggregate then therfawalable ports you have. A trunk
group is one logical link containing multiple porfshe Switch supports both static and
dynamic link aggregation.

Note: In a properly planned network, it is recommendedimplement static link

aggregation only. This ensures increased netwakilgy and control over the trunk
groups on your Switch.

Default Settings
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The default group Link Aggregation state is disdlt& all groups.

The default group Link Aggregation load balancedarce MAC and destination
MAC for all groups.

Maximum link aggregation group . 8.

Maximum port in link aggregation group  : 8.

6.7.1.1. CLI Configuration

Node Command Description
enable show link-aggregation The command displagctrrent trunk
configurations.
configure | link-aggregation [GROUP_ID] The command disables / enables the trunk
(disable | enable) on the specific trunk group.
configure | link-aggregation [GROUP_ID] The command adds ports to a specific
interface PORTLISTS trunk group.
configure | no link-aggregation The commands delete ports from a
[GROUP_ID] interface specific trunk group.
PORTLISTS
Example:
L2SWITCH#configure terminal

L2SWITCH(config)#ink-aggregation 1 enable
L2SWITCH(config)#ink-aggregation 1 ports 1-4

6.7.1.2. Web Configuration

Link Aggregation
Lace LACP nt.
Static Trunk Settings
Group State |Gruup 1 hd || Enable + |
Member Ports
O Select All O Deselect All
01 O3 Os O7
2 O4 Oe Os 9 10
Apply
Trunk Group Status
Group ID State Member Ports
1 Enabled 9T,10T,

2 Disabled
3 Disabled
4 Disabled
5 Disabled
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Member Ports: T is Trunk member port but no link, A is Trunk member and link up.

Parameter Description
Select the group ID to use for this trunk groujt s, one logical
Group State  link containing multiple ports. SeleEnableto use this static trunk
group.
Load Balance Configures the load balance algorithm for the dpetunk group.

Member Ports Select the ports to be added to the static truakmr
Apply Click Apply to configure the settings.

Refresh Click this to reset the fields to the last savettirsg

Trunk Group Status

This field displays the group ID to identify a tkugroup, that is, one

ey 1> logical link containing multiple ports.

State This field displays if the trunk group is enableddsabled.

Load Balance This field displays the load balance policy for thenk group.

This field displays the assigned ports that coneptige static trunk

Member Ports
group.

6.7.2. LACP
The Switch adheres to the IEEE 802.3ad standardtétic and dynamic (LACP) port
trunking. The IEEE 802.3ad standard describes thk Aggregation Control Protocol
(LACP) for dynamically creating and managing trigrlups.

When you enable LACP link aggregation on a pos, gbrt can automatically negotiate
with the ports at the remote end of a link to egthlirunk groups. LACP also allows port
redundancy, that is, if an operational port faifen one of the “standby” ports become
operational without user intervention. Please miodé:

® You must connect all ports point-to-point to themsaEthernet switch and
configure the ports for LACP trunking.

® LACP only works on full-duplex links.

® All ports in the same trunk group must have the esanedia type, speed,
duplex mode and flow control settings.

® Configure trunk groups or LACP before you conndw Ethernet switch to
avoid causing network topology loops.

System Priority:

The switch with the lowest system priority (and &st/port number if system priority is
the same) becomes the LACP “server”. The LACP ‘s€recontrols the operation of
LACP setup. Enter a number to set the priority mofative port using Link Aggregation
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Control Protocol (LACP). The smaller the numbeeg kigher the priority level.

System ID:
The LACP system ID is the combination of the LAGBtem priority value and the MAC
address of the router.

Administrative Key:
The administrative key defines the ability of atgoraggregate with other ports. A port's
ability to aggregate with other ports is determibgdhese factors:
® Port physical characteristics, such as data ratgled capability, and
point-to-point or shared medium.
® Configuration restrictions that you establish.

Port Priority:
The port priority determines which ports shouldpog in standby mode when there is a
hardware limitation that prevents all compatibletpdrom aggregating.

Default Settings

The default System Priority is 32768.
The default group LACP state is disabled for atiugys.

6.7.2.1. CLI Configuration

Node Command Description
enable show lacp counters | This command displays the LACP counters for the
[GROUP_ID] specific group or all groups.
enable show lacp internal This command displays the LACP internal information
[GROUP _ID] for the specific group or all groups.
enable show lacp neighbor | This command displays the LACP neighbor’s
[GROUP _ID] information for the specific group or all groups.
enable show lacp port_priority This command c digplthe port priority for the LACR.
enable show lacp sys _id This command displaysdtee’a and partner’s system
ID.
configure | lacp (disable | enable) This commandbdésa/ enables the LACP on the
switch.
configure | lacp GROUP_ID This command disables / enables the LACP on the
(disable | enable) specific trunk group.
configure | clear lacp counters This command clears the LACP statistics for the
[PORT _ID] specific port or all ports.
configure | lacp system-priority | This command configures the system priority for the
<1-65535> LACP. Note: The default value is 32768.
configure | no lacp system-priority  This command agurfes the default for the system
priority for the LACP.
interface lacp port_priority This command configures the priority for the specif
<1-65535> port.
Note: The default value is 32768.
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interface no lacp port_priority This command couofis the default for the priority fo
the specific port.
config interface range This command enters the interface configure node.
(fastethernet1/0/ |
gigabitethernet1/0/)
PORTLISTS
if-range lacp port_priority This command configures the priority for the spiecif
<1-65535> ports.
Note: The default value is 32768.
if-range no lacp port_priority This command configsithe default for the priority fo
the specific ports.

6.7.2.2. Web Configuration

LACP Settings
Link Aggregation
StaticTrunk LACP Settings : LACP Info.
LACP Settings
State
System Priority 32768
Group LACP | Group 1 |+ || Disable |+ |
Port Priority From:[- v I~|- ~|: |
Apply
LACP Group Status
Group 1D LACP State
1 Disabled
2 Disabled
3 Disabled
4 Disabled
5 Disabled
6 Disabled

LACP Port Priority Status

Port Priority Port Priority
1 32768 2 32768
32768 4 32768
5 32768 6 32768
Parameter Description
SelectEnable from the drop down box to enable Link Aggregation
State Control Protocol (LACP).

SelectDisableto not use LACP.
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LACP system priority is a number between 1 and &5,5The
switch with the lowest system priority (and lowgstrt number if
system priority is the same) becomes the LACP ‘®&rvThe

System Priority LACP “server” controls the operation of LACP setupnter a
number to set the priority of an active port uskmgk Aggregation
Control Protocol (LACP). The smaller the numbeg thigher the
priority level.

Select a trunk group ID and then select whetheEmable or
Group LACP Disable Group Link Aggregation Control Protocol for thatirik

group.

Port Priority S(—;-Ie_ct a port or a range of ports to configure (ikeir) LACP
priority.

Apply Click Apply to configure the settings.

Refresh Click this to reset the fields to the last setting.

LACP Group Status

Group ID The field identifies the LACP group ID.

LACP State This field displays if the group has LACP enabled.
LACP Port Priority Status

Port The field identifies the port ID.

Priority The field identifies the port's LACP priority.
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LACP Info.
Link Aggregation

staticTrunk VGOEEUTEER LACPInfo. |
LACP Informations

Group ID E ~| [Apply |
Group ID 1
Meighbors Information
System Port
Port Priority System ID Port Age Port State Priority Oper Key
5 1 0000.0000.0000 0 0s 0x45 1 0
7 32768 0005.0202.0839 13 87s 0x05 327658 1
Internal Information
Port Port Priority Admin Key Oper Key Port State
5 32768 1 1 Ox45
7 32768 1 1 Ox0d
Parameter Description
Group ID Select a LACP group that you want to view.

Neighbors Information

Port The LACP member port ID.

LACP system priority is used to determine link aggation group
System Priority (LAG) membership, and to identify this device tdheat switches
during LAG negotiations. (Range: 0-65535; DefaB#768)

System ID The neighbor Switch’s system ID.

Port The direct connected port Id of the neighbor Switch

Age The avgilable time period of the neighbor Switch GRA
information.

Port State The direct connected port’s state of the neighbuatch.

Port Priority The direct connected port’s priority of the neighBavitch.
Oper Key The Oper key of the neighbor Switch.

Internal Information

Port The LACP member port ID.

Port Priority The port priority of the LACP member port.

Admin Key The Admin key of the LACP member port.
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Oper Key The Oper key of the LACP member port.
Port State The port state of the LACP member port.

6.8. Link Layer Discovery Protocol (LLDP)
The Link Layer Discovery Protocol (LLDP) specifiéal this standard allows stations
attached to an IEEE 802® LAN to advertise, to otttations attached to the same IEEE
802 LAN, the major capabilities provided by thetsys incorporating that station, the
management address or addresses of the entitytiiegnhat provide management of
those capabilities, and the identification of th&tien’s point of attachment to the IEEE
802 LAN required by those management entity ottiesti

The information distributed via this protocol iomd by its recipients in a standard
Management Information Base (MIB), making it possilor the information to be
accessed by a Network Management System (NMS) asimgnagement protocol such
as the Simple Network Management Protocol (SNMP).

Default Settings
The LLDP on the Switch is disabled.

Tx Interval . 30 seconds.

Tx Hold : 4 times.

Time To Live : 120 seconds.

Port Status Port Status
1 Enable 2 Enable
3 Enable 4  Enable
5 Enable 6 Enable

6.8.1.  CLI Configuration

Node Command Description
enable show lldp This command displays the LLDHigomations.
enable show lldp neighbor|  This command displaysfathe ports’ neighbor
information.

configure | lldp (disable|enable) This command glybahables / disables the LLDP
function on the Switch.

configure | lldp tx-interval This command configutée interval to transmit the
LLDP packets.
configure | lldp tx-hold This command configures tkénold time which

determines the TTL of the Switch’s message.
(TTL=tx-hold * tx-interval)

interface | lldp-agent This command configures the LLDP agent function.
(disable|enable|rx-on disable — Disable the LLDP on the specific port.
ly|tx-only) enable — Transmit and Receive the LLDP packet en th
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specific port.

tx-only — Transmit the LLDP packet on the speqifart
only.

rx-only — Receive the LLDP packet on the specibetp

config

interface range
(fastethernet1/0/ |
gigabitethernet1/0/)
PORTLISTS

This command enters the interface configure node.

if-range

lldp-agent

This command configures the LLDP agent function.

(disable|enable|rx-on disable — Disable the LLDP on the specific port.

ly|tx-only)

enable — Transmit and Receive the LLDP packet en th
specific port.

tx-only — Transmit the LLDP packet on the speqifart
only.

rx-only — Receive the LLDP packet on the specibetp

6.8.2.

Web Configuration

LLDP Settings

State

Tx Interval

Tx Hold

LLDP

seconds

4 Jiimes

Time To Live 120 seconds

Port

From: To:

State

LLDP Status

Port
1
3
5

Parameter
State

Tx Interval

Tx Hold
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State
Enable
Enable
Enable

Description

Port State
2 Enable
4 Enable
6 Enable

Globally enables / disables the LLDP on the Switch.

Configures the interval to transmit the LLDP pasket

Configures

the tx-hold time which determines theLTdaf the

Switch’s message. (TTL=tx-hold * tx-interval)
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Time To Live The hold time for the Switch’s information.

Port The port range which you want to configure.
State Enables / disables the LLDP on these ports.
LLDP Status
Port The Port ID.
State The LLDP state for the specific port.

LLDP

Settings Neighbor
LLDP Neighbor Information

Port | Al v | [Aeely]
Local Port 2
Remote Port ID 4
Chassis ID 00-0b-04-52-14-20
System Name L2SWITCH

System Description Volktek Corp /MEN5214/5214-000-1.0.7_b1/Oct 16 17:07:21 CST 2013
System Capabilities Bridge/Switch (enabled)
Management Address 192.168.202.144

Time To Live 120 sec(s)
Parameter Description
Port Select the port(s) which you want to display thet'pmeighbor
information.
Local Port The local port ID.

Remote Port ID The connected port ID.

Chassis ID The neighbor’s chassis ID.

System Name The neighbor’s system name.
System Descriptior The neighbor’s system description.

System Capabilitie: The neighbor’s capability.

Management i ,
Address The neighbor’s management address.
Time To Live The hold time for the neighbor’s information.
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6.9. Loop Detection
Loop detection is designed to handle loop problemghe edge of the network. This can
occur when a port is connected to a Switch that & loop state. Loop state occurs as a
result of human error. It happens when two porta switch are connected with the same
cable. When a switch in loop state sends out besidoessages the messages loop back
to the switch and are re-broadcast again and agaising a broadcast storm.

The loop detection function sends probe packetodgierlly to detect if the port connect
to a network in loop state. The Switch shuts dovpos if the Switch detects thptobe
packets loop back to the same port of the Switch.

Loop Recovery:
When the loop detection is enabled, the Switch g8ihd one probe packets evémp
seconds and then listen this packet. If it recethespacket at the same port, the Switch
will disable this port. After the time periodgcovery timethe Switch will enable this

port and do loop detection again.

The Switch generates syslog, internal log messag@gll as SNMP traps when it shuts
down a port via the loop detection feature.

>

6.9.1. CLI Configuration
Node Command Description
enable show loop-detection This command displag<tiirent loop detectio
configurations.

configure | loop-detection (disable | This command disables / enables the loop
enable) detection on the switch.

configure | loop-detection address| This command configures the destination MAC
MACADDR for the loop detection special packets.

configure | no loop-detection This command configures the destination MAC
address to default (00:0b:04:AA:AA:AB).

interface | loop-detection (disable||[This command disables / enables the loop
enable) detection on the port.

interface | no shutdown This command enables the ppa@dn unblock

port blocked by loop detection.

interface | loop-detection recovery This command enables / disables the recovery
(disable | enable) function on the port.

interface | loop-detection recovery This command configures the recovery period
time VALUE time.

config interface range This command enters the interface configure
(fastethernetl/0/ | node.
gigabitethernet1/0/)
PORTLISTS

if-range loop-detection (disable|| This command disables / enables the loop
enable) detection on the ports.
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if-range loop-detection recovery This command enables / disables the recovery
(disable | enable) function on the port.

if-range loop-detection recovery This command configures the recovery period
time VALUE time.

Example:

L2SWITCH(config)#loop-detection enable
L2SWITCH(config)#interface 1/0/1
L2SWITCH(config-if)#loop-detection enable

6.9.2. Web Configuration

Loop Detection

Loop Detection Settings

sute
MAC Address |00:Ub:04:aa:aa:ab |
Port State Action Loop Recovery Recovery Time (min)
From: |1 ¥| To:|1 v| |Disable v |  |None |v| |Enable v| 1 | (Range: 1-60)
Port State Status Loop Recovery Recovery Time (min)

1 Dizabled MNorral Enabled 1

2 Disabled Mormal Enabled 1

3 Disabled Mormal Enabled 1

4 Disabled MNormal Enabled 1

5 Disabled MNormal Enabled 1

6 Disabled MNormal Enabled 1
Parameter Description
State Select this option to enable loop guard on the Swit

Enter the destination MAC address the probe packiitbe sent to.
MAC Address . .
If the port receives these same packets the pdrbevshut down.

Port Select a port on which to configure loop guard @cton.
State SelectEnableto use the loop guard feature on the Switch.
Loop SelectEnable to reactivate the port automatically after the geated
Recovery recovery time has passed.
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Recovery Specify the recovery time in minutes that the Shvitdll wait before

Time reactivating the port. This can be between 1 tmétutes.

Apply Click Apply to save your changes to the Switch.

Refresh Click Refreshto begin configuring this screen afresh.

Loop Guard

Status

Port This field displays a port number.

State This field displays if the loop guard feature isabled.

Status This field displays if the port is blocked.

Ili%?:%very This field displays if the loop recovery featureeigabled.

'Ing(raan\Zan% ) This field displays the recovery time for the laegovery feature.
6.10. Modbus

MODBUS TCP supports different types of data forrfat reading. The primary four
types of them are:

=

Data Access Type Function | Function Name Note
Code

Bit access Physical Discrete | 2 Read Discrete Inputs| Not suppad
Inputs now
Internal Bits or 1 Read Coils Not support
Physical now
Coils

Word access| Physical Input 4 Read Input Registers

(16-bit Registers

access) Physical Output 3 Read Holding Not support
Registers Registers now

MODBUS Data Map and Information Interpretation of | E Switches

MODBUS base address of switches is 1001(decimalféimction Code 4.
Address Offset | Data Type | Interpretation | Description

System Information

0x0000 1 word HEX Vendor ID = 0x0b04

0x0001 16 words ASCII Vendor Name = “ABC.”

Word 0 Hi byte =V’

Word 0 Lo byte = ‘0’

Word 1 Hi byte =T’
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Word 1 Lo byte ="'k’
Word 2 Hi byte = ‘t’
Word 2 Lo byte = ‘e’
Word 3 Hi byte = 'k’
Word 3 Lo byte =*"’
Word 4 Hi byte =‘C’
Word 4 Lo byte = ‘0’
Word 5 Hi byte = ‘r’
Word 5 Lo byte =‘p’
Word 6 Hi byte ="'
Word 6 Lo byte = \0’
0x0020 16 words ASCII Product Name = “SWITCH”
Word 0 Hi byte = ‘I’
Word 0 Lo byte = ‘N’
Word 1 Hi byte = ‘S’
Word 1 Lo byte ="~
Word 2 Hi byte =8’
Word 2 Lo byte =5’
Word 3 Hi byte =2’
Word 3 Lo byte =8’
Word 4 Hi byte = \0’
Word 4 Lo byte =\0’
0x0040 7 words Product Serial Number
Ex: Serial No=A000000000001
0x0050 12 words ASCII Firmware Version8528-000-1.1.0.b1”
Word 0 Hi byte = ‘8’
Word 0 Lo byte ='5’
Word 1 Hi byte =2’
Word 1 Lo byte =8’
Word 2 Hi byte = *-’
Word 2 Lo byte =0’
Word 3 Hi byte = ‘0’
Word 3 Lo byte =0’
Word 4 Hi byte =~
Word 4 Lo byte =1’
Word 5 Hi byte ="
Word 5 Lo byte =1’
Word 6 Hi byte ="
Word 6 Lo byte =0’
Word 7 Hi byte =’
Word 7 Lo byte ='b’
Word 8 Hi byte =1’
Word 8 Lo byte =\0’
0x0060 16 words ASCII Firmware Release Dat&4dn Sep 30 18:51:45
2013
0x0070 3 words HEX Ethernet MAC Address
Ex: MAC = 00-01-02-03-04-05
Word 0 Hi byte =0 x 00
Word 0 Lo byte =0 x 01
Word 1 Hi byte = 0 x 02
Word 1 Lo byte =0 x 03
Word 2 Hi byte = 0 x 04
Word 2 Lo byte =0 x 05
0x0080 1 word HEX Power 1(PWR)
0x0000: Off
0x0001: On
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0x0081 1 word HEX Power 2(RPS)
0x0000: Off
0x0001: On
0x0090 1 word HEX Fault LED Status
0x0000: No
0x0001: Yes
Port Information
0x0100 to 1 word HEX Port 1 to 10 Link Status
0x0109 0x0000: Link down
0x0001: 10M-Full-FC_ON (FC: Flow Control)
0x0002: 10M-Full-FC_OFF
0x0003: 10M-Half-FC_ON
0x0004: 10M-Half-FC_OFF
0x0005: 100M-Full-FC_ON
0x0006: 100M-Full-FC_OFF
0x0007: 100M-Half-FC_ON
0x0008: 100M-Half-FC_OFF
0x0009: 1000M-Full-FC_ON
0x000A: 1000M-Full-FC_OFF
0x000B: 1000M-Half-FC_ON
0x000C: 1000M-Half-FC_OFF
OxFFFF: No port
0x0200 to 20 words ASCII Port 1 to 10 Description
0x0213 (port 1) Port Description = “100TX,RJ45.” Or
0x0220 to “1000TX,SFP.”
0x0233 (port 2) Word 0 Hi byte = ‘1’
Word 0 Lo byte =0’
0x0320 to Word 1 Hi byte =0’
0x0333 (port 10) Word 1 Lo byte =T’
Word 4 Hi byte = ‘4’
Word 4 Lo byte =5’
Word 5 Hi byte ="
Word 5 Lo byte = \0’
0x0400 to 2 words HEX Port 1 to 10 Tx Packets
0x0413 (port 1 to Ex: port 1 Tx Packet Amount = 0x87654321
10) Word 0 =8765
Word 1 = 4321
0x0440 to 2 words HEX Port 1 to 10 Rx Packets
0x0453 (port 1 to Ex: port 1 Rx Packet Amount = 0x123456
10) Word 0 = 0012
Word 1 = 3456
0x0480 to 2 words HEX Port 1 to 10 Tx Error Packets
0x0493 (port 1 to Ex: port 1 Tx Error Packet Amount = 0x8765432
10) Word 0 =8765
Word 1 = 4321
0x04CO0 to 2 words HEX Port 1 to 10 Rx Error Packets
0x04D3 (port 1 to Ex: port 1 Rx Error Packet Amount = 0x123456
10) Word 0 = 0012
Word 1 = 3456
Redundancy & Ring Information
0x0500 1 word HEX Redundancy Protocol
0x0000 : none
0x0001 : Xpress-ring
0x0002 :
0x0003 : MSTP
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0x0510 1 word HEX Role of Xpress-ring of the Switch
0x0000 : none

0x0001 : arbiter

0x0002 : forwarder

0x0511 to 1 word HEX Port Role of Xpress-ring
0x051A (port 1 to 0x0000 : none
10) 0x0001 : primary port(port-1) of arbiter

0x0002 : secondary port(port-2) of arbiter
0x0003 : ring port of forwarder

0x0530 to 1 word HEX Port Status of Xpress-ring
0x0539 (port 1 to 0x0000 : none ( not Xpress-ring port)
10) 0x0001 : link down

0x0002 : forwarding
0x0003 : blocking

6.10.1. CLI Configuration

Node Command Description
enable show modbus This command displays the duvtedbus
configurations.
configure | modbus This command disables / enables the Modbus on|the
(disable|enable) switch.

6.10.2. Web Configuration

Modbus
State Disahle
Parameter Description
State Select this option to enable / disable the Modbuthe Switch.
Apply Click Apply to save your changes to the Switch.
Refresh Click Refresh to begin configuring this screen slifre
6.11.STP

(R)STP detects and breaks network loops and previdekup links between switches,
bridges or routers. It allows a Switch to interagh other (R)STP compliant switches in
the network to ensure that only one path existedset any two stations on the network.

The Switch supports Spanning Tree Protocol (STB)Repid Spanning Tree Protocol
(RSTP) as defined in the following standards.

® |EEE 802.1D Spanning Tree Protocol

® |EEE 802.1w Rapid Spanning Tree Protocol
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The Switch uses IEEE 802.1w RSTP (Rapid Spannirg Rrotocol) that allows faster
convergence of the spanning tree than STP (whsle la¢ing backwards compatible with
STP-only aware bridges). In RSTP, topology chamdermation is directly propagated
throughout the network from the device that gemsrdhe topology change. In STP, a
longer delay is required as the device that caagepology change first notifies the root
bridge and then the root bridge notifies the nekwBioth RSTP and STP flush unwanted
learned addresses from the filtering database.

o In STP, the port states are Blocking, Listeningaroéng, Forwarding.

0 In RSTP, the port states are Discarding, Learrang, Forwarding.

Notes:In this document, “STP” refers to both STP and RST

STP Terminology
® The root bridge is the base of the spanning tree.
® Path cost is the cost of transmitting a frame @ntdAN through that port. The
recommended cost is assigned according to the gifekd link to which a port
is attached. The slower the media, the higher tise c

LINK RECOMMENDED |RECOMMENDED |ALLOWED

SPEED VALUE RANGE RANGE
Path Cost 4Mbps 250 100 to 1000 1 to 65535
Path Cost 10Mbps 100 50 to 600 1 to 65535
Path Cost 16Mbps 62 40 to 400 1 to 65535
Path Cost 100Mbps 19 10 to 60 1to 65535
Path Cost 1Gbps 4 3to 10 1to 65535
Path Cost 10Gbps 2 1to5 1to 65535

® On each bridge, the bridge communicates with tlo¢ tlirough the root port.
The root port is the port on this Switch with tlevést path cost to the root (the
root path cost). If there is no root port, therstBwitch has been accepted as
the root bridge of the spanning tree network.

® For each LAN segment, a designated bridge is ssledthis bridge has the
lowest cost to the root among the bridges conneotéok LAN.

Forward Time (Forward Delay):

This is the maximum time (in seconds) the Switch wait before changing states.
This delay is required because every switch mustive information about topology
changes before it starts to forward frames. Intamidieach port needs time to listen
for conflicting information that would make it retuto a blocking state; otherwise,

temporary data loops might result. The allowed eaisgl to 30 seconds.

Max Age:

This is the maximum time (in seconds) the Switch @ait without receiving a

BPDU before attempting to reconfigure. All Switcbr{s (except for designated
ports) should receive BPDUs at regular intervalsly Aort that ages out STP
information (provided in the last BPDU) becomes thesignated port for the
attached LAN. If it is a root port, a new root pixriselected from among the Switch
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ports attached to the network. The allowed ran@etes40 seconds.

Hello Time:
This is the time interval in seconds between BPBddge Protocol Data Units)
configuration message generations by the root hwitbe allowed range is 1 to 10
seconds.

PathCost:
Path cost is the cost of transmitting a frame om toAN through that port. It is
recommended to assign this value according to pleed of the bridge; the slower
the media, the higher the cost.

How does STP work?

After a bridge determines the lowest cost-spantrieg with STP, it enables the root port
and the ports that are the designated ports fonexiad LANS, and disables all other
ports that participate in STP. Network packets therefore only forwarded between
enabled ports, eliminating any possible networkpo

STP-aware switches exchange Bridge Protocol Daits WBPDUS) periodically. When
the bridged LAN topology changes, a new spanniag ts constructed. Once a stable
network topology has been established, all bridiggen for Hello BPDUs (Bridge
Protocol Data Units) transmitted from the root gadIf a bridge does not get a Hello
BPDU after a predefined interval (Max Age), thedige assumes that the link to the root
bridge is down. This bridge then initiates negatiad with other bridges to reconfigure
the network to re-establish a valid network topglog

802.1D STP

The Spanning Tree Protocol (STP) is a link layetwoek protocol that ensures a
loop-free topology for any bridged LAN. It is based an algorithm invented by Radia
Perlman while working for Digital Equipment Corpboam. In the OSI model for
computer networking, STP falls under the OSI |a&3eBpanning tree allows a network
design to include spare (redundant) links to prevadtomatic backup paths if an active
link fails, without the danger of bridge loops,tbe need for manual enabling/disabling
of these backup links. Bridge loops must be avoidechuse they result in flooding the
network.

The Spanning Tree Protocol (STP) is defined inlBteE Standard 802.1D. As the name
suggests, it creates a spanning tree within a meskork of connected layer-2 bridges
(typically Ethernet switches), and disables thasesIthat are not part of the tree, leaving
a single active path between any two network nodes.

STP switches port states:
® Blocking - A port that would cause a switching lpow user data is sent or
received but it may go into forwarding mode if thider links in use were to
fail and the spanning tree algorithm determinespibet may transition to the
forwarding state. BPDU data is still received indiing state.
® Listening - The switch processes BPDUs and awaissiple new information
that would cause it to return to the blocking state
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® |earning - While the port does not yet forward femn(packets) it does learn
source addresses from frames received and addstthta filtering database
(switching database)

® Forwarding - A port receiving and sending data,nmedroperation. STP still
monitors incoming BPDUs that would indicate it slibreturn to the blocking
state to prevent a loop.

® Disabled - Not strictly part of STP, a network adisirator can manually
disable a port

802.1w RSTP
In 1998, the IEEE with document 802.1w introducedesolution of the Spanning Tree
Protocol: Rapid Spanning Tree Protocol (RSTP), wipovides for faster spanning tree
convergence after a topology change. Standard IBEE1D-2004 now incorporates
RSTP and obsoletes STP. While STP can take 30 s®&@nds to respond to a topology
change, RSTP is typically able to respond to chemgthin a second.
RSTP bridge port roles:
® Root - A forwarding port that is the best port froNobn-rootbridge to
Rootbridge
® Designated - A forwarding port for every LAN segrhen
® Alternate - An alternate path to the root bridgeisTpath is different than using
the root port.
® Backup - A backup/redundant path to a segment whaother bridge port
already connects.
® Disabled - Not strictly part of STP, a network adisirator can manually
disable a port
Edge Port:
They are attached to a LAN that has no other bsdgttached. These edge ports
transition directly to the forwarding state. RST# sontinues to monitor the port for
BPDUs in case a bridge is connected. RSTP can kasoonfigured to automatically
detect edge ports. As soon as the bridge detdBBDdJ coming to an edge port, the port
becomes a non-edge port.

Forward Delay:
The range is from 4 to 30 seconds. This is the mari time (in seconds) the root device
will wait before changing states (i.e., listeniogéarning to forwarding).

Transmission Limit:

This is used to configure the minimum interval betw the transmission of consecutive
RSTP BPDUs. This function can only be enabled iTR&ode. The range is from 1 to
10 seconds.

Hello Time:
Set the time at which the root switch transmit®@afiguration message. The range is
from 1 to 10 seconds.

Bridge priority:
Bridge priority is used in selecting the root devicoot port, and designated port. The
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device with the highest priority becomes the STét idevice. However, if all devices have
the same priority, the device with the lowest MAdtigess will become the root device.

Port Priority:

Set the port priority in the switch. Low numericlu@ indicates a high priority. A port
with lower priority is more likely to be blocked ISTP if a network loop is detected. The
valid value is from O to 240.

Path Cost:
The valid value is from 1 to 200000000. Higher quaths are more likely to be blocked
by STP if a network loop is detected.

BPDU Guard

This is a per port setting. If the port is enabledPDU guard and receive any BPDU,
the port will be set to disable to avoid the eearvironments. User must enable the port
by manual.

BPDU Filter

It is a feature to filter sending or receiving BP®0n a switch port. If the port receives
any BPDUs, the BPDUs will be dropped. If both of ®PDU filter and BPDU guard are
enabled, the BPDU filter has the high priority.

Notice:
If both of the BPDU filter and BPDU guard are erblthe BPDU filter has the high
priority.

Root Guard

The Root Guard feature forces an interface to becandesignated port to prevent
surrounding switches from becoming a root switchother words, Root Guard provides
a way to enforce the root bridge placement in teewvark. The Root Guard feature
prevents a Designated Port from becoming a Rodt Par port on which the Root Guard
feature receives a superior BPDU, it moves the maid a root-inconsistent state
(effectively equal to a listening state), thus ntaiming the current Root Bridge status.
The port can be moved to forwarding state if noesigp BPDU received by this port for
three hello times.

Default Settings

STP/RSTP . disabled.
STP/RSTP mode : RSTP.
Forward Time : 15 seconds.
Hello Time . 2 seconds.
Maximum Age : 20 seconds.
System Priority : 32768.
Transmission Limit : 3 seconds.
Per port STP state : enabled.
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Per port Priority

1128

Per port Edge port . disabled.
Per port BPDU filter  : disabled.
Per port BPDU guard : disabled.

Per port BPDU Root guard: disabled.

Per port Path Cost

: depend on port link speed.
Example: Bandwidth -> STP Port Cost Value

10 Mbps -> 100
100 Mbps-> 19

1Gbps >4
10 Gbps ->2

6.11.1. CLI Configuration

Node Command Description

enable show spanning-tree | This command displays the spanning tree
active information for only active port(s)

enable show spanning-tree | This command displays the spanning tree
blockedports information for only blocked port(s)

enable show spanning-tree | This command displays the spanning tree
port detail PORT_ID | information for the interface port.

enable show spanning-tree | This command displays the spanning tree
statistics PORT _ID information for the interface port.

enable show spanning-tree | This command displays the summary of port states
summary and configurations

enable clear spanning-tree | This command clears spanning-tree statistics for al
counters ports.

enable clear spanning-tree | This command clears spanning-tree statistics for a
counters PORT _ID specific port.

configure | spanning-tree (disable This command disables / enables the spanning tree
enable) function for the system.

configure | spanning-tree This command configures the bridge times
algorithm-timer (forward-delay,max-age,hello-time).
forward-time TIME
max-age TIME
hello-time TIME

configure | no spanning-tree This command configures the default values for
algorithm-timer forward-time & max-age & hello-time.

configure | spanning-tree This command configures the bridge forward delay
forward-time <4-30> | time (sec).

configure | no spanning-tree This command configures the default values for
forward-time forward-time.

configure | spanning-tree This command configures the bridge hello time
hello-time <1-10> (sec).

configure | no spanning-tree This command configures the default values for
hello-time hello-time.

configure | spanning-tree max-age This command cordgthe bridge message
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the

STP

STP

<6-40> max-age time (sec).
configure | no spanning-tree This command configures the default values for
max-age max-age time.
configure | spanning-tree mode | This command configures the spanning mode.
(rstp|stp)
configure | spanning-tree pathcosiThis command configures the pathcost method.
method (short|long)
configure | spanning-tree priority| This command configures the priority for the
<0-61440> system.
configure | no spanning-tree This command configures the default values for
priority system priority.
interface | spanning-tree This command configures enables/disables the |
(disable|enable) functions for the specific port.
interface | spanning-tree This command configures enables/disables the
bpdufilter bpdufilter function for the specific port.
(disable|enable)
interface | spanning-tree This command configures enables/disables the
bpduguard bpduguard function for the specific port.
(disable|enable)
interface | spanning-tree This command enables/disables the BPDU Root
rootguard guard port setting for the specific port.
(disable|enable)
interface | spanning-tree This command enables/disables the edge port
edge-port setting for the specific port.
(disable|enable)
interface | spanning-tree cost | This command configures the cost for the specif
VALUE port.
Cost range:
16-bit based value range 1-65535,
32-bit based value range 1-200000000.
interface | no spanning-tree cost This command cordigthe path cost to default
for the specific port.
interface | spanning-tree This command configures the port priority for the
port-priority <0-240> | specific port.
Default: 128.
interface | no spanning-tree This command configures the port priority to
port-priority default for the specific port.
config interface range This command enters the interface configure no
(fastethernet1/0/ |
gigabitethernet1/0/)
PORTLISTS
if-range | spanning-tree This command configures enables/disables the |
(disable|enable) functions for the specific port.
if-range | spanning-tree This command configures enables/disables the
bpdufilter bpdufilter function for the specific port.
(disable|enable)
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if-range | spanning-tree This command configures enables/disables the
bpduguard bpduguard function for the specific port.
(disable|enable)
if-range | spanning-tree This command enables/disables the BPDU Root
rootguard guard port setting for the specific port.
(disable|enable)
if-range | spanning-tree This command enables/disables the edge port
edge-port setting for the specific port.
(disable|enable)
if-range | spanning-tree cost | This command configures the cost for the specif
VALUE port.
Cost range:
16-bit based value range 1-65535,
32-bit based value range 1-200000000.
if-range | no spanning-tree cost  This command condigithe path cost to default
for the specific port.
if-range | spanning-tree This command configures the port priority for the
port-priority <0-240> | specific port.
Default: 128.
if-range | no spanning-tree This command configures the port priority to
port-priority default for the specific port.
6.11.2. Web Configuration
General Settings
Spanning Tree Protocol
Port Parameters STP Status
State Disable ¥ |
Mode RSTP v |

Bridge Parameters

Forward Delay 15 {Range; 4-30)
Max Age 20 (Range:6-40) Relationships:
2*(Forward Delay-1) >= Max Age
Hello Time 2 {Range:1-10) Max Age >= 2*(Heilo Time+1)
Priority 32768 (Range 0-651440)
Pathcost Method Short v
| Apply | | Refresh |
Parameter Description
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State

Mode

Forward
Time

Max Age

Hello Time

Priority

Pathcost

Select Enabled to use Spanning Tree Protocol (STP) or Rapid
Spanning Tree Protocol (RSTP).

Select to use either Spanning Tree Protocol (STHRapid Spanning
Tree Protocol (RSTP).

This is the maximum time (in seconds) the Switcl wait before
changing states. This delay is required becausey esgitch must
receive information about topology changes befostarts to forward
frames. In addition, each port needs time to listen conflicting
information that would make it return to a blockietate; otherwise,
temporary data loops might result. The allowed eamg 4 to 30
seconds.

This is the maximum time (in seconds) the Switch eait without
receiving a BPDU before attempting to reconfiguk#. Switch ports
(except for designated ports) should receive BPDdfisregular
intervals.

Any port those ages out STP information (providedhe last BPDU)
becomes the designated port for the attached LAINid a root port, a
new root port is selected from among the Switchgattached to the
network. The allowed range is 6 to 40 seconds.

This is the time interval in seconds between BPBddge Protocol
Data Units) configuration message generations bydot switch. The
allowed range is 1 to 10 seconds.

Priority is used in determining the root switchotrport and designated
port. The switch with the highest priority (lowestimeric value)
becomes the STP root switch. If all switches hdwe dame priority,
the switch with the lowest MAC address will thencbme the root
switch.

Enter a value from 0~61440.

The lower the numeric value you assign, the higherpriority for this
bridge.

Priority determines the root bridge, which in taetermines the Root
Hello Time, Root Maximum Age and Root Forwardingdye

Path cost is the cost of transmitting a frame oa tcAN through that
port. It is recommended to assign this value adngrtb the speed of
the bridge. The slower the media, the higher tts.co

Port Parameters
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Spanning Tree Protocol

General Settings _ STP Status
Port Active E:ﬂ: Priority Edge Port BPDU Filter gs:‘fi guogg
From:|1 % |To:|1 | |Enable v|[250 |[128 | |Disable v ||Disable w ||Disable v ||Disable v
Port  Active Role Status Path Cost  Priority = Edge Port EEE:’[I gs;lj gs:’:;
1 Enabled Naone Discarding 250 128 Disabled Disabled Disabled Disabled
2 Enabled MNone Discarding 250 128 Disabled Disabled Disabled Disabled
3 Enabled Naone Discarding 250 128 Disabled Disabled Disabled Disabled
4 Enabled Naone Discarding 250 128 Disabled Disabled Disabled Disabled
5 Enabled Naone Discarding 250 128 Disabled Disabled Disabled Disabled
6 Enabled MNone Discarding 250 128 Disabled Disabled Disabled Disabled
Parameter Description
Port Selects a port that you want to configure.
Active Enables/Disables the spanning tree function fosfreific port.
Path Cost Configures the path cost for the specific port.
Priority Configures the priority for the specific port.
Edge Port Configures the port type for the specific port. Eadg Non-Edge.
BPDU Filter Enables/Disables the BPDU filter function for thpesific port.
BPDU Guard Enables/Disables the BPDU guard function for thecsj port.
Enables/Disables the BPDU root guard function & $pecific
ROOT Guard g P

Port Status

Active
Role
Status

Path Cost
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port.

The state of the STP function.

The port role. Should be one of the Alternated &ibeated /
Root / Backup / None.

The port’s status. Should be one of the DiscardiBgpcking /
Listening / Learning / Forwarding / Disabled.

The port’s path cost.
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Priority The port’s priority.

Edge Port The state of the edge function.

BPDU Filter The state of the BPDU filter function.

BPDU Guard The state of the BPDU guard function.
ROOT Guard The state of the BPDU Root guard function.

STP Status
Spanning Tree Protocol
STP Status
MAC Address Priority Max Age Hello Time Forward Delay
00:03:09:02:08:18 32768 20 2 15
MAC Address Priority Max Age | Hello Time F%r:::;d Path Cost  Root Port
00-03:09:02:08:18 32768 20 2 15 0 0
Parameter Description

Current Root Status

MAC address This is the MAC address of the root bridge.

Root refers to the base of the spanning tree (the radgé). This
Priority field displays the root bridge’s priority. This Seh may also be the
root bridge.
This is the maximum time (in seconds) the Switch wait without
receiving a configuration message before attemgtngconfigure.
This is the time interval (in seconds) at which tiw®t switch
Hello Time transmits a configuration message. The root bragermines Hello
Time, Max Age and Forwarding Delay.
This is the time (in seconds) the root switch widlit before changing
states.

MAX Age

Forward Delay

Current Bridge Status

MAC address This is the MAC address of the current bridge.

Priority is used in determining the root switch,otroport and

ety designated port. The switch with the highest piyofiowest numeric
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value) becomes the STP root switch. If all switchese the same
priority, the switch with the lowest MAC addressliwhen become
the root switch.

Priority determines the root bridge, which in tuetermines the Root
Hello Time, Root Maximum Age and Root Forwardingdye

This is the maximum time (in seconds) the Switch wait without
receiving a BPDU before attempting to reconfiguki.Switch ports
(except for designated ports) should receive BPAtsregular
intervals.

MAX Age Any port those ages out STP information (providethe last BPDU)
becomes the designated port for the attached LANid a root port,
a new root port is selected from among the Switatispattached to
the network.
. This is the time interval in seconds between BPBUdge Protocol
Hello Time

Data Units) configuration message generations éydbt switch.
This is the maximum time (in seconds) the Switch wait before
changing states. This delay is required becausey esxeitch must
receive information about topology changes befdrestarts to
forward frames. In addition, each port needs timelisten for
conflicting information that would make it returo & blocking state;
otherwise, temporary data loops might result.

Path cost is the cost of transmitting a frame oa kAN through that
Path Cost port. It is recommended to assign this value agogrtb the speed of
the bridge. The slower the media, the higher tts.co

This is the number of the port on the Switch thirowghich this
Switch must communicate with the root of the Spagriree.

6.12. Xpress Ring

Forward Delay

Root Cost

The Xpress-Ring is a fast-acting, self-healing riegovery technology that enables
networks to recover from link failure within 10ms.

Fast Link Recovery and Ring Redundancy are impobrteatures for increasing the
reliability of non-stop systems.

If the network is planned correctly with an arbi&witch and ring ports, the network will
recover from any segment failure within a very slione.

There are two roles (Forwarder and Arbiter) of 8witch in the Xpress-Ring. There is
one and only one Switch is the Arbiter Switch amel dthers are the forwarder Switch.

One of the ring ports of the Arbiter Switch will Bet to blocking state. When one of the
ring connections is broken, the blocked port wdldet to forwarding state.

Default Settings
Xpress-Ring Configurations:
The global Xpress Ring state is:Disabled.
Ring 1: State : Disabled.
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Destination MAC : 01:80:c2:ff:ff:fO.

Role : Forwarder.
Primary Port -1
Secondary Port 2.

Ring 2: State : Disabled.
Destination MAC : 01:80:c2:ff:ff:f1.
Role : Forwarder.
Primary Port . 3.

Secondary Port 4.

6.12.1. CLI Configuration

Node Command Description
enable show xpress-ring This command displays uheist Xpress-Ring
configurations.
config Xpress-ring This command enables/disables the Xpress-Ring
(disable|enable) on the Switch.
config Xpress-ring ring This command enables/disables the ring on the

(RING1|RING?2) state | Switch.
(disable|enable)

config Xpress-ring ring This command configures the last byte of the
(RING1|RING2) destination MAC for the ring on the Switch.
last-byte-destination-mac
VALUE

config Xpress-ring ring This command configures the role

(RING1|RING2) role (forwarder/arbiter) for the ring on the Switch.
(forwarder|arbiter)

config Xpress-ring ring This command configures the primary port for the
(RING1|RING2) ring on the Switch.
primary-port PORTID

config Xpress-ring ring This command configures the secondary port for
(RING1|RING2) the ring on the Switch.

secondary-port PORTID
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6.12.2. Web Configuration

Xpress Ring

Xpress Ring Settings
Global State :

Ring1 Ring2
Destination MAC (Last byte) lII
Secondary Port
Apply
Xpress Ring Status
Ring1 Ring2
State Enabled Enabled
Destination MAC 01:80:c2:ATT:10 01:80:c2:MTM
Role Forwarder Forwarder
Primary Port 1 (Mo connection) 3 (No connection)
Secondary Port 2 (No connection) 4 (No connection)
Parameter Description

Current Root Status

Global State Enables/Disable the global Xpress ring function.

State Enables / Disables the ring state.

Destination . o .
MAC(Last byte) Configures the last byte of the destination MACtfwe ring.
Role Configures the role for the ring.

Primary Port Configures the primary port for the ring.

Secondary Port Configure the secondary port for the ring.
Xpress Ring Status

State The current state of the ring.

Destination MAC  The destination MAC for the ring.

Role The current role of the ring.
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Primary Port The current primary port and its status.

Secondary Port The current secondary port and its status.

Notices

GIGAMED:A

An Xpress Ring can have one Arbiter only.

A Switch can join one or two Xpress Ring.

Every Switch can be a Forwarder or Arbiter in ame§s Ring.

The two adjacent Xpress Rings should not use a sastenation multicast MAC.
If you want to enable the STP(RSTP) and Xpress Bmg Switch, you should
disable the STP (RSTP) on the Xpress Ring’s membes.

If you want to enable the Loop Detection and XpiRssy on a Switch, you
should disable the Loop Detection on the XpresgRimember ports.

If you want to enable the Broadcast Storm and XpRiag on a Switch, you
should disable the Broadcast Storm on the Xpresg'®member ports.

If there are old devices (for example: INS-803A)dm the Xpress-Ring, they
can join as a forwarder only.
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7. Security

7.1. IP Source Guard
IP Source Guard is a security feature that resttiettraffic on untrusted Layer 2 ports by
filtering traffic based on the DHCP snooping birglolatabase or manually configured IP
source bindings. This feature helps prevent IP spg@ttacks when a host tries to spoof
and use the IP address of another host. Any IHdredming into the interface with a
source IP address other than that assigned (viaMDBiCstatic configuration) will be
filtered out on the u-trusted Layer 2 ports.

The IP Source Guard feature is enabled in comlnatith the DHCP snooping feature
on untrusted Layer 2 interfaces. It builds and na@ns an IP source binding table that is
learned by DHCP snooping or manually configuredtistiP source bindings). An entry
in the IP source binding table contains the IP esland the associated MAC and VLAN
numbers. The IP Source Guard is supported on L2yenrts only, including access and
trunk ports.

The IP Source Guard features include below funstion
1. DHCP Snooping.
2. DHCP Binding table.
3. ARP Inspection.
4. Blacklist Filter. (arp-inspection mac-filter table)

7.1.1. DHCP Snooping
DHCP snooping is a DHCP security feature that mlesinetwork security by filtering
un-trusted DHCP messages and by building and niaingga DHCP snooping binding
database, which is also referred to as a DHCP sngdyinding table.

DHCP snooping acts like a firewall between un-gdgtosts and DHCP servers. You can
use DHCP snooping to differentiate between un-#dishterfaces connected to the end
user and trusted interfaces connected to the DHGRISOr another switch.

The DHCP snooping binding database contains the N#@ress, the IP address, the
lease time, the binding type, the VLAN number, ahd interface information that
corresponds to the local un-trusted interfacesfiéch.

When a switch receives a packet on an un-trustedface and the interface belongs to a
VLAN in which DHCP snooping is enabled, the switcbmpares the source MAC
address and the DHCP client hardware address.difeases match (the default), the
switch forwards the packet. If the addresses danatth, the switch drops the packet.

The switch drops a DHCP packet when one of theégatgins occurs:

® A packet from a DHCP server, such as a DHCPOFFERGPACK, DHCPNAK, or
DHCPLEASEQUERY packet, is received from the untedgort.

® A packet is received on an un-trusted interfacd,tae source MAC address and the
DHCP client hardware address do not match anyeo€tirent bindings.

Use DHCP snooping to filter unauthorized DHCP p&cka the network and to build the
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binding table dynamically. This can prevent cliefitsm getting IP addresses from
unauthorized DHCP servers.

Trusted vs. Untrusted Ports

Every port is either a trusted port or an untrugted for DHCP snooping. This setting is
independent of the trusted/untrusted setting foPARSpection. You can also specify the
maximum number for DHCP packets that each porstgd or untrusted) can receive
each second.

Trusted ports are connected to DHCP servers o atlvéches. The Switch discards
DHCP packets from trusted ports only if the ratavhtch DHCP packets arrive is too
high. The Switch learns dynamic bindings from tedsports.

Note: The Switch will drop all DHCP requests if you el®HCP snooping and there
are no trusted ports.

Untrusted ports are connected to subscribers. Witels discards DHCP packets from
untrusted ports in the following situations:
® The packet is a DHCP server packet (for exampldsEDE ACK, or NACK).
® The source MAC address and source IP address paitieet do not match any
of the current bindings.
® The packet is a RELEASE or DECLINE packet, andgberce MAC address
and source port do not match any of the currerdibgs.
® The rate at which DHCP packets arrive is too high.

DHCP Snooping Database

The Switch stores the binding table in volatile noeyn If the Switch restarts, it loads
static bindings from permanent memory but losesdyramic bindings, in which case
the devices in the network have to send DHCP rag@agmin.

Configuring DHCP Snooping
Follow these steps to configure DHCP snooping enSWwitch.
1. Enable DHCP snooping on the Switch.
2. Enable DHCP snooping on each VLAN.
3. Configure trusted and untrusted ports.
4. Configure static bindings.

Note:
The Switch will drop all DHCP requests if you er@BIHCP snooping and there are
no trusted ports.
If the port link down, the entries learned by thast in the DHCP snooping binding
table will be deleted.
You must enable the global DHCP snooping and DH@#dSing for vian first.
The main purposes of the DHCP Snooping are:
1. Create and maintain a binding table for ARP Ingpadunction
2. Filter the DHCP server’s packets that the DHCPeeconnects to a un-trust
port.
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DHCP Snooping

9 1l 3 15 7 19 2 23 !
o b 2 22 24

3 25 26 23 26
DHCP Client ks DHCP Server-2 \5 DHCP Server-1
= s

The DHCP server connected to an un-trusted porbweifiltered.

Default Settings
The DHCP snooping on the Switch is disabled.
The DHCP snooping is enabled in VLAN(S): None.
The DHCP option 82 on the Switch is disabled.
The information of the DHCP option 82 is NULL.

Maximum Maxum

Port Trusted Host Count Port TrustedostHCount
1 no 32 2 no 32
3 no 32 4 no 32
5 no 32 6 no 32

Notices
® The Option 82 configurations are shared with DH@&RR function.
® There are a global state and per VLAN states.

When the global state is disabled, the DHCP Snappinthe Switch is disabled even per
VLAN states are enabled.

When the global state is enabled, user must el LAN states to enable the DHCP
Snooping on the specific VLAN.

VLAN 1 : port 1-10.

DHCP Client-1 : connect to port 3.
DHCP Server : connect to port 1.
Procedures:

1. Default environments:
A. DHCP Client-1: ipconfig /release
B. DHCP Client-1: ipconfig /renew
= DHCP Client-1 can get an IP address.

2. Enable the global DHCP Snooping.
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A. L2SWITCHY(config)#dhcp-snooping
B. DHCP Client-1: ipconfig /release
C. DHCP Client-1: ipconfig /renew
= DHCP Client-1 can get an IP address.

3. Enable the global DHCP Snooping and VLAN 1 DHCP ¢&mniog.
L2SWITCH(config)#dhcp-snooping
L2SWITCH(config)#dhcp-snooping vlan 1
DHCP Client-1: ipconfig /release
DHCP Client-1: ipconfig /renew
= DHCP Client-1 cannot get an IP address.

; Because the DHCP server connects to a unyiorst

oOwp

4. Enable the global DHCP Snooping and VLAN 1 DHCP &iing.
A. L2SWITCH(config)#dhcp-snooping

L2SWITCH(config)#dhcp-snooping vlan 1

L2SWITCH(config)#interface gil1/0/1

L2SWITCH(config-ify#dhcp-snooping trust

DHCP Client-1: ipconfig /release

DHCP Client-1: ipconfig /renew

= DHCP Client-1 can get an IP address.

nmmoow

5. If you configure a static host entry in the DHCB@ping binding table, and then
you want to change the host to DHCP client. The tvidsnot get a new IP from
DHCP server. You must delete the static host dirgly

7.1.1.1. CLI Configuration

Node Command Description
enable show dhcp-snooping This command displaysuhrent DHCP snooping
configurations.
configure | dhcp-snooping This command disables/enables the DHCP snooping
(disablelenable) on the switch.
configure | dhcp-snooping vlan| This command enables the DHCP snooping function
VLANID on a VLAN or range of VLANS.
configure | no dhcp-snooping | This command disables the DHCP snooping function
vlan VLANID on a VLAN or range of VLANS.
configure | dhcp-snooping This command configures a valid DHCP server.

server IPADDR
interface | dhcp-snooping host ~ This command configtinte maximum host count
for the specific port.

interface | no dhcp-snooping | This command configures the maximum host count
host to default for the specific port.

interface | dhcp-snooping trust  This command conéguhe trust port for the
specific port.

interface | no dhcp-snooping | This command configures the un-trust port for the
trust specific port.
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D

config interface range This command enters the interface configure nod
(fastethernet1/0/ |
gigabitethernet1/0/)
PORTLISTS
if-range dhcp-snooping hostf  This command configtiiesnaximum host count
for the specific ports.
if-range no dhcp-snooping | This command configures the maximum host cou
host to default for the specific ports.
if-range dhcp-snooping trusf  This command configuhe trust port for the
specific ports.
if-range no dhcp-snooping | This command configures the un-trust port for the
trust specific ports.
Example:

L2SWITCH#configure terminal

L2SWITCH(config)#dhcp-snooping enable
L2SWITCH(config)#dhcp-snooping vlan 1
L2SWITCH(config)#interface 1/0/1

L2SWITCH(config-ify#dhcp-snooping trust

7.1.1.2. Web Configuration

DHCP Snooping

DHCP Snooping Port Settings

DHCP Snooping Settings

State

VLAN State

DHCP Snooping

Server Screening

(Add v ||

DHCP Snooping Status

DHCP Snooping State | Disabled

Enabled

Parameter

State

GIGAMED:A

on VLAN MNone

Description

SelectEnable to use DHCP snooping on the Switch. You still
have to enable DHCP snooping on specific VLANs specify
trusted ports.

Note: The Switch will drop all DHCP requests if yenable
DHCP snooping and there are no trusted ports.
SelectDisableto not use DHCP snhooping.
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SelectAdd and enter the VLAN IDs you want the Switch to
enable DHCP snooping on. You can designate muNip&Ns
individually by using a comma (,) and by range védthyphen

VLAN State ).
SelectDeleteand enter the VLAN IDs you no longer want the
Switch to use DHCP snooping on.

Apply Click Apply to take effect the settings.

Refresh Click Refreshto begin configuring this screen afresh.

DHCP Snooping Status

DHCP Snoopinc Thjs field displays the current status of the DH&Boping
State feature,Enabled or Disabled

This field displays the VLAN IDs that have DHCP sping
Enabled on VLAN  enabled on them. This will displ&yoneif no VLANs have
been set.

Port Settings
DHCP Snooping

DHCP Snooping Server Screening

Port From: To:
Maximum Host Count (Range: 1-32)
Port Trusted Maximum Host Count Port Trusted Maximum Host Count
NO 32 2 NO 32
NO 32 4 MO 32
NO 32 6 MO 32
Parameter Description
Port Select a port number to modify its maximum hostntou
Trust Configures the specific port if it is a trust port.
Maximum Host Enter the maximum number of hosts (1-32) that @amenfited
Count to simultaneously connect to a port.
Apply Click Apply to take effect the settings.
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Refresh Click Refresh to begin configuring this screen sifiie

7.1.2.  ARP Inspection
Dynamic ARP inspection is a security feature whialidates ARP packet in a network.
Dynamic ARP inspections validates the packet byopering IP to MAC address binding
inspection stored in a trusted database (the DHOB@Ng database) before forwarding
the packet. Dynamic ARP intercepts, logs, and discaARP packets with invalid
IP-to-MAC address bindings. This capability progsedhe network from certain
man-in-the-middle attacks.

Dynamic ARP inspection ensures that only valid ABfuests and responses are relayed.
The switch performs these activities:

® Intercepts all ARP requests and responses on stettyorts.

® \erifies that each of these intercepted packetsahaalid IP-to-MAC address
binding before it updates the local ARP cache doreeit forwards the packet
to the appropriate destination-

Trusted and un-trusted port

® This setting is independent of the trusted andrustéd setting of the DHCP
Snooping.

® The Switch does not discard ARP packets on trystets for any reasons.

® The Switch discards ARP packets on un-trusted pdrtshe sender’s
information in the ARP packets does not match drtii@ current bindings.

® Normally, the trusted ports are the uplink port ahd un-trusted ports are
connected to subscribers.

Configurations:

Users can enable / disable the ARP Inspection enSikitch. Users also can enable /
disable the ARP Inspection on a specific VLAN.H&tARP Inspection on the Switch is
disabled, the ARP Inspection is disabled on all WsAeven some of the VLAN ARP
Inspection are enabled.

Default Settings
The ARP Inspection on the Switch is disabled.
The age time for the MAC filter is 5 minutes.
ARP Inspection is enabled in VLAN(S): None.

Port Trusted Port Trusted
1 no 2 no
3 no 4 no
5 no 6 no

Notices:There are a global state and per VLAN states.
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v" When the global state is disabled, the ARP Inspeain the Switch is disabled even
per VLAN states are enabled.
v" When the global state is enabled, user must er@l&/LAN states to enable the
ARP Inspection on the specific VLAN.

7.1.2.1. CLI Configuration

Node Command

Description

enable show arp-inspection

This command displagstinrent ARP Inspection
configurations.

configure | arp-inspection
(disable | enable)

This command disables/enables the ARP Inspection

function on the switch.

configure | arp-inspection vian

This command enables the ARP Inspection funct

interface | arp-inspection trust

This command com@guhe trust port for the
specific port.

interface | no arp-inspection tru

sThis command configures the un-trust port for the

specific port.

Example:
L2SWITCH#configure terminal
L2SWITCH(config)#arp-inspecti
L2SWITCH(config)#arp-inspecti

on enable
onvian 1

L2SWITCH(config)#nterface 1/0/1
L2SWITCH(config-if)#ar p-inspection trust
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7.1.2.2. Web Configuration

ARP Inspection

ARP Inspection

Filter Table

ARP Inspection Settings

State
VLAN State

Trusted Ports

O Select All

01 O3 Os O7
2 04 Oe s

ARP Inspection Status

Add vl |

O Deselect All
Oa
1o

ARP Inspection State | Disabled

Enabled on VLAN
Trusted Ports

Parameter
State

VLAN State

Trusted Ports

Select All

Deselect All

Apply
Refresh
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MNone

MNone

Description
Use this tcEnable or Disable ARP inspection on the Switch.

Enter the VLAN IDs you want the Switch to enableARispection
for. You can designate multiple VLANs individuallyy using a
comma (,) and by range with a hyphen (-).

Select the ports which are trusted and deselecpahts which are
untrusted.

The Switch does not discard ARP packets on trustets for any
reason.

The Switch discards ARP packets on untrusted pottse

following situations:

* The sender’s information in the ARP packet dossnmatch any of
the current bindings.

* The rate at which ARP packets arrive is too higbu can specify
the maximum rate at which ARP packets can arrivauoimusted
ports.

Click this to set all ports to trusted.
Click this to set all ports to untrusted.
Click Apply to add/modify the settings.

Click Refreshto begin configuring this screen afresh.
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ARP Inspection

Status

ARP Inspection Thjs field displays the current status of the ARBplection feature,

State Enabled or Disabled

Enabled on This field displays the VLAN IDs that have ARP lespion

VLAN enabled on them. This will displayone if no VLANs have been
set.

Trusted Ports  This field displays the ports which are trustediswill display
Noneif no ports are trusted.

7.1.3.  Filter Table
Dynamic ARP inspections validates the packet byopering IP to MAC address binding
inspection stored in a trusted database (the DHB@Ng database) before forwarding
the packet. When the Switch identifies an unautleakiARP packet, it automatically
creates a MAC address filter to block traffic frdhe source MAC address and source
VLAN ID of the unauthorized ARP packet. The switdBo periodically deletes entries if
the age-time for the entry is expired.

® |f the ARP Inspection is enabled and the systemedtgtinvalid hosts, the system
will create a filtered entry in the MAC addressléab

® When Port link down and ARP Inspection was disablditch will remove the
MAC-filter entries learned by this port.

® When Port link down and ARP Inspection was enabfditch will remove the
MAC-filter entries learned by this port.

® The maximum entry of the MAC address filter talsl5b6.

® When MAC address filter table of ARP Inspectionfidl, the Switch receives
unauthorized ARP packet, and it automatically @eat SYSLOG and drop this
ARP packet. The SYSLOG event happens on the iimngt. t

Default Settings
The mac-filter age time : 5 minutes. (0 — No age)
The maximum mac-filter entries : 256.

7.1.3.1. CLI Configuration

Node Command Description

enable show arp-inspection| This command displays the current ARP Inspection
mac-filter filtered MAC.

configure | arp-inspection This command configures the age time for the ARP
mac-filter age inspection MAC filter entry.
VALUE

configure | clear arp-inspection | This command clears all of entries in the filtéhléa
mac-filter

configure | no arp-inspection This command removesrdry from the ARP
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mac-filter mac inspection MAC filter table.
MACADDR vlan
VLANID

7.1.3.2. Web Configuration
ARP Inspection

ARP Inspection Filter Table

Filter Age Time Settings

Filter Age Time minutes (Range: 1-10080)

Filter Table

No. MAC Address VLAN Port Expiry(min) Action
Total : 0 record(s)

Parameter Description
This setting has no effect on existing MAC addrfétss.
Filter ~ Age Enter how long (1-10080 minutes) the MAC addrelisrfremains in
Time the Switch after the Switch identifies an unauthedi ARP packet. The
Switch automatically deletes the MAC address fifteerwards.

Apply Click Apply to add/modify the settings.

Refresh Click Refresh to begin configuring this screen sifre

Filter Table

No. This field displays a sequential number for each@veddress filter.

X(ﬁjcr:ess This field displays the source MAC address in theQvaddress filter.

VLAN This field displays the source VLAN ID in the MA@dress filter.

Port This field displays the source port of the discdrd®P packet.

Expiry (min) This _fielt_j display§ how long (in minutes) the MAGIdaess filter
remains in the Switch.

Action Click Deleteto remove the record manually.

Total This field displays the current number of MAC adurdilters that

were created because the Switch identified unaizégmARP packets.

7.1.4. Binding Table
The DHCP Snooping binding table records the ho#&trimation learned by DHCP
snooping function (dynamic) or set by user (stafitle ARP inspection will use this table
to forward or drop the ARP packets. If the ARP psksent by invalid host, they will be
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dropped. If the Lease time is expired, the entij/lve removed from the table.

Static bindings are uniquely identified by the MA&Gdress and VLAN ID. Each MAC
address and VLAN ID can only be in one static bugdilf you try to create a static
binding with the same MAC address and VLAN ID aseaisting static binding, the new
static binding replaces the original one.

7.1.4.1. CLI Configuration

Node Command Description

enable show dhcp-snooping binding ~ This commandalisghe current DHCP

snooping binding table.

configure | dhcp-snooping binding mac | This command configures a static host info

MAC_ADDR ip IP_ADDR the DHCP snooping binding table.

vlan VLANID port PORT_NO

configure | no dhcp-snooping binding | This command removes a static host fro
mac MACADDR the DHCP snooping binding table. nr

Example:
L2SWITCH#configure terminal

L2SWITCH(config)#dhcp-snooping binding mac 00:113844:55 ip 1.1.1.1 vlan 1
port 2

L2SWITCH(config)#no dhcp-snooping binding mac 002Rt33:44:55
L2SWITCH#show dhcp-snooping binding

7.1.4.2. Web Configuration

Static Entry Settings
DHCP Sncoping Binding Table

Binding Table

MAC Address
IP Address
VLAN ID

Port 1 -
| Apply | | Refresh |
Static Binding Table

No. MAC Address IP Address Lease{hour) VLAN Port Type Action

Parameter Description
MAC Address Enter the source MAC address in the binding.

IP Address Enter the IP address assigned to the MAC addres® ininding.

G’GAMEBEEA GGM INS8R2LCA 133



VLAN ID Enter the source VLAN ID in the binding.
Port Specify the port in the binding.

Static Binding Table

This field displays a sequential number for eagaidinig. Click it to
update an existing entry.

MAC Address This field displays the source MAC address in timelimg.

No.

This field displays the IP address assigned tdMA€ address in the

IP Address binding.

Lease (Hour) This field displays how long the binding is valid.
VLAN This field displays the source VLAN ID in the bindi
Port This field displays the port number in the binding.

This field displays how the Switch learned the bgd
Static: This binding was learned from information provddeanually

Type .

by an administrator.

Dynamic: This binding was learned by snooping DHCP packets
Action Click Deleteto remove the specified entry.
Binding Table

Bindings are used by DHCP snooping and ARP inspecto distinguish between
uthorized and unauthorized packets in the netwdte Switch learns the dynamic
bindings by snooping DHCP packets and from inforomajprovided manually in the
Static Entry Settingsscreen.

DHCP Snooping Binding Table

No. MAC Address IP Address Lease(hour) VLAN Port Type
Parameter Description

MAC Address This field displays the source MAC address in timeling.

This field displays the IP address assigned tdMA€ address in the

IP Address binding.

Lease This field displays how long the binding is valid.
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VLAN

Port

Type

7.1.5.

This field displays the source VLAN ID in the bindi

This field displays the port number in the bindinQthis field is

blank, the binding applies to all ports.

This field displays how the Switch learned the bigd

Static: This binding was learned from information provddeanually
by an administrator.
Dynamic: This binding was learned by snooping DHCP packets

DHCP Server Screening

The Switch supports DHCP Server Screening, a fedhat denies access to rogue DHCP
servers. That is, when one or more DHCP serverpr@eent on the network and both
provide DHCP services to different distinct growgisclients, the valid DHCP server’s
packets will be passed to the client.

If you want to enable this feature, you must endabé&e DHCP Snooping function first.
The Switch allows users to configure up to thrdeMaHCP servers.
If no DHCP servers are configured, it means all PHserver are valid.

7.1.5.1. CLI Configuration

Node Command Description
enable show dhcp-snooping This command displays the valid DHCP server IR,
server
configure | dhcp-snooping serverThis command configures a valid DHCP server’s (IP.
IPADDR
configure | no dhcp-snooping | This command removes a valid DHCP server’s IR.
server IPADDR

7.1.5.2. Web Configuration

DHCP Snooping

Server Screening Setting

Port Settings

DHCP Snooping

IP Address |

Server Screening List

I | Iva =

GIGAMED:A

IP Address
192 168 201 1

192.168.201.5

192.168.201.3
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Parameter Description

IP Address This field configures the valid DHCP server’s |Rlesks.
Apply Click Apply to configure the settings.
Refresh Click Refreshto begin configuring this screen afresh.

Server Screening List

This field displays the index number of the DHCPvee entry.

AUE Click the number to modify the entry.

IP Address This field displays the IP address of the DHCP serv

Action Click Deleteto remove a configured DHCP server.
7.2. ACL

L2 Access control list(ACL) is a list of permissions attached to an objette Tist
specifies who or what is allowed to access theablgad what operations are allowed to
be performed on the object.

L2 ACL function allows user to configure a few rsil® reject packets from the specific
ingress ports or all ports. These rules will chéok packets’ source MAC address and
destination MAC address. If packets match thesesyuhe system will do the actions

(LT

“deny”. “deny” means rejecting these packets.

The Action Resolution engine collects the informat{action and metering results) from
the hit entries: if more than one rule matches,attons and meter/counters are taken
from the policy associated with the matched ruléawighest priority.

L2 ACL Support:

1. Filter a specific source MAC address.
Commandsource mac host MACADDR

2. Filter a specific destination MAC address.
Commanddestination mac host MACADDR

3. Filter a range of source MAC address.
Commandsource mac MACADDR MACADDR
The second MACADDR is a mask, for example: ffff.6000

4. Filter a range of destination MAC address.
Commanddestination mac MACADDR MACADDR
The second MACADDR is a mask, for example: ffff.6000

L3 ACL Support:
1. Filter a specific source IP address.
Commandsourceip host IPADDR
2. Filter a specific destination IP address.
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Commanddestination ip host IPADDR
3. Filter a range of source IP address.
Commandsourceip IPADDR IPADDR
The second IPADDR is a mask, for example: 255(@285.
4. Filter a range of destination IP address.
Commanddestination ip IPADDR IPADDR
L4 ACL Support:
1. Filter a UDP/TCP source port.
2. Filter a UDP/TCP destination port.

Default Settings
Maximum profile
Maximum profile name length : 16.

1 64.

Notice: The ACL name should be the combination of the daigiihe alphabet.

nd

nd

nd

D

7.2.1.  CLI Configuration
Node Command Description
enable show access-list This command displayd #tleoaccess control
profiles.
configure | access-list STRING This command createssaaccess control profile.
Where the STRING is the profile name.
configure | no access-list This command deletes an access control profile.
STRING
acl show This command displays the current acamsisat
profile.
acl action This command actives this profile.
(disable|drop|permit) | disable — disable the profile.
drop — If packets match the profile, the packets w
be dropped.
permit — If packets match the profile, the packets
will be forwarded.
acl destination mac host| This command configures the destination MAC a
MACADDR mask for the profile.
acl destination mac This command configures the destination MAC a
MACADDR mask for the profile.
MACADDR
acl destination mac This command configures the destination MAC a
MACADDR mask for the profile. The second MACADDR
MACADDR parameter is the mask for the profile.
acl no destination mac This command removes thendéisn MAC from
the profile.
acl ethertype STRING This command configures theretype for the
profile. Where the STRING is a hex-decimal valu
e.g.: 08AA.
acl no ethertype This command removes the limitatibthe ether
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type from the profile.
acl source mac host This command configures the source MAC and
MACADDR mask for the profile.
acl source mac This command configures the source AMC and
MACADDR mask for the profile.
MACADDR
acl no source mac This command removes the soufd@ &hd mask
from the profile.
acl source ip host This command configures the source IP address
IPADDR the profile.
acl source ip IPADDR | This command configures the source IP address
IPMASK mask for the profile.
acl no source ip This command removes the soureedRess from
the profile.
acl destination ip host | This command configures a specific destination |
IPADDR address for the profile.
acl destination ip This command configures the destination IP addr
IPADDR IPMASK and mask for the profile.
acl no destination ip This command removes thardsgin IP address
from the profile.
acl l4-source-port This command configures UDP/TCP source port
IPADDR the profile.
acl no l4-source-port This command removes the UDP/TCP source po
IPADDR from the profile.
acl L4-destination-port | This command configures the UDP/TCP destination
PORT port for the profile.
acl no l4-destination-port  This command removediB®/TCP destination
port from the profile.
acl vlan VLANID This command configures the VLANTrfthe profile.
acl no vian This command removes the limitatiothef VLAN
from the profile.
acl source interface This command configures the source interface fo
PORT _ID the profile.
acl no source interface | This command removes the source interface fron
PORT_ID the profile.

Where the MAC mask allows users to filter a rang®AC in the packets’ source MAC
or destination MAC.

For example:

source mac 00:01:02:03:04:05 ff:ff:ff:ff:00
=» The command will filter source MAC range from 00:02:03:00:00 to
00:01:02:03:ff:ff

Where the IPMASK mask allows users to filter a @on§IP in the packets’ source IP or
destination IP.

GIGAMED:A

GGM INS8R2LCA 138



For example:

source ip 172.20.1.1 255.255.0.0
=> The command will filter source IP range from 1TR®0 to 172.20.255.255

Example:

L2SWITCH#configure terminal

L2SWITCH(config)#ccess-list 111

L2SWITCH(config-acl)#lan 2

L2SWITCH(config-acl)#source interface 1

L2SWITCH(config-acl)#show

Profile Name: 111
Activate: disabled

VLAN: 2

Source Interface: 1

Destination MAC Address: any
Source MAC Address: any

Ethernet Type: any
Source IP Address: any

Destination IP Address: any

Source Application: any

Destination Application: any

Note: Any: Don'’t care.

7.2.2.  Web Configuration

Access Control List

Access Control List Settings

Profile Name

Ethernet Type

Source MAC
Destination MAC
Source IP

Destination IP

Source Application
Destination Application

Source Interface
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Ay (v

VLAN Ay (v | |

Ay [~ ]

Mask of Source MAC |

[ Any_ ]

Mask of Destination MAC

Ay (v

Ay [+

Mask of Destination IP

Ay [+

Ay [~ ]

|
|
| |
| Mask of Source IP |
| |
|
|
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Access Control List Status

Profile Name
Ethernet Type
Source MAC
Destination MAC
Source IP
Destination IP
Source Application

Source Interface(s)

Parameter
Profile Name

State
Ethernet Type
VLAN

Source MAC

Mask of Source
MAC

Destination
MAC

Mask of

Destination
MAC

Source IP

Mask of Source
IP

Destination IP

Mask of
Destination IP

GIGAMED:A

111 State Disabled
Any VLAN Any
Any Mask of Source MAC None
Any Mask of Destination MAC  None
Any Mask of Source IP None
Any Mask of Destination IP None
Any Destination Application Any

Description
The access control profile name.

Disables / Drop / Permits the access control orSthigch.
Configures the Ethernet type of the packets thatwant to filter.
Configures the VLAN of the packets that you wantilter.

Configures the source MAC of the packets that yauatvto filter.

Configures the bitmap mask of the source MAC ofggaekets that
you want to filter.

If the Source MAC field has been configured ang fleld is empty,
it means the profile will filter the one MAC configed in Source
MAC field.

Configures the destination MAC of the packets tha want to
filter.

Configures the bitmap mask of the destination MAGhe packets
that you want to filter.

If the Destination MAC field has been configuredahis field is
empty, it means the profile will filter the one MA€Nfigured in
Destination MAC field.

Configures the source IP of the packets that yoot wafilter.

Configures the bitmap mask of the source IP ofphekets that you
want to filter.

If the Source IP field has been configured and fikigl is empty, it

means the profile will filter the one IP configuredSource IP field.

Configures the destination IP of the packets tloatwant to filter.

Configures the bitmap mask of the destination IEhefpackets that
you want to filter.
If the Destination IP field has been configured ahi field is
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empty, it means the profile will filter the one Benfigured in
Destination IP field.

Source Configures the source UDP/TCP ports of the packetsyou want
Application to filter.
Destination Configures the destination UDP/TCP ports of thekptthat you
Application want to filter.
Source Configures one or a rage of the source interfatéiseopackets that
Interface(s) you want to filter.
Apply Click Apply to commit the changed settings.
Refresh Click Refresh to display the current settings.

7.3. 802.1x

IEEE 802.1X is an IEEE Standard for port-based NetwAccess Control ("port"
meaning a single point of attachment to the LANasfructure). It is part of the IEEE
802.1 group of networking protocols. It providesaathentication mechanism to devices
wishing to attach to a LAN, either establishinganp-to-point connection or preventing

it if authentication fails. It is used for most eless 802.11 access points and is based on
the Extensible Authentication Protocol (EAP).

802.1X provides port-based authentication, whicloiwes communications between a
supplicant, authenticator, and authentication sefMee supplicant is often software on a
client device, such as a laptop, the authentidatar wired Ethernet switch or wireless
access point, and an authentication server is gkyea RADIUS database. The
authenticator acts like a security guard to a ptetenetwork. The supplicant (i.e., client
device) is not allowed access through the authataticto the protected side of the
network until the supplicant’s identity is auth@iz An analogy to this is providing a
valid passport at an airport before being alloweg@dss through security to the terminal.
With 802.1X port-based authentication, the suppligaovides credentials, such as user
name / password or digital certificate, to the antttator, and the authenticator forwards
the credentials to the authentication server foifigation. If the credentials are valid (in
the authentication server database), the suppli@ient device) is allowed to access
resources located on the protected side of theanktw

Upon detection of the new client (supplicant), et on the switch (authenticator) is
enabled and set to tharfauthorized" state. In this state, only 802.1X traffic is alied;
other traffic, such as DHCP and HTTP, is blockedhat network layer (Layer 3). The
authenticator sends out the EAP-Request identityh® supplicant, the supplicant
responds with the EAP-response packet that the eatitlator forwards to the
authenticating server. If the authenticating semerepts the request, the authenticator
sets the port to the "authorized" mode and nornaffid is allowed. When the supplicant
logs off, it sends an EAP-logoff message to théenticator. The authenticator then sets
the port to the "unauthorized" state, once aganskohg all non-EAP traffic.
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Authentication Server
(RADIUS)

Internet or other
LAN resources

The following figure illustrates how a client comtiag to a IEEE 802.1x authentication
enabled port goes through a validation process.Svwaéch prompts the client for login
information in the form of a user name and password

When the client provides the login credentials,$atch sends an authentication request
to a RADIUS server. The RADIUS server validates thbethis client is allowed access
to the port.

Sl ||

i B ——
= =l
1)

New Connection

-
(2]

Login Info Request

Login Credentials Ll o
Authentication Request

@

Authentication Reply
Session Granted/Denied

-

Local User Accounts

By storing user profiles locally on the Switch, ydwitch is able to authenticate users
without interacting with a network authenticati@nser. However, there is a limit on the
number of users you may authenticate in this way.

Guest VLAN:

The Guest VLAN in IEEE 802.1x port authenticatiom thhe switch to provide limited
services to clients, such as downloading the IEBE ¥ client. These clients might be
upgrading their system for IEEE 802.1x authentigati

When you enable a guest VLAN on an IEEE 802.1x, gbet switch assigns clients to a
guest VLAN when the switch does not receive a respdo its EAP request/identity
frame or when EAPOL packets are not sent by tleatli

Port Parameters:
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® Admin Control Direction:

both - drop incoming and outgoing packets on tr when a user has not
passed 802.1x port authentication.
in - drop only incoming packets on the port wheamser has not passed

802.1x port authentication.

® Re-authentication:
Specify if a subscriber has to periodically re-emie or her username and password
to stay connected to the port.

® Reauth-period:
Specify how often a client has to re-enter his @r isername and password to stay
connected to the port. The acceptable range feffigdd is O to 65535 seconds.

® Port Control Mode:
auto : Users can access network after authéinica
force-authorized : Users can access network withothentication.
force-unauthorized : Users cannot access network.

® Quiet Period:
Specify a period of the time the client has to weefore the next authentication
attempt. This will prevent the Switch from becomiogerloaded with continuous
authentication attempts from the client. The acelpt range for this field is 0 to
65535 seconds.

® Server Timeout:
The server-timeout value is used for timing outAlighentication Server.

® Supp-Timeout:
The supp-timeout value is the initialization valised for timing out a Supplicant.

® Max-req Time:
Specify the amount of times the Switch will try ¢onnect to the authentication
server before determining the server is down. Tdeeptable range for this field is 1
to 10 times.

Default Settings
The default global 802.1x state is disabled.
The default 802.1x Authentication Method is local.
The default port 802.1x state is disabled for altp.
The default port Admin Control Direction is bothr fall ports.
The default port Re-authentication is disabledalbports.
The default port Control Mode is auto for all ports
The default port Guest VLAN is O for all ports. (€t VLAN is disabled).
The default port Max-req Time is 2 times for alr{so
The default port Reauth period is 3600 secondalfquorts.
The default port Quiet period is 60 seconds fopatts.
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The default port Supp timeout is 30 seconds fopaiits.
The default port Server timeout is 30 seconds lfqraats.

7.3.1.  CLI Configuration
Node Command Description
enable show dotlx This command displays the cuB@atlx
configurations.
enable show dotlx username  This command displ&ysuirent user accounts
for the local authentication.

enable show dotlx This command displays the local accounting
accounting-record records.

configure | dotlx authentication | This command enables/disables the 802.1x
(disable|enable) authentication on the switch.

configure | dotlx authentic-methodrhis command configures the authentic method|of
(locallradius) 802.1x.

configure | no dotlx This command configures the authentic method|of
authentic-method 802.1x to default.

configure | dotlx radius This command configures the primary radius
primary-server-ip <IP>| server.
port PORTID

configure | dotlx radius This command configures the primary radius
primary-server-ip <IP>| server.
port PORTID key KEY

configure | dotlx radius This command configures the secondary radius
secondary-server-ip | server.
<IP> port PORTID

configure | dotlx radius This command configures the secondary radius
secondary-server-ip | server.
<IP> port PORTID key,
KEY

configure | no dotlx radius This command removes the secondary radius
secondary-server-ip | server.

configure | dotlx username This command configures the user account for
<STRING> passwd local authentication.
<STRING>

configure | no dotlx username | This command deletes the user account for local
<STRING> authentication.

configure | dotlx accounting This command enables/disables the dotlx local
(disable|enable) accounting records.

configure | dotlx guest-vlan This command configures the guest vilan.
VLANID

configure | no dotlx guest-vlan This command remadkegyuest vian.

interface | dotlx This command configures the control direction for
admin-control-direction blocking packets.
(bothlin)

interface | dotlx default This command sets the gamfiguration to
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default settings.

(auto | force-authorizeg
| force-unauthorized)

interface | dotlx max-req <1-10% This command setsnihx-req times of a port.
(1~10).
interface | dotlx port-control This command configures the port control mode

i the port.

on

interface

dotlx authentication
(disable|enable)

This command enables/disables the 802.1x on the

port.

interface

dotlx reauthenticatior
(disable|enable)

This command enables/disables re-authentication

on the port.

interface

dotlx timeout
quiet-period

This command configures the quiet-period value
on the port.

interface

dotlx timeout
server-timeout

This command configures the server-timeout va
on the port.

ue

interface

dotlx timeout
reauth-period

This command configures the reauth-period value

on the port.

interface

dotlx timeout
supp-timeout

This command configures the supp-timeout valy
on the port.

e

interface

dotlx guest-vlan

This command configures the 802.1x state on tf

(disable|enable)

port.

e

7.3.2.

Web Configuration

Global Settings
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Global Settings

802.1x

Port Settings

Global Settings

State
Authentication Method
Guest VLAN

Primary Radius Server

Secondary Radius Server

Local Authentic User

Disable i

el ] uopport:[ | sharedkey:[ |
el ] weeom:[ | sharedkey:[ |
UserNamE:| |
Password : | |

retes

Global Status

State
Authentication Method
Guset VLAN

Primary Radius Server

Secondary Radius Server

Local Authentication User

Parameter

State

Authentication
Method

Guest VLAN

Primary Radius
Server

GIGAMED:A

Disabled

Local

UDP Port : - Shared Key : -

UDF Port : - Shared Key : -

Description

SelectEnable to permit 802.1x authentication on the Switch.
Note: You must first enable 802.1x authenticationtbe Switch
before configuring it on each port.

Select whether to udeocal or RADIUS as the authentication
method.

TheLocal method of authentication uses the “guest” and “user
user groups of the user account database on thelSitgelf to
authenticate.

However, only a certain number of accounts carnt @tisne time.
RADIUS is a security protocol used to authenticate usgnméans
of an external server instead of an internal deussr database that
is limited to the memory capacity of the device. dssence,
RADIUS allows you to validate an unlimited numbérugers from
a central location.

Configure the guest vian.

WhenRADIUS is selected as the 802.1x authentication methed, th
Primary Radius Server will be used for all authentication
attempts.
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IP Address

UDP Port

Share Key

Second Radiu
Server

Global Status
State

Authentication
Method

Guest VLAN

Primary Radius
Server

Secondary
Radius Server

Apply
Refresh
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Enter the IP address of an external RADIUS servelotted
decimal notation.

The default port of a RADIUS server for authenimats 1812

Specify a password (up to 32 alphanumeric chargicéarthe key to
be shared between the external RADIUS server am&witch.

This key is not sent over the network. This key ningsthe same on
the external RADIUS server and the Switch.

This is the backup server used only whenRhenary Radius
Serveris down.

This field displays if 802.1x authenticationEsabled or Disabled

This field displays if the authentication method.axal or
RADIUS.

The field displays the guest vian.

This field displays the IP address, UDP port arateth key for the
Primary Radius Server. This will be blank if nothing has been set.

This is the backup server used only whenRhenary Radius
Serveris down.

Click Apply to add/modify the settings.

Click Refresh to begin configuring this screen sifte
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Port Settings
802.1x

Global Settings Port Settings
Port Settings

Port From:| 1 ™[ To:|1 |™
Admin Control Direction Reauthentication Port Control Mode Guest VLAN Max-req Times
| Disavie | ¥ | | Auto v| |omabe v
Reauth-period Quiet-period Supp-timeout Server-timeout Reset to Default
3500 =
Note : Please don't set "enable" on all ports at the same time.
Aoply
Port Status
Admin Port )
port S0Z1x Control | Reauthentication Control = CUest Maxreq Reauth- | Quiet- | Supp- | Server-
State X . VLAN Timez period period  timeout timeout
Direction Mode
1 Disabled Both Dizabled Auto Dizabled 2 3500 60 30 30
2  Dizabled Both Dizabled Auto Dizabled 2 3500 60 30 30
3  Dizabled Both Dizabled Auto Dizabled 2 3500 60 30 30
Parameter Description
Port Select a port number to configure.

SelectEnable to permit 802.1x authentication on the port.
802.1x State You must first enable 802.1x authentication on 8witch

before configuring it on each port.

SelectBoth to drop incoming and outgoing packets on the port
Admin Control when a user has not passed 802.1x port autheoticati
Direction Selectin to drop only incoming packets on the port when a
user has not passed 802.1x port authentication.
Specify if a subscriber has to periodically re-erttes or her
username and password to stay connected to the port
SelectAuto to require authentication on the port.
SelectForce Authorized to always force this port to be
Port Control Mode  authorized.
SelectForce Unauthorized to always force this port to be
unauthorized. No packets can pass through this port
SelectDisable to disable Guest VLAN on the port.
SelectEnableto enable Guest VLAN on the port.
Specify the amount of times the Switch will trydonnect to
the authentication server before determining theseseis

Reauthentication

Guest VLAN

Max-req Time
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Reauth period

Quiet period

Supp timeout

Server timeout

Reset to Default

Apply
Refresh
Port Status

Port

802.1x State

Admin Control
Direction

Re-authentication

Port Control Mode

Guest VLAN

Max-req Time

Reauth period
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down. The acceptable range for this field is 1Qdifnes.

Specify how often a client has to re-enter his @r i,sername
and password to stay connected to the port. Thepéaiole
range for this field is 0 to 65535 seconds.

Specify a period of the time the client has to watore the
next authentication attempt. This will prevent 8witch from
becoming overloaded with continuous authenticatitiempts
from the client. The acceptable range for thisdfied O to
65535 seconds.

Specify how long the Switch will wait before comnmating
with the server. The acceptable range for thisdfisl O to
65535 seconds.

Specify how long the Switch to time out the Authestion
Server. The acceptable range for this field is 06&535
seconds.

Select this and cliclApply to reset the custom 802.1x port
authentication settings back to default.

Click Apply to add/modify the settings.

Click Refresh to begin configuring this screen sifiie

This field displays the port number.

This field displays if 802.1x authentication Enabled or
Disabledon the port.

This field displays the Admin Control Direction.

Both will drop incoming and outgoing packets on the port
when a user has not passed 802.1x port autheoticati

In will drop only incoming packets on the port wheasar has
not passed 802.1x port authentication.

This field displays if the subscriber must periadiig re-enter
his or her username and password to stay connégctéae
port.

This field displays the port control mode.

Auto requires authentication on the port.

Force Authorized forces the port to be authorized.

Force Unauthorized forces the port to be unauthorized. No
packets can Pass through the port.

This field displays the Guest VLAN setting for heo#hat have
not passed authentication.

This field displays the amount of times the Switaifi try to
connect to the authentication server before detengithe
server is down.

This field displays how often a client has to reeerhis or her
username and password to stay connected to the port
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This field displays the period of the time the wctidas to wait
before the next re-authentication attempt.

This field displays how long the Switch will waitetore
communicating with the server.

This field displays how long the Switch will waitetore
communicating with the client.

Quiet period
Supp timeout

Server timeout

7.4. Port Security
The Switch will learn the MAC address of the dewvilieectly connected to a particular
port and allow traffic through. We will ask the gtien: “How do we control who and
how many can connect to a switch port?” This is nehgort security can assist us. The
Switch allow us to control which devices can cortrteca switch port or how many of
them can connect to it (such as when a hub or anethitch is connected to the port).

Let's say we have only one switch port left freel ave need to connect five hosts to it.
What can we do? Connect a hub or switch to thegoeg# Connecting a switch or a hub
to a port has implications. It means that the netwall have more traffic. If a switch or

a hub is connected by a user instead of an admatost then there are chances that loops
will be created. So, it is best that number of s@dlowed to connect is restricted at the
switch level. This can be done using the “port-séglimit” command. This command
configures the maximum number of MAC addresses ¢that source traffic through a
port.

Port security can sets maximum number of MAC addresllowed per interface. When
the limit is exceeded, incoming packets with new G1Addresses are dropped. It can be
use MAC table to check it. The static MAC addressesincluded for the limit.

Note: If you configure a port of the Switch from disabllto enabled, all of the MAC
learned by this port will be clear.

Default Settings
The port security on the Switch is disabled.
The Maximum MAC per port is 5.
The port state of the port security is disabled.

7.4.1. CLI Configuration

Node Command Description
enable show port-security This command displaystimeent port security
configurations.

config port-security This command enables / disables the global port
(disablelenable) security function.

interface | port-security This command enables / disables the port security
(disable|enable) function on the specific port.

interface | port-security limit | This command configures the maximum MAC
VALUE entries on the specific port.
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config

interface range

This command enters the interface configure nod

D

(fastethernet1/0/ |
gigabitethernet1/0/)
PORTLISTS

if-range port-security This command enables / disables the port securit
(disable|enable) function for the specified ports

if-range port-security limit | This command configures the maximum MAC
VALUE entries for the specified ports.

7.4.2. Web Configuration

Port Security

Port Security Settings

Port Security

Port

From: To:

State
Disable
Disable
Disable

Port

3
5

State Maximum MAC
(1~30)
Apply
Port Security Status

Maximum MAC Port State Maximum MAC

5 2 Disable 5

5 4 Disable 5

5 6 Disable 5

Description

Parameter

Port Security Settings

Port Security
Port
State

Maximum MAC

Port Security Status
Port

State

Maximum MAC
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SelectEnable/Disableto permit Port Security on the Switch.
Select a port number to configure.

SelectEnable/Disableto permit Port Security on the port.

The maximum number of MAC addresses allowed per
interface. The acceptable range is 1 to 30.

This field displays a port number.
This field displays if Port Security Bnabled or Disablec
This field displays the maximum number of MAC adk$es
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8. Monitor

8.1. Alarm

The feature alerts the network administrator to @myormal network situations.

Notice:

The Alarm DIP Switch allow users to configure ifndealarm message when the
corresponding event occurs.

For Example:

P1: ON, The Switch will send alarm message whehX link down.
PWR: ON, The Switch will send alarm message when ritain power supply

disconnect.

RPS: ON, The Switch will send alarm message whenrédundant power supply

disconnect.

8.1.1. CLI Configuration

Node Command

Description

enable show alarm-info

This command displays alaformation.

8.1.2. Web Configuration

Alarm Information

Alarm Information

Alarm Status Mo Alarm.

Alarm Reason(s)

Alarm DIP Switch Settings:
DIP Switch
P1
P3
P5
PT
P
PWR

Parameter
Alarm Information
Alarm Status

Alarm Reason(s)

Alarm DIP Switch Settings

DIP Switch

Status
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Status DIP Switch
Disable P2
Disable P4
Disable P&
Disable P8
Disable P10
Enable RPS
Refresh
Description

The field displays the DIP Switch name.
The field indicates the DIP Switch current status.

GGM INS8R2LCA

Status
Disable
Disable
Disable
Disable
Disable
Disable

This field indicates if there is any alarm events.
This field displays all of the detail alarm events.
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8.2. Hardware Information
The feature displays some hardware informationdaitor the system to guarantee the
network correctly.
A. Displays the board’s and CPU’s and MAC chip’s terapge.
B. Displays the 1.0V and 2.5V and 3.3V input status.

8.2.1.  CLI Configuration

Node Command Description
enable show hardware-monitor| This command displays hardware working
(CIF) information.
Example:

L2SWITCH#show hardware-monitor C

Hardware Working Information:

Temperature(C) Current MAX MIN Threshold Status
BOARD 0.0 0.0 0.0 80.0 Normal
MAC 0.0 0.0 0.0 80.0 Normal

CPU 0.0 0.0 0.0 80.0 Normal

Vol tage(V) Current MAX MIN Threshold Status
1.0V IN 0.000 0.000 0.000 +/-5% Error
2.5V IN 0.000 0.000 0.000 +/-5% Error
3.3V IN 0.000 0.000 0.000 +/-5% Error

8.2.2. Web Configuration

Monitor Information

Monitor Information

Temperature unit: | Fahrenheit(F) V| ’Change]

Hardware Working Information:

Temperature(F) Current MAX MIN Threshold Status
BOARD 320 320 32.0 176.0 Normal
MAC 32.0 32.0 32.0 176.0 MNormal

CPU 32.0 32.0 32.0 176.0 Normal
Voltage(V) Current MAX MIN Threshold Status
1.0V IN 0.000 0.000 0.000 +/-6% Error
2.5V IN 0.000 0.000 0.000 +-5% Error
JIVIN 0.000 0.000 0.000 +-6% Error
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8.3. Port Statistics

This feature helps users to monitor the portsistias, to display the link up ports’ traffic
utilization only.

8.3.1.  CLI Configuration

Node Command Description

enable show port-statistics This command displagdibk up ports’ statistics.

Example:
L2SWITCH#show port-statistics

Packets Bytes Errors Drops
Port Rx Tx Rx Tx Rx Tx Rx Tx

7 1154 2 108519 1188 0 0 0 0

8.3.2.  Web Configuration

Port Statistics
Port (T rope. | Evors | Erors. | Packets Packots | By | Byes
4 0 0 0 0 482 250 63744 46402
Parameter Description
Port Select a port or a range of ports to display theitistics.
Rx Packets The field displays the received packet count.
Tx Packets The field displays the transmitted packet count.
Rx Bytes The field displays the received byte count.
Tx Bytes The field displays the transmitted byte count.
Rx Errors The field displays the received error count.
Tx Errors The field displays the transmitted error count.
Rx Drops The field displays the received drop count.
Tx Drops The field displays the transmitted drop count.
Refresh Click this button to refresh the screen quickly.
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8.4. Port Utilization

This feature helps users to monitor the portsfitraitilization, to display the link up
ports’ traffic utilization only.

8.4.1. CLI Configuration

Node Command Description
enable show port-utilization| This command displéneslink up ports’ traffic
utilization.

8.4.2. Web Configuration
Port Utilization

Port Traffic Utilization Status

Port Speed Traffic Utilization (%)
1 1000 0.001

Parameter Description
Port Select a port or a range of ports to display tR&MON statistics.

Speed The current port speed.
Utilization  The port traffic utilization.

Refresh Click this button to refresh the screen quickly.

8.5. RMON Statistics
This feature helps users to monitor or clear th#pBMON statistics.

8.5.1.  CLI Configuration

Node Command Description
enable show rmon statistics|  This command displagRMON statistics.
configure | clear rmon statistics | This command clears one port’s or all ports" RMON
[IFNAME] statistics.
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8.5.2.

Web Configuration

RMON Statistics

RMON Statistics

Port |1 w ‘ Show Clear

Inkeund

Cutbound

#of
pachkets
received
with a
length

of

Parameter
Port

Show

Clear

Total Octets
BroadcastPkts
Non-unicastPkts
FragmentsPkts
OversizePkts
ErrorPkts
AlignError
Jabbers

Total Octets
BroadcastPkis
Non-unicastPkts
LateCollision
MultipleCaollision
ErrorPkts

B4 Octets
128t0255 Octets

512t01023 Octets

Description

Port1 [ Active )

UnicastPkts 288
MulticastPkts 71
UndersizePkts
DiscardsPkts

il
il
UnknownProtos o
CRCAlignErrors ]

il

DropEwvents
UnicastPkts 288
Collisions

]
SingleCellision 0
DiscardsPhkts ]

B5to12T Octets 15

o
o

256to511 Octets 48

1024toMax Octets 22

Select a port or a range of ports to display tR&ION statistics.

Show them.

Clear the RMON statistics for the port or a rangpants.

8.6. SFP Information
The SFP information allows user to know the SFP utfedsl information, such as vendor

name, connector type, revision, serial number, rfaature date. And to know the DDMI

information if the SFP modules have supported tBdDfunction.

8.6.1.  CLI Configuration
Node Command Description
enable show sfp info port PORT _ID This command ldigpthe SFP information
enable show sfp ddmi port This command displays the SFP DDMI
PORT _ID status.
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8.6.2. Web Configuration

SFP Information

SFP Information
Port |27 hd Apply

SFP Information

Fiber Cable Link Down
Connector =T
Vendor Hame ATOP
Vendor PN AP-B53011-3CDL10
Vendor rev
Vendor SN SF53123700002
Date code 120917 7~00
DOMI Information
Current High-Alarm Low-Alarm High-WWarnm Low-Warn
Temperature(C) 31.41 100.00 -45.00 90.00 -40.00
Voltage(V) 321 3.60 3.00 3.50 3.10
Tx Bias(mA) 5.70 60.00 2.03 50.00 253
Tx Power(dBm) -10.44 -5.00 -17.01 -7.00 -15.00
Rx Power(dBm) 0.00 0.00 0.00 0.00 0.00
Parameter Description
Port Select a port number to configure.
Apply Click Apply to display the SFP information.
Fiber Cable To indicate if the fiber cable is connected.
Connector Code of optical connector type.
Vendor Name SFP vendor name.
Vendor PN Part Number.
Vendor rev Revision level for part number.
Vendor SN Serial number (ASCII).
Date Code Manufacturing date code.

Notice: If the fiber cable is not connected, theFwer fields are not available.
8.7. Traffic Monitor

The function can be enabled / disabled on a spegifit or globally be enabled disabled

G’GAMEBEEA GGM INS8R2LCA 157



on the Switch. The function will monitor the broadt / multicast / broadcast and
multicast packets rate. If the packet rate is dlkeruser’s specification, the port will be
blocked. And if the recovery function is enabldag port will be enabled after recovery

time.

Default Settings

Packet Packet Recovery
Port State Status  Type Rate(pps) State Time(min)
1 Disabled Normal Bcast 1000 Enabled 1
2 Disabled Normal  Bcast 1000 Enabled 1
3 Disabled Normal  Bcast 1000 Enabled 1
4 Disabled Normal  Bcast 1000 Enabled 1
5 Disabled Normal  Bcast 1000 Enabled 1
6 Disabled Normal  Bcast 1000 Enabled 1
8.7.1. CLI Configuration
Node Command Description
enable show traffic-monitof  This command displayes traffic monitor configurations
and current status.
configure | traffic-monitor This command enables / disables the traffic momtor
(disable|enable) the Switch.
interface | traffic-monitor This command enables / disables the traffic momitor
(disable|enable) the port.
interface | traffic-monitor rate | This command configures the packet rate and pagget
RATE_LIMIT type | for the traffic monitor on the port.
(bcast|mcast|bcast+rbcast — Broadcast packet.
cast) mcast — Multicast packet.
interface | traffic-monitor This command enables / disables the recovery fomcti
recovery for the traffic monitor on the port.
(disable|enable)
interface | traffic-monitor This command configures the recovery time for th#it
recovery time monitor on the port.
VALUE
config interface range This command enters the interface configure node.
(fastethernet1/0/ |
gigabitethernet1/0/)
PORTLISTS
if-range traffic-monitor This command enables / disables the traffic momitor
(disablelenable) the port.
if-range traffic-monitor rate | This command configures the packet rate and pagget
RATE_LIMIT type | for the traffic monitor on the port.
(bcast|mcast|bcast+rbcast — Broadcast packet.
cast) mcast — Multicast packet.
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if-range traffic-monitor This command enables / disables the recovery fomcti
recovery for the traffic monitor on the port.
(disable|enable)
if-range traffic-monitor This command configures the recovery time for th#it
recovery time monitor on the port.
VALUE
8.7.2. Web Configuration

Traffic Monitor Settings

Traffic Monitor

sute
Port State Action Packet Type RE::E:‘]?}‘S} RBS[;';‘::W Tl?ﬁ_'?rni;:}
From:|1 | To:|1 |~| |Disable v |[[None v ||Broadcast v | [1000 | |Enable ~| |1 |
Port State Status Packet Type Packet Rate(pps) Re;';::w Tliq:'l[;]rrﬁir:}
1 Disabled MNormal Broadcast 1000 Enabled 1
2 Disabled Normal Broadcast 1000 Enabled 1
3 Disabled Normal Broadcast 1000 Enabled 1
4 Disabled Mormal Broadcast 1000 Enabled 1
5 Disabled Marmal Broadcast 1000 Enabled 1
6 Disabled Normal Broadcast 1000 Enabled 1
Parameter Description
State Globally enables / disables the traffic monitordtion.
Port The port range which you want to configure.
State Enables / disables the traffic monitor functiontbese ports.
Action Unblock these ports.
Packet Type  Specify the packet type which you want to monitor.

Packet Rate

Specify the packet rate which you want to monitor.

Recover State

Enables / disables the recovery function for theffior monitor
function on these ports.

Recovery Time

Configures the recovery time for the traffic monitonction on these
ports.(Range: 1 — 60 minutes)
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9. Management

9.1. Auto Provision
Auto provision is a service that service providan quickly, easily and automatically
configure remote device or doing firmware upgradieemote side.

1. When the Auto Provision is enabled, the Switch widwnload the auto provision
information file from the auto provision serverstir

The file name is followed below naming rule:
Model_Name_Autoprovision.txt
For ExampleSWITCH _Autoprovision.txt

The contents of the file are listed below:
AUTO_PROVISION_VER=1
Firmware_Upgrade_State=1
Firmware_Version=8528-000-1.1.1.S0
Firmware_Image_File=8528-000-1.1.1.S0.fw
Firmware_Reboot=1
Global_Configuration_State=0
Global_Configuration_File=8528-000-1.1.1.S0.save
Global_Configuration_Reboot=0
Specific_Configuration_State=0
Specific_Configuration_Reboot=0

2. If AUTO_PROVISION_VER is biggest than current aptovision version, do step 3;
otherwise, wait 24 hours and go back to step 1.

3. If the Firmware_Upgrade_State =1, do step 4; otlserwdo step 6.

4. If the Firmware_Version is difference than currBmhware version, download the
Firmware_Image_File and upgrade firmware.

5. If upgrade firmware succeeded and Firmware_Rebodétieboot_flag=1.

6. If the Global_Configuration_State =1, download @lebal_Configuration_File and
upgrade configuration; otherwise, do step 8.

7. If upgrade configutation succeeded and Global_@onéition_Reboot =1, let
reboot_flag=1.

8. If the Specific_Configuration_State =1, download #ipecific configuration file and
upgrade configuration; otherwise do step 10. Theing is “Model_Name _” with
12-bit MAC digits ,example for following is “SWITCH0e04c8196b9.tkt

9. If upgrade configutation succeeded and Specific figoration_Reboot =1, let
reboot_flag=1.
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10.1f reboot_flag=1, save running configuration andaet the switch; otherwise, wait
24 hours and go back to step 1.

Default Settings

Auto provision configuration profile:

Active : Disable
\Version 10
Protocol FTP
FTP user/pwd i
Folder :

Server address

9.1.1. CLI Configuration
Node Command Description
enable show auto-provision  This command displagcthrent auto
provision configurations.
config auto-provision This command enters the guitmdsion node.
auto-provision | show This command displays the cura@to
provision configurations.
auto-provision | active This command enables/disables the auto

(enable|disable)

provision function.

auto-provision

server-address
IPADDR

This command configures the auto provision
server’s IP.

auto-provision

protocol
(tftp|http|ftp)

The command configurations the upgrade
protocol.

password to default.

auto-provision | FTP-user username The command configurations the username and
STRING password | password for the FTP server.
STRING
auto-provision | folder STRING The command configimas the folder for the
auto provision server.
auto-provision | no folder The command configuratitresfolder to
default.
auto-provision | no FTP-user The command configunstibhe username and
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9.1.2. Web Configuration

Auto Provision

Auto Provision Settings

State
Status Disable
Version 0
Protocol FTP v
Server IP [0.0.0.0
User Name |
Password |
Folder Path |

9.2. Mail Alarm

Mail Alarm sends an e-mail trap to a predefined adstrator when some events occur.

The events are listed below:

System Reboot The system will warm start or cbéatt.
Port Link Change: A port link up or down.
Configuration Change: The system configuration he tNV-RAM has been
updated.
Firmware Upgrade: The system firmware image has lgpdated.
User Login : A user login the system.
Port Blocked: A port is blocked by looping detestor BPDU
Guard.

Default Settings
Mail-Alarm Configuration:

State : Disabled.

Server IP :0.0.0.0
Server Port 125
Mail From

Mail To

Trap Event Status:

System Reboot : Disabled.

Port Link Change : Disabled.

Configuration Change : Disabled.

Firmware Upgrade : Disabled.

User Login : Disabled.
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Port Blocked

: Disabled.

Alarm : Disabled.
9.2.1. Reference
Default Ports Server Authentication Port
. Non-Encrypted AUTH 25 (or 587
I\Sﬂl\égszseeg er (Outgoing Secure (TLS) StartTLS 587
g Secure (SSL) SSL 465
POP3 Server (Incoming Non-Encrypted AUTH 110
Messages) Secure (SSL) SSL 995
Googlemail - Gmail Server: Authentication: Port:
SMTP Server (Outgoing smtp.gmail.com SSL 465
Messages) smtp.gmail.com StartTLS 587
POP3 Server (Incoming :
Messages) pop.gmail.com SSL 995
Outlook.com Server: Authentication: Port:
SMTP Server (Outgoing smtp.live.com StartTLS 587
Messages)
I\PAOP?’ Server (Incoming pop3.live.com SSL 995
essages)
Yahoo Malil Server: Authentication: Port:
SMTP Server (Outgoing smtp.mail.yahoo.co SsL 465
Messages) m
POP3 Server (Incoming pop.mail.yahoo.com SSL 995
Messages)
Yahoo Mail Plus Server: Authentication: Port:
SMTP Server (Outgoing plus.smtp.mail.yaho SSL 465
Messages) 0.com
POP3 Server (Incoming plus.pop.mail.yahoaq. SsL 995
Messages) com
9.2.2. CLI Configuration
Node Command Description
enable show mail-alarm This command displays thé Marm
configurations.
configure | mail-alarm (disable|enable) This commdisdbles / enables the Mail
Alarm function.
configure | mail-alarm auth-account This command icamés the Mail server
authentication account.
configure | mail-alarm mail-from This command configsi the mail sender.
configure | mail-alarm mail-to This command configutke mail receiver.
configure | mail-alarm server-ip This command configures the mail server IR
IPADDR server-port address and the TCP port.
VALUE

GIGAMED:A

GGM

INS8R2LCA

163




]

configure | mail-alarm server-ip This command configures the mail server IR
IPADDR server-port address and configures 25 as the server’s T
Default port.

configure | mail-alarm trap-event This command disables / enables mail trap
(reboot|link-change|config.| events.
firmware|login|port-blocked|
alarm) (disable|enable)

9.2.3. Web Configuration

Mail Alarm

Mail Alarm Settings

State Disable «

Server IP 0.0.0.0 Server Port 25 (Default:25)
Account Name Account Password

Mail From

Mail To

Trap State :

O selectAll O Deselect All

[ system Reboot [ Port Link Change [ Configuration Change [ Firmware Upgrade [ User Login

[ Port Blocked

Parameter
State

Server IP

Server Port
Account Name
Account Password
Mail From

Mail To

Trap State

9.3. Maintenance

GIGAMED:A

Description

Enable / disable the Mail Alarm function.
Specifies the mail server’s IP address.
Specifies the TCP port for the SMTP.
Specifies the mail account name.
Specifies the mail account password.
Specifies the mail sender.

Specifies the mail receiver.

Enables / disables the mail trap event states.
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9.3.1. CLI Configuration
Node Command Description
configure | reboot This command reboots the system.
configure | reload default-config This command resetssystem
configuration to default by replacing the
current settings with default settings.
Notes: The system will reboot automatically
to have the configurations taken effect.
configure | write memory This command writes curr@merating
configurations to the configuration file.
configure | archive download-config | This command downloads a updated
<URL PATH> configuration file from TFTP server.

Where <URL PATH> can be:
ftp://user:pass@192.168.1.1/file
http://192.168.1.1/file
tftp://192.168.1.1/file

configure | archive upload-config <URLThis command uploads the current
PATH> configurations file to a TFTP server.
configure | archive download-fw <URL This command downloads a updated
PATH> firmware file from TFTP/ FTP/HTTP
server.

Where <URL PATH> can be:
ftp://luser:pass@192.168.1.1/file
http://192.168.1.1/file
tftp://192.168.1.1/file

Example:

L2SWITCH#configure terminal
L2SWITCH(config)#nterface ethO
L2SWITCH(config-if)#ip address 172.20.1.101/24
L2SWITCH(config-if)#p address default-gateway 172.20.1.1
L2SWITCH(config-ify#management vian 1

Enable the DHCP client function for the switch.
® | 2SWITCH#configure terminal

® | 2SWITCH(config)#nterface ethO
® | 2SWITCH(config-if)#p dhcp client enable
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9.3.2. Web Configuration

Configuration

Choose File Upload

CJ

Save Configurations

Press the Save button to save the current setbrthe NV-RAM (flash).

Upload / Download Configurations to /from a the serer

Choose File Upload

@

Follow the steps below to save the configuratitentth PC.
® SelectPress “Download” to save configurations file to youPC.
® Click the "Download’ button to start the process.

Follow the steps below to upload the configurafinfrom the PC to the Switch.
® Select the Upload configurations file to the SwitcH.
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® Select the configuration file with the full path.
® Click theUpload button to start the process.

Reset the factory default settings of the Switch

Reset Configurations

Reset the factory default settings of the Switch :
- IP address will be 192.168.0.254

Press th&kesetbutton to reset the settings to factory defauttfigurations.

The configuration status

The configurations status

The user configuration file is default.
The configurations have been modified.

Display the configuration status of recorded inlfhéRAM.

Notes: If any change made to the configurations, the amsswill display The
configurations have been modified!, otherwise the message will showTHe
configurations are default values.

The system will showThe configurations are default values. in this window when

any of the two actions taken below:
1. Click “Reset configuration” in web management oraioccommand to “reload

default-config”.
2. Click “Upload configuration” in web management oo @li command to

“archive download-config xxx”.

Firmware

Type the path and file name of the firmware fileiyaish to upload to the Switch in the
File path text box or clickBrowseto locate it. ClickUpgradeto load the new firmware.

Maintenance
Configuration m Reboot
Upgrade Firmware

File path | Choose File | Ma file chasen

Reboot
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Rebootallows you to restart the Switch without physicaliyning the power off.
Follow the steps below to reboot the Switch.

Maintenance

Configuration Firmware Reboot

Press "Reboot” to restart the Switch.

® In theRebootscreen, C|ICk th&ebootbutton The followmg screen displays.

It will reboot the Switch.

Are vou sure?

0K }[ Cancel

® Click OK again and then wait for the Switch to restart. Takes up to two minutes.
This does not affect the Switch’s configuration.

9.4. SNMP
Simple Network Management Protocol (SNMP) is usedatwork management systems
to monitor network-attached devices for condititimst warrant administrative attention.
SNMP is a component of the Internet Protocol Swute defined by the Internet
Engineering Task Force (IETF). It consists of addedtandards for network management,
including an application layer protocol, a databsd®ema, and a set of data objects.

SNMP exposes management data in the form of vasain the managed systems, which
describe the system configuration. These variatdesthen be queried (and sometimes
set) by managing applications.

Support below MIBs:

RFC 1157 A Simple Network Management Protocol
RFC 1213 MIB-II

RFC 1493 Bridge MIB

RFC 1643 Ethernet Interface MIB

RFC 1757 RMON Group 1,2,3,9

SNMP community acts like a password and is used to define therisg@arameters of
SNMP clients in an SNMP v1 and SNMP v2c environmerithe default SNMP
community is “public” for both SNMP v1 and SNMP vBefore SNMP v3 is enabled.
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Once SNMP v3 is enabled, the communities of SNMRw v2c¢ have to be unique and
cannot be shared.

Network 1D of Trusted Host:
The IP address is a combination of the NetworknD #ne Host ID.
0 Network ID = (Host IP & Mask).
0 User need only input the network ID and leave th&t kD to O. If user has
input the host ID, such as 192.168.1.102, the sysi#l reset the host ID,
such as 192.168.1.0

Notes Allow user to configure the community string amghts only.

When user configures the Community String and tihght? with the Network ID of
Trusted Host=0.0.0.0, Subnet Mask=0.0.0.0, thathsi¢aat all hosts with the community
string can access the Switch.

Default Settings

® SNMP : disabled.

® System Location : L2SWITCH. (Maximum length 64 ders)
® System Contact : None. (Maximum length 64 charagter

® System Name : None. (Maximum length 64characters)

® Trap Receiver : None.

® Community Name : None.

® The maximum entry for community  : 3.

® The maximum entry for trap receiver :5.

9.4.1. CLI Configuration

Node Command Description
enable show snmp This command displays the SNMfgeoations.
configure | snmp community This command configures the SNMP community
STRING (ro|rw) name.

trusted-host IPADDR

configure | snmp (disablelenable) This command deséhables the SNMP on the

switch.
configure | snmp system-contact This command configures contact information for
STRING the system.
configure | snmp system-locationThis command sets the location information of the
STRING system.
configure | snmp system-name | This command assigns a name for the system.
STRING (The System Name is same as the host name)

configure | snmp trap-receiver | This command configures the trap receiver’s
IPADDR VERSION | configurations, including the IP address, versiah
COMMUNITY or v2c) and community.

Example:
L2SWITCH#configure terminal
L2SWITCH(config)#snmp enable
L2SWITCH(config)#snmp community public rw trustedstt 192.168.200.106/24
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L2SWITCH(config)#snmp trap-receiver 192.168.200.4@6 public
L2SWITCH(config)#snmp system-contact IT engineer
L2SWITCH(config)#snmp system-location ABC

9.4.2. Web Configuration

SNMP Setting

SNMP
SNMP State
System Name [L2SWITCH |
System Location |Volk‘le |
System Contact |IT engineer |
Parameter Description
SelectEnableto activate SNMP on the Switch.
SNMP State

SelectDisableto deactivate SNMP on the Switch.
Assign a System Name for the Switch.
(The System Name is same as the host name)

System Location  Enter the Location Information for the Switch.

System Name

System Contact Enter the Contact Information for the Switch.
Apply Click Apply to configure the settings.
Refresh Click this to reset the fields to the last savetirsgs.
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Community Name

SNMP
Community String Rights Network ID of Trusted Host Mask
Read-Only |+
No. Community String Rights ”:.fﬂ;’;‘l'ﬂ:: Mask Action
1 public Read/\Write 192.168.200.0 255.255.255.0
Parameter Description
Enter a Community string; this will act as a passivdor
requests from the management station.
An SNMP community string is a text string that aets a
: . password. It is used to authenticate messages afeatsent
COMMUIE7 SHiE between the management station (the SNMP managdrihe
device (the SNMP agent). The community string iduded in
every packet that is transmitted between the SNMRager and
the SNMP agent.
Select Read-Only to allow the SNMP manager usiing gtring
Rights to collect information from the Switch.
9 Select Read-Write to allow the SNMP manager udiig string
to create or edit MIBs (configure settings on thét&h).
Network ID of Type the IP address of the remote SNMP managentegiarsin

Trusted Host

Mask

Apply
Refresh

dotted decimal notation, for example 192.168.1.0.

Type the subnet mask for the IP address of the teef8dIMP
management station in dotted decimal notation, eeample:
255.255.255.0.

Click Apply to configure the settings.

Click Refreshto display the current settings.

Community Name List

No.

Community String

Right
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This field indicates the community number. It isedsfor
identification only. Click on the individual commiiynnumber to
edit the community settings.

This field displays the SNMP community string. AmNIEP
community string is a text string that acts as ssperd.

This field displays the community string’s rightBhis will be
Read Onlyor Read Write.
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Network ID of
Trusted Host

Subnet Mask

Action

Trap Receiver

This field displays the IP address of the remoteMBN
management station after it has been modified ey shbnet
mask.

This field displays the subnet mask for the IP eddrof the
remote SNMP management station.

Click Deleteto remove a specific Community String.

SNMP
IP Address Version Community String
No. IP Address Version Community String Action
1 192.168.200.59 vae public
Parameter Description
Enter the IP address of the remote trap statiaoited decimal
IP Address -
notation.
. Select the version of the Simple Network Managenientocol
\ersion
to usevlorv2c
Community String Specify the community string used with this remoée station.
Apply Click Apply to configure the settings.
Refresh Click Refreshto display the current settings.

Trap Receiver List
No.

IP Address
Version
Community String

Action
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This field displays the index number of the trapeieer entry.
Click the number to modify the entry.

This field displays the IP address of the remadp station.

This field displays the version of Simple NetworkahMigement
Protocol in usevl or v2c.

This field displays the community string used willis remote
trap station.

Click Deleteto remove a configured trap receiver station.
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9.5. System log
The syslog function records some of system infoionabr debugging purpose. Each log
message recorded with one of these lev&istt / Critical / Error / Warning / Notice /
Information. The syslog function can be enabled or disabled. défault setting is
disabled. The log message is recorded in the Svileekystem. If the syslog server’s IP
address has been configured, the Switch will secapg to the syslog server.

The log message file is limited in 4KB size. If thke is full, the oldest one will be

replaced.

9.5.1. CLI Configuration

tion.

Node Command Description
enable show syslog The command displays all ofahenessage
recorded in the Switch.
enable show syslog level | The command displays the log message with the
LEVEL LEVEL recorded in the Switch.
enable show syslog server The command displaysysieg server
configurations.
configure | syslog The command disables / enables the syslog fung
(disable|enable)
configure | syslog ip IPADDR The command configuttes $yslog server’s IP
address.
Example:

L2SWITCH#configure terminal

L2SWITCH(config)#syslog-server ip 192.168.200.106
L2SWITCH(config)#syslog-server enable
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9.5.2. Web Configuration

System Log
Server P (0.0.0.0 Disable | %
Log Level Al v | [ Show ] [ Refresh |
No data.
Parameter Description

Enter the Syslog server IP address in dotted déciotation.
For example, 192.168.1.1. Seleehable to activate switch

SEREl (12 sent log message to Syslog server when any neinmésgage
occurred.
Select Alert/Critical/Error/Warning/Notice/Information  to
Log Level .
choose which log message to want see.
Apply Click Apply to add/modify the settings.
Refresh Click Refresh to display the current settings.
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9.6. User Account
The Switch allows users to create up to 6 userwatcd he user name and the password
should be the combination of the digit or the al@ta The last admin user account
cannot be deleted. Users should input a valid aseount to login the CLI or web
management.

User Authority:
The Switch supports two types of the user accadmin and normal. Thdefault
users account issername (admin) / password (admin)
® admin -  read/ write.

® normal -  read only.
o Cannot enter the privileged mode in CLI.
o Cannot apply any configurations in web.

The Switch also supports backdoor user accountase of that user forgot their user
name or password, the Switch can generate a backdoount with the system’s MAC.
Users can use the new user account to enter thetSand then create a new user
account.

Default Settings

Maximum user account : 6.
Maximum user name length . 32.
Maximum password length . 32.

Default user account for privileged mode  : admaarin.

Notices
The Switch allows users to create up to 6 userwatco
The user name and the password should be the catianirof the digit or the
alphabet.
The last admin user account cannot be deleted.
The maximum length of the username and passw@@ characters.

9.6.1. CLI Configuration

Node Command Description

enable show user account This command displaysutient user accounts.

configure | add user This command adds a new user account.
USER_ACCOUNT
PASSWORD
(normalladmin)

configure | delete user This command deletes a present user account.
USER_ACCOUNT

Example:
L2SWITCH#configure terminal
L2SWITCH(config)#add user q q admin
L2SWITCH(config)#add user 1 1 normal
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9.6.2. Web Configuration

User Account

User Account Settings

User Name | |

User Password | |

Mormal |

User Awuthority

User Account List

No. User Name User Authority Action
1 admin admin
2 q adrnin
3 12 narmal
Parameter Description
User Name Type a new username or modify an existing one.

User Password

Type a new password or modify an existing one. iEmpeto
32 alphanumeric or digit characters.
Select with which group the user associadelsnin (read and

LERr A write) ornormal (read only) for this user account.
Apply Click Apply to add/modify the user account.
Refresh Click Refreshto display the current settings.

User Account List
No.
User Name

User Password

This field displays the index number of an entry.
This field displays the name of a user account.

This field displays the password.

User Authority This field displays the associated group.
Action Click theDeletebutton to remove the user account.
Note: You cannot delete the last admin accounts.
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